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Abstract

In most password-authenticated key exchange systems there is a single server storing pass-
word verification data. To provide some resilience against server compromise, this data typically
takes the form of a one-way function of the password (and possibly a salt, or other public val-
ues), rather than the password itself. However, if the server is compromised, this password
verification data can be used to perform an offline dictionary attack on the user’s password. In
this paper we propose an efficient password-authenticated key exchange system involving a set
of servers with known public keys, in which a certain threshold of servers must participate in
the authentication of a user, and in which the compromise of any fewer than that threshold of
servers does not allow an attacker to perform an offline dictionary attack. We prove our system
is secure in the random oracle model under the Decision Diffie-Hellman assumption against an
attacker that may eavesdrop on, insert, delete, or modify messages between the user and servers,
and that compromises fewer than that threshold of servers.

Key words: Password authentication, key exchange, threshold cryptosystems, dictionary attack.

1 Introduction

Many real-world systems today rely on password authentication to verify the identity of a user
before allowing that user to perform certain functions, such as setting up a virtual private network
or downloading secret information. There are many security concerns associated with password
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authentication, due mainly to the fact that most users’ passwords are drawn from a relatively
small and easily generated dictionary. Thus if information sufficient to verify a password guess is
leaked, the password may be found by performing an offline dictionary attack: one can run through
a dictionary of possible passwords, testing each one against the leaked information in order to
determine the correct password.

When password authentication is performed over a network, one must be especially careful not
to allow any leakage of information to one listening in, or even actively attacking, the network.
If one assumes the server’s public key is known (or at least can be verified) by the user, then
performing password authentication after setting up an anonymous secure channel to the server is
generally sufficient to prevent leakage of information, as is done in SSH [37] or on the web using
SSL [16]. Halevi and Krawczyk [28] give the first protocol of this type that is proven secure.
The problem becomes more difficult if the server’s public key cannot be verified by the user.
Solutions to this problem have been coined strong password authentication protocols, and have the
property that (informally) the probability of an active attacker (i.e., one that may eavesdrop on,
insert, delete, or modify messages on a network) impersonating a user is only negligibly better
than a simple on-line guessing attack, consisting of the attacker iteratively guessing passwords and
running the authentication protocol. Strong password authentication protocols were proposed by
Bellovin and Merritt [5, 6], Jablon [31] and Wu [38], among others. Recently, some protocols were
proven secure in the random oracle and/or ideal cipher models' (Bellare et al. [1], Boyko et al.
[10] and MacKenzie et al. [34]), in the public random string model (Katz et al. [33]), and in the
standard model? (Goldreich and Lindell [26]). However, all of these protocols, even the ones in
which the server’s public key is known to the user, are vulnerable to server compromise in the sense
that compromising the server would allow an attacker to obtain the password verification data
on that server (typically some type of one-way function of the password and some public values).
This could then be used to perform an offline dictionary attack on the password. To address this
issue (without resorting to assumptions like tamper resistance), Ford and Kaliski [22] proposed to
distribute the functionality of the server, forcing an attacker to compromise several servers in order
to be able to obtain password verification data.> Their protocol assumes the servers have known
public keys. Note that the main problem is not just to distribute the password verification data,
but to distribute the functionality, i.e., to distribute the password verification data such that it can
be used for authentication without ever reconstructing the data on any set of servers smaller than
a chosen threshold.

While distributed cryptosystems have been studied extensively (and many proven secure) for
other cryptographic operations, such as signatures (e.g., [9, 14, 25, 23]), to our knowledge Ford and
Kaliski were the first ones to propose a distributed password-authenticated key exchange system.
However, they give no proof of security for their system. Jablon [32] extends the system of Ford
and Kaliski, most notably to not require the server’s public key to be known to the user, but again

Tn the random oracle model [2], a hash function is modeled as a black box containing an ideal random function.
This is not a standard cryptographic assumption. In fact, it is possible for a scheme secure in the random oracle
model to be insecure for any real instantiation of the hash function [11]. However, a proof of security in the random
oracle model is generally thought to be strong evidence of the practical security of a scheme. (The ideal cipher model
is similar to the random oracle model, except that it is a cipher that is modeled as a black box containing a keyed
family of independent random permutations and their inverses.)

2The protocol for the standard model is only proven secure in the case of non-concurrent executions.

3 As is well-known in the practice of distributed cryptography, for high security one must be careful to ensure that
it is not easy for an attacker to compromise several servers with the same attack, which may be the case, for instance,
if they are all running the same operating system.



does not give a proof of security.

Our contributions. In this paper we propose a completely different distributed password
authenticated key exchange system and prove it secure in the random oracle model, assuming the
hardness of the Decision Diffie-Hellman (DDH) problem [17] (see [8]). Like the system of Ford and
Kaliski, we assume the servers have known public keys. However, while the systems of Ford and
Kaliski and Jablon require all servers to perform authentication, our system is a k-out-of-n threshold
system (for any 1 < k < n), where k servers are required for authentication and the compromise of
k — 1 servers does not affect the security of the system. Also, this is the first distributed password-
authenticated key exchange system proven secure under any standard cryptographic assumption
in any model, including the random oracle model. To be specific, we assume the client may store
public data, and our security is against an active attacker that may (statically) compromise any
number of servers less than the specified threshold.

Informally, one can succinctly state our main result as a distributed password-authenticated
key exchange protocol for which any efficient attacker can do no better than an on-line dictionary
attack as long as the DDH problem is hard, and as long as no more than a threshold £ — 1 out of
n servers are compromised.

Technically, we achieve our result by storing a semantically-secure encryption of a function of
the password at the servers (instead of simply storing a one-way function of the password), and
then leveraging off some known solutions for distributing secret decryption keys, such as Feldman
verifiable secret sharing [20]. In other words, we transform the problem of distributing password
authentication information to the problem of distributing cryptographic keys. However, once we
make this transformation, verifying passwords without leaking information becomes much more
difficult, requiring intricate manipulations of ElGamal encryptions [19] and careful use of efficient
non-interactive zero-knowledge proofs [7]. In particular, we note that one cannot immediately
obtain a solution through standard threshold cryptography techniques, since those techniques are
not designed to prevent leakage of information when secrets may be chosen from a small set (e.g.,
when the secrets are passwords).

We note that a threshold password authentication system does not follow from techniques
for general secure multi-party computation (e.g., [27]) since we are working in an asynchronous
model, allow concurrent executions of protocols, and assume no authenticated channels. (Note
in particular that the goal of the protocol is for the client to be authenticated.) The only work
on general secure multi-party computation in an asynchronous model, and allowing concurrency,
assumes authenticated channels [12].

Related work. Subsequent to our work, Di Raimondo and Gennaro [18] presented a distributed
password-authenticated key exchange protocol based on the protocol of [33]. Here we highlight the
differences from our protocol. Their protocol does not assume the servers have known public keys,
whereas ours assumes the servers have known public keys Their protocol is in the public random
string model, whereas ours is proven secure in the random oracle model. Their protocol requires a
threshold k where 3k < n, and requires all n servers to be active. Ours allows any threshold k < n,
and allows only k servers to be active when no malicious behavior occurs.

2 Model

We extend the model of [1] (which builds on [3] and [4], and is also used by [33]). The model of [1]
was designed for the problem of authenticated key exchange (ake) between two parties, a client and



a server. The goal was for them to engage in a protocol such that after the protocol was completed,
they would each hold a session key that is known to nobody but the two of them. Our model is
designed for the problem of distributed authenticated key exchange (dake) between a client and k
servers. The goal is for them to engage in a protocol such that after the protocol is completed,
the client would hold k session keys, one being shared with each server, such that the session key
shared between the client and a given server is known to nobody but the two of them, even if up
to k — 1 other servers were to conspire together.

Note that this definition is in some sense optimized for the case when the servers do not misbe-
have. The client simply contacts any k servers and runs the protocol. If fewer than k servers do not
perform the protocol honestly, then at least one uncompromised server will notice this, and the pro-
tocol will fail. This problem may be resolved in many ways, the simplest being the client iteratively
trying different sets of £ servers. Eventually, of course, the system must determine the compromised
servers and reset the system, possibly using techniques from proactive security [30, 29]. These issues
are beyond the scope of this paper. Here we focus on the basic protocol.

Remark 2.1 The way we have defined dake, the client ends up with k shared keys, while the
goal of a standard authenticated key exchange is for the client to end up with a single key shared
with a server it wishes to communicate with. There are alternative definitions that would more
closely mimic this. However, we feel our definition is more general, since once the client can securely
communicate with k servers, it can use this not only to enable secure communication with any other
desired server, but to enable any desired cryptographic functionality. For instance, a secure dake
protocol allows for secure downloadable credentials, by, e.g., having the servers store an encrypted
credentials file with a decryption key stored using a threshold scheme among them, and then having
each send a partial decryption of the credentials file to the client, encrypted with the session key
it shares with the client. (To deal with compromised servers, one could require each server to
also send a zero-knowledge proof that it performed its partial decryption correctly.) Note that the
credentials are secure in a threshold sense: fewer than the given threshold of servers are unable
to obtain the credentials. Once the client has securely downloaded its credentials (for instance, it
could download its certified public key and the associated private key), it can use these credentials
to set up secure communication with another server, or perhaps sign messages, or perform other
cryptographic operations. Details of these applications are beyond the scope of this paper.

In the following, we will assume some familiarity with the model of [1].

Protocol participants. We have two types of protocol participants: clients and servers. Let

ID % Clients U Servers be a non-empty set of protocol participants, or principals.

We assume Servers consists of n servers, denoted {S1, ..., Sy}, and that these servers are meant
to cooperate in authenticating a client.* Each client C' € Clients has a secret password ¢, and
each server S € Servers has a vector s = [s [C]]oc crienss- Entry ms[C] is the password record. Let
Passwordc be a (possibly small) set from which passwords for client C are selected. We will assume
that m¢ < Passwordc (but our results easily extend to other password distributions). Clients and
servers are modeled as probabilistic poly-time algorithms with an input tape and an output tape.

Execution of the protocol. A protocol P is an algorithm that determines how principals behave
in response to inputs from their environment. In the real world, each principal is able to execute

4Our model could be extended to have multiple sets of servers, but for clarity of presentation we omit this extension.



P multiple times with different partners, and we model this by allowing an unlimited number of
instances of each principal. Instance i of principal U € ID is denoted HZ-U.

To describe the security of the protocol, we assume there is an adversary A that has complete
control over the environment (mainly, the network), and thus provides the inputs to instances of
principals. (Note in particular that we do not assume the communication between any parties
is authenticated or private, even between servers.) We will further assume the network (i.e., A)
performs aggregation and broadcast functions.® In practice, on a point-to-point network, the pro-
tocol implementor would most likely have to implement these functionalities in some way, perhaps
using a single intermediate (untrusted) node to aggregate and broadcast messages®. Formally, the
adversary is a probabilistic algorithm with a distinguished query tape. Queries written to this tape
are responded to by principals according to P; the allowed queries are formally defined in [1] and
summarized here (with slight modifications for multiple servers):

Send (U, i, M): causes message M to be sent to instance IIY. The instance computes what the
protocol says to, state is updated, and the output message is given to A. If this query causes
HlU to accept or terminate, this will also be shown to 4. To initiate a session between client
C and a set of servers, the adversary should send a message containing a set I of k indices of
servers in Servers to an unused instance of C.

Execute (C,4, ((Sj,,£j,)s- -+, (Sjs £5.))): causes P to be executed to completion between 11" (where
. S S . . . .
C € Clients) and l'IejJ oo, HZJ,J * and outputs the transcript of the execution. (This transcript
1 k

includes all protocol messages, even those from server to server.) This query captures the
intuition of a passive adversary who simply eavesdrops on the execution of P.

Reveal (C, i, S;): causes the output of the session key held by Hic corresponding to server Sj, i.e.,
i
Skc7sj.
Reveal (Sj, i): causes the output of the session key held by Hfj , Le., skfgj.
Test (C, 4, S;): causes II{ to flip a bit b. If b = 1 the session key skia s, is output and if b = 0
a string drawn uniformly from the space of session keys is output. A Test query (of either
type) may be asked at any time during the execution of P, but may only be asked once.

Test (S;, i): causes Hfj to flip a bit b. If b = 1 the session key skgj is output; otherwise, a string is
drawn uniformly from the space of session keys and output. As above, a Test query (of either
type) may be asked at any time during the execution of P, but may only be asked once.

The Reveal queries are used to model an adversary who obtains information on session keys
in some sessions, and the Test queries are a technical addition to the model that will allow us to
determine if an adversary can distinguish a true session key from a random key.

We assume A may compromise up to k — 1 servers, and that the choice of these servers is static.
In particular, without loss of generality, we may assume the choice is made before initialization,
and we may simply assume the adversary has access to the private keys of the compromised servers.

5This is more for notational convenience than anything else. In particular, we make no assumptions about
synchronicity or any type of distributed consensus.

SNote that since A controls the network and can deny service at any time, we do not concern ourselves with any
denial-of-service attacks that this single intermediate node may facilitate.



Partnering. A server instance that accepts holds a partner-id pid, session-id sid, and a session
key sk. A client instance that accepts holds a partner-id pid consisting of a set of k server indices,
a session-id sid, and a set of k session keys (skj,,...,sk;, ). Let sid be the concatenation of all
messages (or pre-specified compacted representations of the messages) sent and received by the
client instance in its communication with the set of servers. (Note that this excludes messages
that are sent only between servers, but not to the client. Also, as discussed above, we assume
the network performs aggregation and broadcast functions so each server can see the messages
communicated between the client and other servers, and thus can construct sid.) Then instances I1¢
(with C' € Clients) holding (pid, sid, (skj,, ..., skj,)), where pid = I for some set I = {j1,...,jk},
and HZj (with S; € Servers) holding (pid’, sid’, sk) are said to be partnered if j € I, pid' = C,
sid = sid’, and sk; = sk. This is basically the so-called “matching conversation” approach to
defining partnering, as used in [3, 1].

Freshness. A client instance/server pair (II¢,S;) is fresh if (1) S; is not compromised, (2)
there has been no Reveal (C, i, Sj) query, and (3) if Hfj is a partner to IT¢, there has been no
Reveal (S}, £) query. A server instance Hfj is fresh if (1) Sj is not compromised, (2) there has been
no Reveal (S;, i) query, and (3) if II{ is the partner to Hfj, there has been no Reveal (C, ¢, S;)

query. Intuitively, the adversary should not be able to distinguish random keys from session keys
held by fresh instances.

Advantage of the adversary. We now formally define the distributed authenticated key
exchange (dake) advantage of the adversary against protocol P. Let Succ®*¢(A) be the event that
(1) A makes a single Test query directed to some client instance/server pair (II¢,S;) that is fresh
and where Hic has terminated, or (2) .4 makes a single Test query directed to some server instance
Hfj that has terminated and is fresh, and eventually A outputs a bit o', where v/ = b for the bit b
that was selected in the Test query. The dake advantage of A attacking P is defined to be

Adv§ke(A) “opr [Succ‘}fke(A)] -1

The following fact is easily verified.

Fact 2.2 Pr(Succi®(A)) = Pr(Succli*®(A)) +¢ <=  Advike(A) = Advike(A) + 2e.

3 Definitions

Let x be the cryptographic security parameter. Let G, denote a finite (cyclic) group of order g,
where |g| = k. Let g be a generator of G, and assume it is included in the description of G,.

Notation. We use (a,b) x (¢,d) to mean elementwise multiplication, i.e., (ac,bd). We use (a,b)"
to mean elementwise exponentiation, i.e., (a”,b"). For a tuple V, the notation V[j] means the jth
element of V.

We denote by € the set of all functions H from {0,1}* to {0,1}>°. This set is provided with
a probability measure by saying that a random H from  assigns to each z € {0,1}* a sequence
of bits each of which is selected uniformly at random. As shown in [2], this sequence of bits may
be used to define the output of H in a specific set, and thus we will assume that we can specify
that the output of a random oracle H be interpreted as a (random) element of G,.” Access to any

"For instance, this can be easily defined when Gy is a g-order subgroup of Z;,, where ¢ and p are prime.



public random oracle H €  is given to all algorithms; specifically, it is given to the protocol P
and the adversary A. Assume that secret session keys are drawn from {0, 1}*.

A function f : Z — [0,1] is negligible if for all & > 0 there exists an x, > 0 such that for all
K > Ka, f(k) < |&|7%. All functions we use in this paper will include a security parameter as input,
either implicitly or explicitly, and we say that these functions are negligible if they are negligible
in the security parameter. (They will be polynomial in all other parameters.)

4 Protocol

In this section we describe our protocol for threshold password-authenticated key exchange. In the
next section we prove this protocol is secure under the DDH assumption [8, 17] in the random-oracle
model [2].

4.1 Server Setup

Let there be n servers {S;}ic(1,2,...n}- Let (,y) be the servers’ global key pair such that y = ¢g®. The
servers share the global secret key x using a (k, n)-threshold Feldman secret sharing protocol [20].
Specifically, a polynomial f(z) = Z?;ol ajzj mod q is chosen with ag « = and random coeflicients
a; & Zg for j > 0. Then each server S; gets a secret share z; = f(i) and a corresponding public
share y; = g%, 1 < i < n. (In this paper we assume that a trusted dealer generates these shares,
but it should be possible to have the servers generate them using a distributed protocol, as in
Gennaro et al. [24].) In addition, each server S; independently generates its own local key pair
(z},9}) such that v} = g%, 1 < i < n. Each server S; publishes its local public key v, along with
its share of the global public key y;. Note that we assume that the adversary does not participate
in the system setup phase, so all keys are generated honestly. Let Hy, H1, Ho, H3, Hy, H5, Hg £0
be random oracles with domain and range defined by the context of their use. Let h < Hy(y) and
h' — Hi(y) be generators for G,.

Remark 4.1 We note that in the following protocol the servers are assumed to have stored the
2n+1 public values y, {y;}I~, and {y;}?" ;. Likewise, the client is assumed to have stored the n+1
public values y and {y,}" ,. (Alternatively, a trusted certification authority (CA) could certify
these values, but we choose to keep our model as simple as possible.)

4.2 Client Setup

A client C € Clients has a secret password m¢ drawn from a set Passwordc. We assume Password ¢
can be mapped into Z;, and for the remainder of the paper, we use passwords as if they were

elements of Z;. C creates an ElGamal ciphertext E¢ of the value glme )71, using the servers’ global

public key y. More precisely, he selects « & Z4 and computes E¢ «— (yo‘g(”c )71, g%). He sends E¢
to each of the servers S;, 1 < i < n, who record (C, E¢) in their database. (Alternatively, a trusted
CA could be used, but again we choose to keep our model as simple as possible.) We consider E¢
to be public information, and in our protocol, we assume that the client knows Ec. The client
could simply store F¢, or obtain a (certified) copy of E¢ through interaction with the servers. (It
should be clear that storing F¢ at the client is not the same as storing a shared secret key.) We
also assume the adversary does not observe or participate in the system and client setup phases.
(Of course, the adversary could learn E¢ by corrupting any server. Indeed, this is why we cannot
assume F¢ is private.)



4.3 Client Login Protocol

A high level description of the protocol is given in Figure 1, and the formal description is given
in Appendix B. Our protocol for a client C' € Clients relies on a simulation-sound non-interactive
zero-knowledge proof (SS-NIZKP) scheme (see Appendix A for the definition of an SS-NIZKP
scheme) Q = (Proves,, Verifyq o) Simg,) over a language defined by a predicate ®¢ that takes
elements of {0,1}* x (G4 x G4)? and is defined as

o(r.Ee, B.V) = 3,771 (B=(y7,9°) x (Ee)" x (¢7,1)) and (V = (Wg",¢")).

The algorithms Proveg,, Verifyg o» and Simg, use a random oracle H3. Proveg, may be imple-
mented in a standard way as a three-move honest-verifier proof made non-interactive by using the
hash function to generate the verifier’s random challenge, and having 7 be an extra input to the
hash function. Other proofs defined below may be implemented similarly.

Here we discuss Figure 1. The client C' € Clients receives a set I of k servers in Servers and
initiates the protocol with that set, by broadcasting I along with its own identity C. (As stated
above, we assume aggregation and broadcast functionalities in the network for the communication
between the client and the servers, and among the servers themselves.) In return C' receives nonces
from the servers in I. The client first generates a session public key 3. The client then “removes”
the password from the ciphertext F¢ by raising it to m¢ and dividing g out of the first element
of the tuple, and reblinds the result to form B. The quantity V is then formed to satisfy the
predicate ®g, and an SS-NIZKP ¢ is created to bind B, V, g, and the nonces from the servers.
This SS-NIZKP also forces the client to behave properly, and in particular allows a simulator in
the proof of security to operate correctly. (The idea is similar to the use of a second encryption to
achieve (lunchtime) chosen-ciphertext security in [35].) After verifying the SS-NIZKP, if the client
has used the password m = 7, it will be that B[1] = y#T*" and B[2] = ¢°T". The servers then
run DistVerify(r, B, V') to verify that log,y = logpg B[1]. Effectively, they are verifying (without
decryption) that B is a valid encryption of the plaintext message 1. Each server S; then computes
a session key K;, which has also been computed by the client.

Intuitively, an honest client in this protocol does not reveal any password information since
he simply sends an encryption of 1, along with V', which is an encryption of g™ under a public
key for which no one knows the secret key. However, one must consider the case of an adversary
impersonating a client using m # m¢, and colluding with up to £ — 1 dishonest servers. Here we
must rely on DistVerify(7, B, V') to prevent leakage of information on m¢c. We discuss this below.

Efficiency For the following calculations we use the proof constructions of Appendix A. Recall
that there are k servers involved in the execution of the protocol. The protocol requires six rounds,
where each round is an exchange of messages among some of the participants. All messages are
of length proportional to the size of a group element. The client is involved in only the first three
rounds, while the servers are involved in all rounds. The client performs 15 4+ k exponentiations,
and each server performs 14 + 38k exponentiations.

Remark 4.2 These costs are obviously much higher than the Ford-Kaliski scheme, but remember
that our protocol is the first to achieve provable security (in the random oracle model). Also, the
costs may be reasonable for practical implementations with & in the range of 2 to 5.



Remark 4.3 Our protocol does not provide forward security. To achieve forward security, each
server S; would need to generate its Diffie-Hellman values dynamically, instead of simply using
yi. Then these values would need to be certified somehow by S; to protect the client against a
man-in-the-middle attack. Details are beyond the scope of this paper.

Client C Server S; (ieI)
C I=(i1,...,i)
C; i Zq
Broadcast: ¢;
{ci}ier
T, B3,y & Lq
§—g°

B (y7,9") x (Bc)™ x (97',1)
V— (g™, 9")

T (U, Ciyy vy Cip)

o «— Proves, ((7, Ec, B, V), (B, m,7))
Viel, g (y))®

Viel, K; — Hy(I,7,9;)

B,V,j,0
TG, CiyyeevyCip)
If —Verifyg, (1, Ec, B, V), 0)
Then Abort
DistVerify(r, B, V)
i — g

Ki — HQ(Ia T, gl)

Figure 1: Protocol P.

4.4 The DistVerify Protocol

The DistVerify protocol takes three parameters, 7, B, and V, and is run by the servers {S;};cs to
verify that log, y = logpp) B[1], i.e., B is an encryption of 1. The parameter V' is used in order to
allow a proof of security. The protocol is shown in Figure 2, and uses the standard notation for
Lagrange coefficients: \j; = [[,c N} j_Téé mod ¢g. The basic idea of the protocol is as follows. First

the servers distributively compute (7,7) < B” x (y,g)", i.e., they use the (standard) technique
which randomizes the quotient B[1]/(B][2])* if and only if it is not equal to 1. (This is basically
how we prevent leakage of password information in the case of an adversary impersonating a client
discussed above.) Then they take the second component (i.e., g) and distributively compute g*
using their shared secrets. Finally they verify that g* = 7, implying (with high probability) that
B[1] = (B[2])*, and hence B is an encryption of 1.

In more detail, notice that in Step 1, when a server S; computes B; (its own randomization
of B), it also computes auxiliary encryptions V;, V/, and V;”, which use the same randomization



value and are computed using V. Similar to V, these auxiliary encryptions are used only in order
to allow a proof of security. Finally in Step 1, an SS-NIZKP is computed to force the server to
behave properly. (Again, the idea here is similar to the use of a second encryption to achieve
(lunchtime) chosen-ciphertext security in [35]. It gives the simulator an alternate way to determine
the adversary’s behavior, and in particular, allows the simulator to compute decryption shares for
honest servers without knowing the decryption key.)

In Step 2, the pair (7,g) is computed, along with a partial computation of g% using the server’s
individual share of x. However, this partial computation value is not revealed yet. First the server
essentially proves that he knows how to perform the partial computation (i.e., that he knows his
share of ). This proof is also dependent on 7/, which basically includes the important parts of the
transcripts of all servers. The value 7’ is included so all uncompromised servers can agree on the
shared values they are using to compute (7, g) before revealing their partial computations, so as to
not leak any information.

In Step 3, once the server receives valid proofs from Step 2, it reveals its partial computation
of g% and proves that this computation was performed correctly.

In Step 4, once a server receives partial computations from all servers along with valid proofs,
it tests whether 37 = g”.

DistVerify uses an SS-NIZKP scheme R = (Proveg,, Verifyq_,,Simg ) over a language defined
by a predicate ® that takes elements of Z x (G, x G,)% and is defined as

O (i, B,V, B, Vi, VI, V') 3ri,rh,yi,7nl : Bi = B" x (y,9)" and
Vi= (W™, g")and V] = (W7(V[1])"", g) and
VY = (Y (V2))7, g7F).
The algorithms Proves,, Verifyg ,, and Simg, use a random oracle Hj.

DistVerify also uses an SS-NIZKP scheme S = (Proveg, Verifyg ., Simg ;) over a language defined
by a predicate ®s that takes elements of Z x {0,1}* x G4 x (G4 x G4) and is defined as

Os(i, 7, Co Ry) % Fa,,¢: Cy = g% and R; = (B ()%, ¢°).

The algorithms Provegg, Verifyg, and Simgg use a random oracle Hs.

Finally, DistVerify uses an SS-NIZKP scheme 7 = (Proves.,, Verifyg_,Simg, ) over a language
defined by a predicate ®7 that takes elements of Z x {0,1}* x G4 x G4 X G4 x (G4 x Gy) and is
defined as

O7(i,7,5,Ci,C, R) % 3a;,¢: C; = g% and C; = g% and R; = (hS(h')*, ¢°).
The algorithms Proveg.,, Verify<I>T7 and Simg,, use a random oracle Hg.

5 Security of the Protocol

Here we state the DDH assumption. Following that we prove that the protocol P is secure, based
on the DDH assumption.

Decision Diffie-Hellman. Here we formally state the DDH assumption. For full details, see [8].
Let G, be as in Section 3, with generator g. For two values X = g” and Y = ¢V, let DH(X,Y") = g".

10



Step 1: 7,7l vi, Ve, VY <£Zq
B; — B x (y,9)"¢ Vi (WVig", g")
V! — (W (V) g%) VY= (R (V) g7
Oq < PI’OVG@R((Z', B,V,B;, Vi, Vi/7 ‘/i//)v (ri,r;,”yi7'}/;—7'}/l{/))
Broadcast (B;, Vi, V/, V', 0;)

Step 2: Vj e I\ {i}: Receive (B;,V}, V],V 0 )
Vj € T\ {i} : It ~Verifyq, ((j, B,V, B;,V;, V7,
(¥,9) < Hje[ B
7 (r,B,V,Bi,,...,Bi,,Vi,...., Vi)
a; —Nigz;  Cie—gh (< Zg R (hS(h)™, g°)
Viel: Cj — (yj))‘J*I
T'; — Proves,((i,7",Ci, R;), (as,C))
Broadcast (R;,T';)

V/"),0;) Then Abort

Step 3: Vj e I\ {i}: Receive (R;,T;)
Vj e I\ {i} : If =Verifyg ((4,7',C}, R;),T'j) Then Abort
I} « Proves., ((i,7',9,Ci, Ci, Ri), (a;,C))
Broadcast (C;,T%)
Step 4: Vj €I\ {i} : Receive (C},T%)
Vj € I\ {i} : If ~Verifys, ((4,7',9,C}, Cj, R;),I';) Then Abort
If II;c;C; # 3 Then Abort

Figure 2: Protocol DistVerify(r, B, V') for Server S; (i € I).

Let A be an algorithm that on input (X,Y, Z) outputs “1” if it believes that Z = DH(X,Y), and
“0” otherwise. For any A running in time t,

AdvEPH(A4) < Pr [x,inq; Xe—g"Y =g Z g™ AX,Y,Z) = 1}

—Pr {x,y,zﬁzq;Xng;YHgy;Z<—gZ:A(X,Y,Z):1}.

Let Advg?H(t) = maxy {Advg?H (.A)}, where the maximum is taken over all adversaries of time

complexity at most . The DDH assumption states that for any probabilistic polynomial-time
algorithm A, Advg?H(A) is negligible (in k = |q|).

5.1 Protocol P

Here we prove that protocol P is secure, in the sense that an adversary attacking the system that
compromises fewer than k out of n servers cannot determine session keys with significantly greater
advantage than that of an online dictionary attack. Recall that we consider only static compromis-
ing of servers, i.e., the adversary chooses which servers to compromise before the execution of the
system. Let ey, be the time required to perform an exponentiation in G.
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Py The original protocol P.

Py The nonces are assumed to be distinct (and thus Reveal queries do not reveal
anything that could help in a Test query).

P, The Diffie-Hellman key exchange between a client and an uncompromised server
is replaced with a perfect key exchange (and thus an adversary that does not
succeed in impersonating a client to an uncompromised server does not obtain
any information that could help in a Test query).

P; Value V from a client, and values V;, V/, V| R; from uncompromised servers, are
replaced by random values. The Q-SS-NIZKP o, and each R-SS-NIZKP o,
S-SS-NIZKP T';, and 7-SS-NIZKP T, are constructed using the associated
simulators.

P, Value B from a client is replaced with a random encryption of 1, and authenti-
cation of an honest client is changed so that uncompromised servers compute
C; values without using their secret shares. Also, Hy(y) returns a value h
with a known discrete log.

P5; The adversary succeeds if it ever sends a V value associated with the correct
password.

Ps Abort if the adversary creates a new and valid S-SS-NIZKP or 7-SS-NIZKP
associated with an uncompromised server.

Pr Value E¢ for each client is changed to a random value, and on any adversary
login attempt for C, the B; and C; values from uncompromised servers are
replaced with random values (so as to force a failure).

Figure 3: Informal description of protocols Py through P

Theorem 5.1 Let P be the protocol described in Figure 1 and Figure 2, (and formally described
in Appendiz B), using group G4, and with a password dictionary of size N (that may be mapped
into Zy). Fir an adversary A that runs in time t, makes nex,nre queries of type Execute, Reveal,
respectively, makes ny, queries directly to the random oracles, and starts at most ny, client and
server instances. Then for t' = O(t + (nyo + knin + kJQneX)texp):

in 2 k ro’lin TO in k ex 2
Adv(}aake(.A) < % + 0] (AdVg?H(tl) + n° 4+ KnyoNin +n qn + (n + kn ) +
(nin + knex)(nro + Nin + knex))

q2

Proof: We begin with a sketch of the proof, and later provide the details.

Sketch: Our proof will proceed by introducing a series of protocols Py, Pi, ..., P; related to P,
with Py = P. In P7, A will be reduced to simply “guessing” the correct password w¢. We describe
these protocols informally in Figure 3. For each i from 1 to 7, we will prove that the difference
between the advantage of A attacking protocols P;_1 and P; is negligible.
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Py — P; The probability of a collision of nonces is easily seen to be negligible.

P, — P, This can be shown using a standard reduction from DDH. On input (X,Y, Z), we plug
in random powers of Y for the servers’ local public keys, and random powers of X for the
clients’ ¢ values, and then check Hs queries for appropriate powers of Z.

P, — P3 This can be shown using a reduction from DDH. On input (X,Y,Z), we plug Y in for
h = Hy(y), and we use X and Z to create (randomized) encryptions for all V, Vi, V/, V",
and R; values. Also, we must factor in the negligible probability of a simulation error in one
of the SS-NIZKPs.

P3; — P, This is straightforward, since the view of the adversary is indistinguishable in these two
protocols.

P, — Ps This is straightforward, since this could only increase the probability of the adversary
succeeding. Below we will use the fact that the discrete log of h is known, and that the C;
value computed when authenticating a client’s B value by an uncompromised server does not
use the secret share of that server.

P5; — Ps This can be shown using a reduction from DDH. On input (X,Y, Z), we plug Y in for y,
simulate the public shares of the uncompromised servers, and let i’ = X. Given a correct
SS-NIZKP for an uncompromised server, we can compute (h’)*, where y = g* (where x is not
known). Then we simply check if Z = (h/)*.

There is a difficulty now in performing authentication on B values chosen by the adversary,
since we do not know the secret shares (the x; values) for the uncompromised servers. There-
fore to perform authentication, we use the fact that discrete log of h is known so we can
decrypt all V., V;, V/, and V" values, and then use these decryptions to aid in computing
the correct value of g° (even though we don’t know z). Finally, we generate C; values from
uncompromised servers in such a way that the product is g%, similar to the way the C; values
are computed by uncompromised servers for authentication of a client’s B value. Note that
the SS-NIZKPs are already being simulated.

Ps — P; This can be shown using a reduction from DDH. On input (X,Y,Z), we plug Y in
for y, simulate the public shares of the uncompromised servers, and use X and Z to create
(randomized) encryptions for all E¢ values. This does not affect authentication using B values
generated by clients (since these values are random encryptions of 1 at this point, anyway).
The difficulty is in obtaining the correct distribution of C; values while authenticating B
values chosen by the adversary. To do this we use X and Z in our creation of the B; values
for uncompromised servers, which leaves C; values correct if (X,Y,Z) is a true DH triple,
but has the effect of randomizing the C; values if (X,Y, Z) is a random triple. Again, the
decryptions of V, V;, V/, and V;” are used to aid in computing the true g% value (even though
we don’t know x) when (X,Y, Z) is a true DH triple, or the appropriate random value, when
(X,Y, Z) is a random triple.

One can see that in P», an adversary that does not succeed in impersonating a client to an uncom-
promised server gains negligible advantage in determining a real session key from a random session
key. The remainder of the protocols are used to show that an adversary gains negligible advantage
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in impersonating a client over a simple online guessing attack. In particular, in P; the password is
only used to check V' values submitted by the adversary attempting to impersonate a client. The
theorem follows.

Details: We use the terminology “in a CLIENT ACTION ¢ query to C” to mean “in a Send or
Execute query to C' that results in the CLIENT ACTION i procedure being executed,” and “in a
SERVER ACTION ¢ query to S” to mean “in a Send or Execute query to S that results in the
SERVER ACTION i procedure being executed.” Details of these procedures can be found in the
formal specification of the protocol in Appendix B.

We assume without loss of generality that k, n, nyo, and ni, +nex are all at least 1. In the following
protocols, we let J be the set of indices of compromised servers. Without loss of generality, we
assume |J| = k — 1. For each uncompromised server S;, let J; = {i} U J.

Protocol P;. Let E be the event that two server keys y; and yé are the same, or that a server S;
generates the same nonce ¢; in SERVER ACTION 1 queries in two different instances, or that one or
more clients generate the same § value in different CLIENT ACTION 2 queries. Let P; be a protocol
that is identical to Py except that if E occurs, the protocol aborts (and thus the adversary fails).

Note that if E does not occur, then it will never be the case that A makes a Reveal (C, i, S;)
query where II¢' generated key skic’ s, = Ha (I,7,79;) or a Reveal (S}, i) query where Hfj generated
key skisj = Hy(I,7,7;), and there is another client or server instance that generates a key using
Hy(1,7,7;) that is not a partner to the instance corresponding to the Reveal query.

Claim 5.2 For any adversary A,

O(n® + (nin + (k + 1)”cx)2)‘
q

Advike(A) < AdviEke(A) +

Proof: Straightforward. |

Protocol P». Let E be the event that A makes an Hy(I, T, 9;) query for a value g; = DH(, y})
for some key gy} belonging to an uncompromised server S;, and for some ¢ generated in a CLIENT
ACTION 2 query to a client C that generated 7. Let P» be a protocol that is identical to P; except
that if E occurs, the protocol aborts (and thus the adversary fails).

Claim 5.3 For any adversary A running in time ¢, there is a ¢ = O(t + (nyo + knin + k?Nex ) texp)

such that

ake ake O(Nin + Nex + Nyon
AdviEe(A) < Advi®(A) + 2AdvePM (1) + ( ; o)

Proof: Let € be the probability that F occurs when A is running against protocol P;. Then
Pr(SuccF (A)) < Pr(Succ{i*®(A)) + €, and thus by Fact 2.2, AdviEe(A) < AdviEEe(A) + 2.

Now we construct an algorithm D that attempts to distinguish between valid DH triples and
random triples by running A on a simulation of the protocol. Given triple (X,Y,Z), D simulates
P for A with these changes:
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1. In the initialization procedure, for each uncompromised server S;, replace the normal gener-
ation of y/ with y} — Y?i where p; < 7Z,.

2. In a CLIENT ACTION 2 query to a client C, replace the normal generation of §j with § « X?,
where ¢ & Zgq. Then for each uncompromised server S;, replace the normal generation of K;

with K; <= {0,1}".

3. In a SERVER ACTION 6 query to an uncompromised server S;, if § was generated in a CLIENT
ACTION 2 query to a client C, replace the normal generation of K with K « K, for the K;
value generated by that CLIENT ACTION 2 query.

4. In an Hy query, if the query is (1,7, Z?¥), for I, 7, and v generated in a CLIENT ACTION 2
query to a client C, and any p; generated in the initialization procedure for uncompromised
server S; with ¢ € I, D outputs 1 and halts.

5. If A finishes, D outputs 0 and halts.

If (X,Y,Z) is drawn from the set of DH triples, this simulation is perfectly indistinguishable from
Py until E occurs, when the simulation halts and D outputs 1. If (X, Y, Z) is drawn from the set of
random triples, then D outputs 1 only if A happens to query Hy with a third parameter equal to
one of the values tested in the simulation. This could happen if one of the p; or 1 values generated
by the simulator is zero or if none of those values are zero but the Z value is such that one of the
nro queries made by the adversary to Hy has a third parameter equal to Z?*¥. Recalling that n is
the total number of servers, and thus an upper bound on the number of uncompromised servers,

the former probability is at most %, and the latter is at most ”Y;",

Let ¢’ be the running time of D, and note that ¢’ = O(t + (nro + kNin + k*Nex)texp). The advantage
of D is

Advg?H(D) = Pr[D outputs 1|DH triple] — Pr[D outputs 1|random triple]
N+ Nin + Nex + NroN
. .

The claim follows from the fact that AdvePH(D) < AdvEPH(#). 1
q q

Protocol Ps. Let P; be a protocol that is identical to P» except for the following, where Simhash
and Simprove refer to the simulated hash functions and simulated provers described in Appendix A.

1. Hjz queries are answered by Simhashg,, and in a CLIENT ACTION 2 query to client C,

V & G, x Gy and o is constructed using Simproveg, o

2. H, queries are answered by Simhashg,,, and in a SERVER ACTION 3 query to an uncompro-
. R . . .
mised server S;, V;, V/, V" & G, x G, and 0; is constructed using Simproveg . .

3. Hs queries are answered by Simhashg, and in a SERVER ACTION 4 query to an uncompro-
. R . . .
mised server S;, R; < G x G, and T'; is constructed using Simproveg .
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4. Hg queries are answered by Simhashg,,, and in a SERVER ACTION 5 query to an uncompro-
mised server S;, I'; is constructed using Simproveg, ,

If Simproveq)Q, Simproveg, ,, Simproveg, ., or Simproveg, . fails, P5 aborts.

Claim 5.4 For any adversary A running in time ¢, there is a t' = O(t + (nyo + knin + l{:?nex)texp)
such that

2 in ex TO in ex
AGVIE(4) < AdVEX(A) + 28BN (E) + = + Ol + b )(ZQ o tin ¥ ktex))

Proof: Assume Adv%ke(.A) = Adv%gke(A)—FQe, and thus by Fact 2.2, Pr(Succ?gzke (A)) = Pr(Succ?_—gke(A))—F
€.

Now we construct an algorithm D that attempts to distinguish between valid DH triples and
random triples by running A on a simulation of the protocol. Given triple (X,Y,Z), D simulates
Pj for A with the following changes:

1. A query Hy(y) returns Y. (Recall that h = Hy(y).)

2. In a CLIENT ACTION 2 query to a client C, V « (ZF1YH2gTc XH1gh2) where puq, j12 & Zyg.
Also, if Simproveg o fails, D outputs 0 and halts.

3. In a SERVER ACTION 3 query to an uncompromised server S; using parameters (B, V),

Vi = (Z2mYrgh, Xigh?)
Vi~ (2MYR (V1) XMigh2), and
VI e (ZMYr(V2]), X g
where i1, i, 1}, ph, il s & Zq. Also, if Simproveg , fails, D outputs 0 and halts.
4. In a SERVER ACTION 4 query to an uncompromised server S;
Ri  — (ZMY" ()", XM gh?)
where 1, po & Zq. Also, if Simproveg, fails, D outputs 0 and halts.

5. In a SERVER ACTION 5 query to an uncompromised server S;, if Simproveg fails, D outputs
0 and halts.

6. If A succeeds against this simulation, D outputs 1 and halts, else D outputs 0 and halts.

When (X, Y, Z) is drawn from the set of DH triples, the simulation is statistically indistinguishable
from P», with difference at most

SIMERRQ (7r0, Nin + Nex) + SIMERRR (7o, Nin + kNex )+
SIMERRS (Tro, Nin + kNex) + SIMERRT (o, Nin + kTex)
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(nin + ncx)(nro + nip + nex) + (nin + knex)(nro + Nin + kncx) +

< 3 -
q q
(nin + kNex) (Nro + Min + knex)  (Nin + kNex) (Mo + Min + kNex)
2 + 2
q q
4(nin + kncx)(nro + Nin + knex)
< 5 .
q

When (XY, Z) is drawn from the set of random triples, the simulation is statistically indistinguish-
able from Ps, the statistical difference coming from the % probability that (X,Y,Z) is actually a
DH triple.

Let ¢’ be the running time for D, and note that ¢’ = O(t + (nyo + kNin + k*Nex)tezp). The advantage
of D is

AdvquH(D) = Pr[D outputs 1|DH triple] — Pr[D outputs 1|random triple]
4(nin k ex TO in k ex 1
> Pr[Succi(4)] - (nin + ki )“;2 *in + Bnex) _p, [Succiie(4)] - ;
1 4(nin + knex)(nro + Nin + knex)
T 7 ’

The claim follows from the fact that AdvePH(D) < AdvEPH(#). |
q q

Simulation Soundness. We will define Fraud as the event that the adversary is able to produce
a new valid SS-NIZKP (of one of the four types used in the protocol) for a statement that does
not satisfy the particular relation corresponding to that type of SS-NIZKP. Formally, let F; be the
event that A sends a valid Q-SS-NIZKP ¢ in a SERVER ACTION 3 query for a string (7, Ec, B, V)
not previously used in a CLIENT ACTION 2 query to client C, where (7, E¢, B, V') does not satisfy
®o. Let E be the event that A sends a valid R-SS-NIZKP o; for a server S; in a SERVER ACTION 4
query to any server S; for a string (i, B, V, B;, V;, V/, V") not previously used in a SERVER ACTION 3
query to server S;, where (i, B,V, B;, V;, V!, V") does not satisfy ®z. Let E3 be the event that A
sends a valid S-SS-NIZKP I'; for a server S; in a SERVER ACTION 5 query to any server S; for a
string (i, 7', C;, R;) that was not previously used in a SERVER ACTION 4 query to server S;, where
(1,7',Cy, R;) does not satisfy ®s. Let E4 be the event that A sends a valid 7-SS-NIZKP I", for a
server S; in a SERVER ACTION 6 query to any server S; for a string (i,7’,7, C;,Ci, R;) that was
not previously used in a SERVER ACTION 5 query to server S;, where (i,7',7, C;, Ci, R;) does not
satisfy 7.

Let Fraud = E1 V Ey V E3 V Ejy.
Claim 5.5 For any adversary A running against Ps,
4knin (o + 1)

Pr(Fraud) < — o 2,
q

Proof: We split the proof into four parts.
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Part 1 Let € be the probability that F; occurs when A is running against protocol P3. We con-
struct an algorithm D that simulates P; with the following change: D guesses which SERVER ACTION 3
query will cause E; to occur, and on that query D outputs the pair ((7, E¢, B, V), o) associated
with that query and halts. The simulation is indistinguishable from Ps until D halts. D outputs a
valid Q-SS-NIZKP o for a string (7, Ec, B, V) that does not satisfy ®¢ with probability <. This
implies SERRQ (70, Min + Nex) > nf , where SERRQ (70, npr) is the soundness error of the Q SS-
NIZKP protocol from Appendix A given n,, random oracle queries and n,, proof queries. For this

protocol SERRQ (7o, Nipr) < anH’ so Pr(Ep) < W.

Part 2 In a similar way, we can show that Pr(FE;) < w. The extra factor of k comes

from the fact that D must guess which of the k& proofs in a SERVER ACTION 4 query cause Fsy to
occur.

Part 3 Similar to Part 2, we can show that Pr(F3) < %’“’H).

Part 4 Similar to Part 3, we can show that Pr(E,) < w. |

In the following proofs we will not use Claim 5.5 directly, but instead use the fact that the bound
on Pr(Fraud) in Claim 5.5 applies to any of the protocols and simulations that we create from this
point forward. This is easy to see, since the simulator does not actually do anything but run the
protocol and stop at some point to guess a fraudulent proof.

Protocol P,. Let P, be a protocol that is identical to P3 except for the following.

1. In initialization, p i Zq is generated, and for y generated in initialization, Hy(y) returns g”.
(Recall that h = Hy(y).)

2. In a CLIENT ACTION 2 query to a client C, B « (37, ¢°).

3. In a SERVER ACTION 4 query to an uncompromised server S; that uses a B value (re-

ceived in its associated SERVER ACTION 3 query) produced in a CLIENT ACTION 2 query,
Z1\ i1/ A

_ 1\ it/ AT

C; — (g (HJ cJ g/\iahxj) > . Note that this computation does not rely on the secret

shares of uncompromised servers.

Claim 5.6 For any adversary A,

Adv dake(A) < Adv dake(A) + O(kn;nnro)‘

Proof: We show that if Fraud does not occur, Py is perfectly indistinguishable from Ps. For this
we simply need to show that in a SERVER ACTION 4 query to an uncompromised server S; that
uses a B value produced in a CLIENT ACTION 2 query, the C; value computed in P; and Ps will
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be the same, as long as Fraud does not occur. To see this, note that in this case, y = ¢* implies
y = g%, and thus

—1\ i1/ A
o™ = g
jeJ
—1\ A1/ i,
_ 7° ng\j,‘]i:vj
jeJ
i1/ Ny,
_ <—/\i J'$i> N i
= g g
=i I1T4
= g I
(P
= o',

2

Now let € be the probability that Fraud occurs in P;. Then Pr(SuccdpikC(A)) < Pr(SuccdpikC(A)) +e,
and thus by Fact 2.2, Advii*®(A) < AdviE*®(A) + 2e. The claim follows from the fact that e <
4knin(nm+1) I

T

Protocol Ps. Let P5 be a protocol that is identical to Py except that in a SERVER ACTION 3
query to a server S;, for a client C, and using parameters (7, E¢c, B, V'), where (1, Ec, B, V) was
never used in a CLIENT ACTION 2 query to client C, if V[1]/(V[2])? = g"¢, Ps stops and we say
that A succeeds.

Claim 5.7 For any adversary A,
Adv(A) < AdviE(A)

Proof: By having Ps stop and saying that A succeeds, we could only increase the probability of
success of A. 1

Protocol P;. Let Ey be the event that A sends a valid S-SS-NIZKP I'; for an uncompromised
server S; in a SERVER ACTION 5 query to any server S; for a string (i,7’,C;, R;) that was not
previously used in a SERVER ACTION 4 query to server S;.

Let E; be the event that A sends a valid 7-SS-NIZKP T for an uncompromised server S; in a
SERVER ACTION 6 query to any server S; for a string (i,7',g, Ci, Ci, R;) that was not previously
used in a SERVER ACTION 5 query to server S;.

Let E = E1V E,. Let Pg be a protocol that is identical to P5 except that if E¥ occurs, Py halts and
A fails.

Claim 5.8 For any adversary A running in time ¢, there is a ¢’ = O(t + (nyo + knin + k?Nex ) teap)

such that Ok
AdvE e (A) < AdviE(A) + 2AdvelM (¢) + Ohninizo) ";“”“’).
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Proof: Let e be the probability that F occurs in Ps. Then Pr(Succ‘}gike (A)) < Pr(Succ%zke(A)) +e,
and thus by Fact 2.2, Advi=©(A) < AdvERe(A) + 2.

The intuition behind this proof is that if £ occurs, then the adversary must somehow have com-
puted A’ raised to the secret share of the uncompromised server. This essentially implies that
the adversary performs a Diffie-Hellman computation on A’ and the public key y. However, in a
reduction argument from DDH, there is a difficulty when trying to simulate the protocol (and in
particular the C; values from uncompromised servers), since we do not know the secret shares of
the uncompromised servers. Fortunately, the auxiliary values (i.e., V and the V}, Vj’ , and Vj” values
from the other servers) give us enough information to simulate the C; values.

Formally, we construct an algorithm D that attempts to distinguish between valid DH triples and
random triples by running A on a simulation of the protocol. Given triple (X,Y,Z), D simulates
Ps for A with these changes:

1. In the initialization procedure, y — Y and H;(y) < X. (Recall that ' = H;(y).) For each
_1\ Vi,
ieJ, 1 Zg, and for each uncompromised server S;, y; < <y (H jeJ g/\vaixJ) )

2. In a SERVER ACTION 4 query to an uncompromised server S; that does not use a value B
produced in a CLIENT ACTION 2 query to a client, do the following:

(a) Let Ip C I be the set of indices where for j € Ip, the tuple (B;,V;, V], V]") was not

produced by server S;, and let I = I\ Ip. Use the B,V,{j, Bj,Vj,Vj’,Vj”}je] values

known to S; to perform the following computation, where s,(V) = V[1]/(V[2])?.

g~ | II Bilg s, | [ TT Biltlso(V) (sul(sp(V)): (V) ™™

j€la Jj€lp
i1/ Ny,

o) et T (7 (o) )

3. In a SERVER ACTION 5 query to an uncompromised server, if there is a tuple (R;,I';) that
was not produced by server S;, S; is not compromised, and I'; is valid, then perform the
following computation, where s,(V) = V[1]/(V[2])”.

7% — (sp(Ri))Ai,Ji(Ai,Ifl H XN T
jedJ
If Z = Z*, D halts and outputs 1, else D halts and outputs 0.

4. In a SERVER ACTION 6 query to an uncompromised server, If there is a tuple (Ui,Ri,Fg)

that was not produced by server S;, S; is not compromised, and I", is valid, then perform the
following computation, where s,(V) = V[1]/(V[2])”.

7" — (sp(Ri))ki,JiO\i,I)il H XN
jeJ

20



If Z = 7%, D halts and outputs 1, else D halts and outputs 0.

5. If A halts, D halts and outputs 0.

First we show that if Fraud does not occur, then in a SERVER ACTION 4 query to an uncompromised
server S; that does not use a value B computed in a CLIENT ACTION 2 query to a client, 3" = g%,
where y = ¢g*. (Note that z is not necessarily known to D.) Say B is verified against client C.
Without loss of generality, we may assume

Ec = (yoég(ffc)*ljgoz)7
B = (y,9)° x (Bc)" x (g7 *,1) = (yﬂ‘*‘aﬁgﬂ(ﬁc)’l—l’gﬁ_f_an)’
V. o= (Wg",g"),
B = B x (y,g)r} - (y(5+a7r)rj+r§'grj(ﬂ(7fc)’l71)7g(ﬁ+a7r)rj+r;.)7 and
9 = HBJ 2] = Hg(ﬁ+067r)Tj+T9 = g(ﬁ“'a“)(zjel i)+ er 7“;-)’
jel jel

for some S, 7,7, {rj}jg,{r}}jg € Zq. For j € Ip, we may also assume V; = (RYig"i, g77), Vj’ =
(R (V[1])™7,¢7), and V] = (RY7 (V[2))™7,g77), for some Yir Vi Vi € Zg. Thensince h = g7, 5,(V) =
g", and for j € Ip, s,(Vj) = g"7, sp(V]) = (V[1])"7, s,(V]") = (V[2])"7 and s,((sp(V]), sp(V]")))

gTjT("
Thus
— rj —r;/m —1/m
v = | II Billg” (s,(V) 75/ | [ T] BilUsp(Vi) (sp((50(V}), 50(V]"))) fme
Jj€la JEIB
_ H B;[1]g" (gfrjrr(frc)’l) H B;[1]g" (gfrﬂr(ﬂc)fl)
Jj€la JjElB
Lo
Jjel
— H (y(ﬁ-*-aﬁ)?"j‘*"’;g?"j(W(Wc)flfl)) grj(lfﬂ(ﬂc)fl)
Jjel
_ Hy(ﬂ+a7r)rj+r§-
JjeI
— y(6+aw)(2jem)+(2jeﬂ9>

=T

= 9

Thus as long as Fraud does not occur, the simulation of the SERVER ACTION 4 query is perfectly
indistinguishable from the real SERVER ACTION 4 query in either Ps or Fg.

Also as long as Fraud does not occur, when (X, Y, Z) is a DH triple, then in both computations of
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Z* above,

7 (SP(RZ,))M,JZ-(M,I)_I HXAJ'J,-%‘
JjeJ

_ (XAi,IIi)/\i,Ji(/\i,I)71 HX/\jinIj
jed

— X)‘i"]ixi H X)\jJZ.:Cj

JjeJ

- e
JEJ;
= XZ

where y; = g™ and y = g%, where z and z; are not necessarily known to D. Thus Z* = DH(X,Y).

When (X,Y, Z) is drawn from the set of DH triples, the simulation is statistically indistinguishable
from Ps until E occurs, the statistical difference coming from the probability that Fraud occurs.
When E occurs, D outputs 1. When (X,Y,Z7) is drawn from the set of random triples, the
simulation is statistically indistinguishable from Ps, the statistical difference coming from (1) the
probability that Fraud occurs, and (2) the probability that Fraud does not occur but D halts and
outputs 1, which is at most %, since Z is random.

Let ¢’ be the running time for D, and note that ¢’ = O(t + (g0 + kNin + k*Nex)tezp). The advantage
of D is

Advg?H(D) = Pr[D outputs 1|DH triple] — Pr[D outputs 1|random triple]
S dknin(neo + 1) knin  4knin(ne + 1)
€— - - :
N q q q

The claim follows from the fact that AdvePH(D) < AdvePH(#). |
Gq Gq

Protocol P;. Let P; be a protocol that is identical to Pg except for the following.

1. In initialization, for each C' € Clients, Ec <~ Gy x Gy.

2. In a SERVER ACTION 3 query to an uncompromised server S; that uses a value B not used
in any CLIENT ACTION 2 query, B; <~ Gy x Gy.

3. In a SERVER ACTION 4 query to an uncompromised server S; that uses a value B not used
in any CLIENT ACTION 2 query, and that uses a 7' value, compute C; as follows. If there is

a (7, 7') pair recorded for this 7/, use that 7*, else choose 7* < Gy, and record (g*,7’). Then
_ Z1\ A1/ AL
C;«— (y* (Hjejg)‘j,hmi) ) . (The intuition behind this is that with a random 7*,

A will fail with high probability, as it should.)
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Claim 5.9 For any adversary A running in time ¢, there is a ¢ = O(t + (nyo + knin + k?Nex ) texp)

such that Ok .
AdvE (A) < AdviE(A) + 2AdvePM (1) + Olhknintio 1) "m;m 1,

Proof: Assume AdvdPZkC(A) = Adv(})iko(A)—i—Qe, and thus by Fact 2.2, Pr(Succ‘}lfgk'3 (A)) = Pr(Succ(}ikO(A))—i-
€.

For the intuition behind this proof, consider if P; was simply Ps with E¢o computed randomly.
(Indeed this would remove the last password dependency from the protocol, which was our original
goal.) Then we would try to show that if the adversary can distinguish the two protocols (Ps and
P7), then the adversary can break the (semantic security of) encryption F¢, and hence DDH. This
could be proven using a straightforward reduction from DDH except for the fact that we need to
simulate C; values from uncompromised servers who receive B values generated by the adversary.
The method in the previous proof cannot be used directly, since it depends explicitly on E¢ being
valid. To solve this problem, in P; we also randomize the B; values from uncompromised servers,
and we compute C; values as in the method in the previous proof, but using a randomly chosen
y* value. Our reduction from DDH will then be set up so that the B; values from uncompromised
servers are affected in the same way as F¢, i.e., they are computed honestly for valid Diffie-Hellman
triples, but are random for random triples. Similarly, the §* values are computed honestly (i.e.,
y* = g* as in the previous proof) for valid Diffie-Hellman triples, but are random for random triples
(and in particular, are not dependent on the correct form of E¢). Putting this all together, we
show that we can perform the simulation in the reduction from DDH, and thus we show that if the
adversary can distinguish the two protocols, then DDH can be broken.

Formally, we construct an algorithm D that attempts to distinguish between valid DH triples and
random triples by running A on a simulation of the protocol. Given triple (X,Y,Z), D simulates
P for A with these changes:

1. In the initialization procedure, y « Y. For each i € J, z; < Zgq, and for each uncompromised

1\ Y,
server S;, 1; «— (y (HjeJ g)\j,Jixj> >

2. In the initialization of a client C', Ec «— (Z“lY“2g(“C)71,X“1g“2) for pu1, pa <= Zyg.

3. In a SERVER ACTION 3 query to an uncompromised server S; that does not use a value B
computed in a CLIENT ACTION 2 query to a client, D computes B; < B" x (y, g)T§ x(Z, X)’"él,

roan R
for i, vy, 1 — Zy.

4. In a SERVER ACTION 4 query to an uncompromised server S; that does not use a value B
produced in a CLIENT ACTION 2 query to a client, do the following:

(a) Let Ip C I be the set of indices where for j € Ip, the tuple (B;,V;, V], V]") was not

produced by server S;, and let I = I\ Ip. Use the B,V,{j, Bj,Vj,Vj’,Vj”}jeI values
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known to S; to perform the following computation, where s,(V) = V[1]/(V[2])?.

7 — | II Biltlg” (s,(v)) /™ | | T] Byl1]sp(V5) (sp((50(V}), sp(V])))) /7€
j€lc Jj€lB

i1/ Ny,

(b) Set C; « (y* (HjEJy/\j’Jixj)1>

5. If A succeeds against this simulation, D outputs 1 and halts, else D outputs 0 and halts.

Similar to the proof of Claim 5.8, if Fraud does not occur, when (X,Y, 7) is a DH triple, 7* =
g%, where y = ¢g*. Thus, when (X,Y,7) is drawn from the set of DH triples, the simulation is
statistically indistinguishable from Fg, the statistical difference coming from the probability that
Fraud occurs. When (X, Y, Z) is drawn from the set of random triples, the simulation is statistically
indistinguishable from Pr, the statistical difference coming from the % probability that (X,Y, Z) is
actually a DH triple, and the probability that Fraud occurs.

To see this, consider a non-DH triple (X, Y, Z), and assume Fraud does not occur. Then obviously
the distribution of E¢ is the same. Consider a (7, B, V') tuple sent by A to a set of servers I. The
distribution of the B; value produced by an uncompromised server .S; will be the same as in Pr,
i.e., in both B; will be random in G x Gj.

We are left to show that the distribution of y* values produced in P; and the simulation are the
same. In particular, we need to show that the 7* value produced in the simulation for a given 7’ is
the same for each uncompromised server using 7/, is randomly distributed and, if a corresponding
C; value is revealed, is independent from any * value produced in the simulation for any other 7/ at
any uncompromised server.® We argue this as follows. In the simulation, in any SERVER ACTION 4
query to an uncompromised server using a given 7/, the 7* value will be fixed. This is because (1)
7' determines 7, and no 7 is ever duplicated (see P;), implying that each r; value for j € I can be
determined by examining the SERVER ACTION 3 query to the instance of S; corresponding to 7,
(2) 7" determines V, (3) 7’ determines each Bj and Vj, and for j € Ip, since Fraud does not occur

(specifically, for an R-SS-NIZKP not produced in a SERVER ACTION 3 query to server S;), this
—1/7

fixes s,(V}) (sp((sp(Vj/)7 sp(Vj”)))) “. To see that 7* is random (and in particular, independent
of 7), simply notice that the 7* value includes a random factor. Specifically, for an uncompromised
server S;, it includes the factor g (s,(V))~ ("¢ )7'i where 5o(V) # g7 (see P5) which implies this
factor is of the form (¢')", where ¢’ € G4 and ¢’ # 1. But one can see that for a given B;, all values
of r; are equally likely (since logy Z # log, y), so (¢')" is random.

Note that the above argument implies that the 7* value computed by S; using 7’ is independent
from any other * produced by S;, since the random factor r; would be independent. Now we claim
that if any C; is revealed for a given 7/ (say 7/) the 7* value computed by S; will be independent of
any y* computed at any other uncompromised server S; for a different 7/ (say 7). This is basically
because the adversary could not produce a valid S-SS-NIZKP I'; for an uncompromised server Sj,

8Note that 7" is only used in computing C;, and if C; is not revealed, then the distribution of 7* is irrelevant to
the behavior of the adversary.
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and a valid I'; for 71 from every other server is required for S; to reveal its C; value. So if C;
is revealed, then all uncompromised servers in I must have run SERVER ACTION 4 using 77. The
claim follows by noting that a §* value computed at an uncompromised server S; for 75 # 71 would
be independent from the 7* value computed at S; using 77, by the original argument about the
independence of 5* values computed at the same server.

Let ¢’ be the running time for D, and note that ¢’ = O(t + (nxo + kNin + k*Nex)tezp). The advantage
of D is

Advg?™(D) = Pr[D outputs 1|DH triple] — Pr[D outputs 1|random triple]
4k in{7lro 1 1 4k in\"ro 1
> Pr [Succ‘}_%ke(_A)] - % —Pr [Succ(}a?ke(.A)} — 5 — %

q q
The claim follows from the fact that AdvePH(D) < AdvePH(#). |
q q

Now we show that in Py, unless Fraud occurs, an uncompromised server will accept exactly those
tuples (7, B, V') generated by a client (except with probability ”jl“ ), and thus Pr gives no information
about 7o except for testing for it (as defined in P5) in a SERVER ACTION 3 query that does not

come from a client.

Assume Fraud does not occur. Then say (7,B,V) is generated by a client. An uncompro-
mised server S; accepts by testing that [[,.;C; = §. But since Fraud does not occur, every
C; produced by A (with a valid I') satisfies C; = g%, and by Ps, it comes from a com-
promised server. Furthermore, by Py, every C; produced by an uncompromised server satisfies
o _1\ i/ _

C;= <§ (ngg&‘,Jﬁj) ) . As in the proof of Claim 5.6, C; = g%, where {witieq1,.ny
is the (k,n)-threshold sharing of the discrete log of 7 over base g, with the fixed values {x;};c,
where J is the set of kK — 1 compromised servers. Note that we do not necessarily know x; for i & J.

Now let I =INJ and Ig =1\ Ig. Then

H@Z = H g)‘i,lxi H g)\i,lxi

i€l i€lp i€l
_ H—Ai,1$i
= g
i€l
= y'
Thus the tuple (7, B, V) would be accepted.

Again assume Fraud does not occur. Then say (7, B, V) is generated by A. Again an uncompromised
server S; accepts by testing that [[,c;Ci = 7. Also every C; produced by A (with a valid T)

satisfies C; = g% and comes from a compromised server. But now every C; produced by an
—1\ M1/ A
_ \ 1\ Ai 1/ A5

uncompromised server satisfies C; = | §* (Hje 79 J’Jz‘xf) , for a random 7* (associated

with the 7/ value used by these servers), independent of 7. Let {T;};cq1,..n) be a (k,n)-threshold
sharing of the discrete log of ¥* over base g, such that T; = x; for ¢ € J, where J is the set of &k — 1
compromised servers. Note that we do not necessarily know z; for i & J.
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Now let I =INJ and I =1\ Ig. Then

—1\ M1/ Aig,

e - o0 (7 (T

iel iclp iclg jed

N\ A, 1/ iy
— H g/\ini H (g/\7'7‘]le> J/ i

i€l i€lg

_ H g/\i,livi H g/\i,lfi

i€l i€lg

_ H y&',f@ H y&',f@

i€lp iclg

— Hg)\i,lfi
i€l
*

Thus the tuple (7, B, V) would be rejected unless 7* = 7, which occurs with probability

Q=

Let E be the event that Fraud occurs, A succeeds in a password guess (as defined in Ps),
for some random g* as above.

]
=
<
I
<

Pr [succggjkE(A)} < Pi[E] +Pr [Succ%ike(A)\ﬁE (1 — Pr[E])
< Pr[E]+ %(1 — Pr[E))
1 Pr(E)
-3
L L 2knin (nro + 1)
- 2 2N 2 q

which implies
i - 4knin (o + 1)
Adve(A) < Ty iy Tt T )
fie () < e :

The theorem follows from this fact, along with claims 5.2 through 5.9. 1
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A Non-interactive zero-knowledge proofs

Our protocols employ a variety of non-interactive zero-knowledge (NIZK) proofs [7]. Here we define
their security under the random oracle assumption. Our definition for NIZK proofs is based on [15],
which in turn is based on [36]. In particular, we show that our NIZK proofs satisfy simulation-
soundness, which turns out to be necessary for the security of our main protocol. Our proof
constructions in Sections A.1 through A.4 are based on standard techniques from Cramer et al. [13]
and Fiat and Shamir [21].

For a relation R, let Lr = {w : (w,v) € R} be the language defined by the relation. For any
NP language L, note that there is a natural witness relation R containing pairs (w,v) where v is
the witness for the membership of w in L, and that Lr = L. Recall that « is a security parameter.
Recall 2 is the set of all hash functions. In this section we will assume all H € ) have a range of
{0,1}%.9

e Zero-knowledge proofs: A simulation-sound non-interactive zero-knowledge proof system
(SS-NIZKP system) for an NP language L, with witness relation R, is a tuple (P, V,Sim),
where P is a probabilistic polynomial-time algorithm, V' is a deterministic polynomial-time
algorithm, and Sim is a probabilistic polynomial-time protocol for answering both hash queries
and prove queries,'® denoted by Simhash and Simprove, respectively, satisfying:

1. Completeness: For all (w,v) € R, for all H € Q, V¥ (w, P (w,v)) returns TRUE.

2. Simulation-soundness: There is a negligible function SERR (&, Nyo, npr) (Soundness error)
such that for all non-uniform probabilistic polynomial-time adversaries A that make at
most 1y, hash queries and ny, prove queries, Pr[Expti™ (k)] < SERR(K, ro, ipr ), Where
experiment Expt™ (k) is defined as follows:

ExptS™ (k) :
(’LU,U) (_ASimhash,Simprove(-)(ln)
Let @ be the list of proofs'! given by Simprove
Return TRUE iff (0 ¢ Qandw ¢ L and V™" (y ) = TRUE)

If this experiment returns TRUE for a certain o, we call o a fraudulent proof.

9For our proofs we will actually be working in the group G, and we will assume the range of all H € Q is Z,. As
discussed previously, this assumption is justified in [2].

0Prove queries take a string w as input and produce a proof that there is a v such that (w,v) € R. In general,
one cannot guarantee that such a query could be answered. However, if the hash function is also being simulated,
then it will be possible to answer these queries, at least in our constructions. While this is not the most general way
to define SS-NIZKP, it is sufficient for our purposes.
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3. (Unbounded) Zero-knowledge: There is a negligible function SIMERR (K, nyo, Npr) (stmula-
tion error) such that max 4 | Pr(Expt 4(k) = 1]—Pr[Expt/y(r) = 1]| < SIMERR(K, Nyo, pr ),
where the maximum is over all non-uniform probabilistic polynomial-time adversaries
A that make at most n,, hash queries and n,, prove queries, and where experiments
Expt 4(x) and Expt’4(k) are defined as follows:

Expt 4(k) : Expt/4(k) :
HEQ ASimhash,Sim’(-,-)(ln)
AH,PH(~,-)(15)

where Sim’(w,v) &t Simprove(w) for (w,v) € R. (If (w,v) ¢ R, we may assume that
both P (w,v) and Sim’(w, v) abort.)

Remark A.1 Using the zero-knowledge condition, one can see that Simhash must be computa-
tionally indistinguishable from H <~ Q. In our proofs, Simhash will be perfectly indistinguishable
from H & Q.

Remark A.2 The adversary 4 used in experiment Expti{m(/ﬁ) defined for simulation soundness
may query Simprove with strings w ¢ L. For these strings, Simprove will return a proof ¢ such that
VSimhash (4, 5} returns TRUE. However, by the definition of simulation-soundness, these proofs will
not help A produce any new valid proofs for any w & L.

A.1 Q details

Here we show how to implement the SS-NIZKP Q = (Proves,, Verifyg ,, Simg, ) over the language
defined by the predicate ®g, and we prove its security.!? As discussed above, when this SS-NIZKP
is used in protocol P, we let H be Hj.

Recall that

o(r, B, B,V) ¥ 38,77 (B=(v'97) x (Bo)™ x (971,1)) and (V = (g7, 9)).

Proveg,, Verifyg o’ and Simg, are implemented in Figures 4, 5, and 6, respectively. Note that
Simg, uses the standard technique of “backpatching” random oracle queries.

In the following, we include the subscript Q on the SERR and SIMERR functions, and remove
from the parameters, since this is already implicit-Q is defined over the group G, where |¢| = k.

Lemma A.3 Q = (Proveq>Q,Verify¢,Q, Simg, ) is an SS-NIZKP with SERRg(7ro, pr) < "“;’1, and

SIMERRQ (o, pr) < w_
Proof: Completeness: Straightforward.

Simulation soundness: Consider an adversary A that makes n,, hash queries and np, Proveg,
queries.

12T6 be completely formal, the predicate ®o should also have parameters (Gq, 9,9, h), but we choose to be slightly
less formal for readability.
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MLMQ,ViZq

B« (y”l,g’“) X (EC)“Q
V' (h"g"2, ")

e— H(r,Ec,B,V,B", V')
z1 < fBe + pp mod ¢

29 «— me + o mod ¢

z3 «—ve + v mod ¢

o «— (e, 21,22, 23)

Return o

Figure 4: Proveg, (7, Ec, B,V),(8,,7))

B'— (y7,97) x (Ec)* x (B x (g,1))~°
V/ — (hzzggzz?‘gzg) X V—e

Return TRUE if e = H(7, E¢, B,V, B, V')

Figure 5: Verifyg (1, Ec, B, V), (e, 21, 22, 23))

eﬁZq

Zl,ZQ,ZgiZq

B — (y™,97) x (Ec)* x (B x (g,1))~°
V/ - (hzggz27923) x e

H(77E07B3KB/7V/)<_6

o — (e, 21, 22, 23)

Return o

Figure 6: Simproveg Q(T, Ec,B,V): the protocol aborts if backpatching causes the hash function
to be inconsistent with a previous hash query. Simhashg, behaves like a normal random oracle,
except that it maintains consistency with the backpatching.
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Say A makes a query (7, E¢, B,V, B’, V') to the random oracle, where (7, Ec, B, V) does not satisfy
®g and (7, Ec, B,V, B, V') was not backpatched in a Simproves, query. Say B = (yﬁl,g@) X
(Ec)™ x (g71,1), V.= (W7g™, ¢"), B' = (y*1,g"?) x (Ec)"3, and V' = (h¥gH3, g), for some values
v, B1, B, T, v, 1, 2, i3 € Zq. Let c1, ¢, c3,c4 € Zg be such that Ec[l] = ¢*, Ec[2] = g%, h = g%,
and y = ¢g*. Then to have a proof o = (e, 21, 22, 2z3) using this random oracle query such that
Verifyg, (1, Ec, B,V),0) = TRUE, it must be that

(caPr +aim)e + capr +cips = caz1 + 122 mod g,
(B2 + com)e + pg + copiz = 21 + c2z2 mod g,
(csy+m)e+cav +us = c323+ 22 mod ¢, and
vye+v = zz3modgq.

However, if (1, Ec, B, V) does not satisfy ®¢g, then 3 # (2, implying e = g;:gf mod ¢, and thus
there is at most one possible hash output that would allow such a proof. Hence there is a 1/q

probability of this query allowing such a proof.

Note that if A makes a Simproveg, query that results in a backpatching on (7, E¢, B, V, B, V"),
then this random oracle query could not be used in a fraudulent proof by A.

Then the probability that 4 succeeds is at most "r"T‘H, with the extra % probability from A guessing
the output of the random oracle without actually querying it. Thus SERRQ (7o, npr) < ”“’T‘H.

Zero-knowledge: The distributions of Simproveg, (7, Ec, B, V) and Proves, ((7, Ec, B, V), (8,7,7))
are exactly the same for any ((7, Ec, B,V), (8, 7,7)) in the relation defined by ®¢, except for the
cases when Simproveg o, aborts. The probability that Simproveg o, aborts is at most the probability
of a collision between the new (B’, V') pair and any pair that appeared in a previous random oracle
query (or previous backpatching). It is easy to see that any V' € G4 x G is equally likely, and that
given a fixed V', and a fixed e, 23, z3, there are ¢ values of B’ € G, x G, that are equally likely.
Therefore the probability of colliding with a previous pair is at most TeotMpr — GQince Simproveg, o I8

) é npr(nrog“rnpr). I

queried nyp, times, SIMERRQ (7o, Npr .

A.2 R details

Here we show how to implement the SS-NIZKP R = (Proveg.,, Verifyg, , Simg,, ) over the language
defined by the predicate &, and we prove its security. When this SS-NIZKP is used in protocol
P, we let H be Hy.

Recall that

q)R(i7B7 Vv Bi7 ‘/iv V;',a V;”) dﬁf 37'7;,?”;,71‘,’)/; : Bl — B" x (y’g)ri and‘/i — (h%griag%) and

V) — (V)" g7) and V' — (W (V[2]),g77).

Proveg,, Verifyg  , and Simg, are implemented in Figures 7, 8, and 9, respectively. Note that
Simg,, uses the standard technique of “backpatching” random oracle queries.

In the following, we include the subscript R on the SERR and SIMERR functions, and remove
from the parameters, since this is already implicit—R is defined over the group Gy where |g| = k.

Lemma A.4 R = (Proveg,, Verifyg_,,Simg,, ) is an SS-NIZKP with SERRR (12r0, npr) < "“(’ZH, and

Npr (nro+npr)
—_— .

SIMERRR (Nro, Npr) < q
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1, 2, V1, V2, V3 £Zq

Bj — BI x (y, g?)

Vi — (hgh, g™)

V) — (= (V1)) g*)

Ve (R (V]2)), g*)

e H(i,B,V,B;, Vi, V., V" B;, V;, VI, V")
z1 < rie + p1 mod g

29— 1he + p12 mod ¢

23 < y;e + v1 mod ¢

z4 — je + v2 mod ¢

z5 < /'e + v3 mod ¢

0 (67 21,2'2,2’3,2‘4,2‘5)

Return o

Figure 7 Proveq>R((i, B7 ‘/7 Bi7 ‘/h ‘/1'/7 ‘/;”)7 (Ti7 T7,;7 Yis 71,7 ’Yz”))

B; — B™ x (y,9%) x (Bi)™*
Vi (h¥g™, g%) x (Vi) ™*

U/ (hE (VI g) x (V)

Vi = (B (V2])7, g%) x (V") ~*

Return TRUE if e = H(i, B, V, B;, Vi, V!, V', B;, V;, VI, V")

]

Figure 8: VerifyCI’R((iJ B, V7 Bia ‘/;7 ‘/ila ‘/i//)a (6, 21,225 23, %4, 25))
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el ZLq
R
21,2, 23, R4y 25 Zq
B; — B* x (y2,97) x (B;)™°
Vi — (h®g™,g%) x (V;)~°
V) — (h=(V1])™, g7) x (V/)~°

Vil (h=(V[2])™, 97) x (V") ~°
H(Z7 B7 V7 Bi7 Vtiv ‘/7;,7 ‘/j”7 Biu ‘7;7 ‘77;,7 f/j”) — €

0 <— (67 21,22, %3, 24, 25)

Return o

Figure 9: Simproveg (i, B,V, B;, V;, V{,V/"): the protocol aborts if backpatching causes the hash
function to be inconsistent with a previous hash query. Simhashg,, behaves like a normal random
oracle, except that it maintains consistency with the backpatching.

Proof: Completeness: Straightforward.

Simulation soundness: Consider an adversary A that makes n,, hash queries and n, Proveg,
queries.

Sa'y A makes a query (iaBa ‘/aBla VYi?‘/z'la Vllaéiavvia il

)

(i,B,V,B;,V;, V!, V") does not satisfy ®x and (i
patched in a Simproveg  query. Say B; = B"i X (yr',grz

, V") to the random oracle, where the tuple
B7 ‘/7 Bi7 ‘/iv ‘/Z‘/a V;//a Bia ‘/;7 ‘/ila ‘/i//) was not back-

"), V; = (hvigri, gn), V/ = (h72(V[1])517972)’
and V" = (R3(V[2])%, g7), Bi = BM x (y2,g#3), Vi = (B g, g"), V] = (h*2(V[1])", g*2), and
V" = (R (V[2])F5, g**), for some i, 7}, 77,71, 72,73, B1, Bas f1, pi2, [13, flas 15, V1, V2, V3 € Zg. Let
c1,62,¢3,¢4 € Zg be such that B[l] = ¢%, B[2] = ¢, h = ¢%, y = ¢g“, V[1] = ¢, and
V[2] = g°. Then to have a proof o = (e, z1, 22, 23, 24, 25) using this random oracle query such
that Verifyq  ((i, B,V, B;, Vi, V{, V"), 0) = TRUE, it must be that

-

(c1ri + cari)e+ cipn + caps = 121+ cazz mod g,
(cori +7r)e+ copy + 3 = 221 + 22 mod g,
(cs3y1+ri)e+csvi +pu1 = 323+ 21 mod g,

Te+rvy = zzmodaq,

(e372 +csfB1)e+ cava+cspa = €324 + Cs21,
Yee +1v2 = z4mod g,

(c373 + cefl2)e + cav3 + cois = €325 + cz1 mod ¢, and
Yy3e +v3 = z5modq.

However, if (i, B,V, B;,V;,V/,V!") does not satisfy ®g, then either (1) v} # r/, implying e =
) ;

9 ) 1
ii,__‘;f mod ¢, (2) r; = but $1 # r;, implying e = ‘;Z‘%gf mod ¢, or (3) r; =r! and 1 = r;, but
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B2 # i, implying e = ’;ff%g; mod ¢.' Thus there is at most one possible hash output that would
allow such a proof. Hence there is a 1/¢g probability of this query allowing such a proof.

Note that if A makes a Simproveg, query that results in backpatching the random oracle on the
input (i, B,V, B;,V;, V!,V B;,V;, V!, V"), then this random oracle query could not be used in a
fraudulent proof by A.

Then the probability that 4 succeeds is at most "“’TH, with the extra % probability from A guessing
the output of the random oracle without actually querying it. Thus SERRR (o, nipr) < ”YOTH.

Zero-knowledge: The distributions of
Simproveq,R(i,B,V,Bi,Vi,V;',VZ-”) and

Provea ((i, B, V, Bi, Vi, Vi, VI"), (ri, i, i, 76 7))

are the same for any ((¢, B, V, B;, V;, V!, V"), (s, v}, 7,7, 7Y)) in the relation defined by ®, except
for the cases when Simproveg  aborts. The probability that Simproveg , aborts is at most the
probability of a collision between the new (B,V, B;, V;, V/,V!") tuple and any tuple that appeared
in a previous random oracle query (or previous backpatching). It is easy to see that there are ¢°
possible tuple values that are equally likely. Therefore the probability of colliding with a previous

Nro+Npr "pr("ro;'”pr) )

pair is at most — Since Simproveg, , is queried np, times, SIMERRR (Tro, 1pr) < .

A.3 S details

Here we show how to implement the SS-NIZKP & = (Provegg, Verifyg ., Simgg) over the language
defined by the predicate ®g, and we prove its security. As discussed above, when this SS-NIZKP
is used in protocol P, we let H be Hs.

Recall that

def da,y : (Ci =g“and R; = (hw(h/)aagv)) .

q)S(Z'a 7—/7 Cia R’L)
Provegg, Verifyg, and Simgg are implemented in Figures 10, 11, and 12, respectively. Note that
Simgs uses the standard technique of “backpatching” random oracle queries.
In the following, we include the subscript S on the SERR and SIMERR functions, and remove
from the parameters, since this is already implicit-S is defined over the group G4 where |¢| = k.

Lemma A.5 S = (Provegg, Verifyg,Simes) is an SS-NIZKP with SERRs(7r0, npr) < "“(’IH, and

Npr (nro+npr)
s —

SIMERRS (7o, Npr) < .

Proof: Completeness: Straightforward.

Simulation soundness: Consider an adversary A that makes n., hash queries and n, Provegg
queries.

Say A makes a query (4,7, C;, R;, W, R’) to the random oracle, where (i, 7', C;, R;) does not satisfy
®s and (i,7',C;, R;, W, R') was not backpatched in a Simprovey  query. Say C; = g% R; =

131t is also possible that no such e exists that satisfies these equations.
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/L,V&Zq

W «— g*

R — (h"()", g")

e— H(i,7,C;, R;, W, R)
z1 < ae + p mod ¢

29 «— e+ v mod q

[ — (e, 21, 22)
Return I';

Figure 10: Proveg  ((i, 7', Cs, R;), (a,7))

(e,21,22) < T

R — (h*2(W)™ (R;[1])¢, g2 (Ri[2])¢)
W g (Cy)~°

Verify e = H(i,7',C;, Ri, W, R')

Figure 11: Verifyq ((i,7', Ci, R;), T)

e & ZLg
R
21,29 — Lg
R — (h=2(h) (Ri[1]) ¢, g7 (Ri[2]) )
W —g=(Ci)~*

H(Z',T,, Ci, Ri, W, R,) «— €

Fi — (67 21, ZQ)
Return I';

Figure 12: Simproveg (i,7’, C;, R;): the protocol aborts if backpatching causes the hash function
to be inconsistent with a previous hash query. Simhashg behaves like a normal random oracle,
except that it maintains consistency with the backpatching.
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(hS(R"),g%), W = g, and R' = (h*(K')*, g¥), for some a,a’,~, u, i', v € Zq. Let ¢, ¢ € Z, be such
that h = ¢¢ and b/ = gC/. Then to have a proof o = (e, 21, 22) using this random oracle query such
that Verifyg ((i,7', C;, R;),I';) = TRUE, it must be that

ae+p = 2z mod g,
(¢ +dYe+ (cv+p') = czo+ 21 modgq, and
(e+v = zpmodyg.
However, if (i, 7/, C;, R;) does not satisfy ®s, then a # o/, implying e = Z,__"a/ mod ¢, and thus there

is at most one possible hash output that would allow such a proof. Hence there is a 1/q probability
of this query allowing such a proof.

Note that if A makes a Simproveg  query that results in a backpatching on (i,7',C;, R;, W, R'),
then this random oracle query could not be used in a fraudulent proof by A.

Nro+1
q

the output of the random oracle without actually querying it. Thus SERRs (o, pr) < "r"T‘H.

Then the probability that 4 succeeds is at most , with the extra % probability from A guessing

Zero-knowledge: The distributions of Simproveg (i, 7', Cj, R;) and Proves((i,7', C;, R;), (a,7)) are
exactly the same for any ((i,7',C;, R;), (a,7)) in the relation defined by ®g, except for the cases
when Simproveg . aborts. The probability that Simproveg aborts is at most the probability of a
collision between the new W and R’ values and any value that appeared in a previous random
oracle query (or previous backpatching). It is easy to see that any W € G4 and any R'[2] € Gy is
equally likely. Therefore the probability of colliding with a previous value is at most %. Since

npr(nro+npr) I
—_ .

Simproveg is queried ny,; times, SIMERRS (70, pr) < .

A.4 T details

Here we show how to implement the SS-NIZKP 7 = (Proveg.,, Verifyg_, Simg ) over the language
defined by the predicate &7, and we prove its security. As discussed above, when this SS-NIZKP
is used in protocol P, we let H be Hg.

Recall that

O7(i,7,5,Ci, Ci, Ry) < 3a,v: (C; =g*and C; = g®and R; = (W7 (1)*, ¢)) .
Proveg.,, Verifyg_, and Simg, are implemented in Figures 13, 14, and 15, respectively. Note that
Simg,, uses the standard technique of “backpatching” random oracle queries.
In the following, we include the subscript 7 on the SERR and SIMERR functions, and remove &
from the parameters, since this is already implicit-7 is defined over the group G, where |¢| = k.

Lemma A.6 7 = (Proveg,, Verifyg_,Simg, ) is an SS-NIZKP with SERRT (110, pr) < ”"’TH, and

Npr(Nro+Npr
SIMERRT (o, Npr) < %

Proof: Completeness: Straightforward.

Simulation soundness: Consider an adversary A that makes n,, hash queries and ny Proves,
queries.
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u,uﬁzq

W<—§“

W — gt

R — (k" (h)!,g")
e—H(i,7,g,Ci,Ci, Ri, W,W, R)
21 «—ae + pmod g

z9 < ve + v mod q

I — (e, 21, 22)
Return I’

Figure 13: Proves., ((i,7',9,C;, Ci, Ri), (a,7))

(e,21,22) — T

R — (h®2(W)™(R;[1])7¢, 972 (Ri[2]) ™)
W «—g°(C)
W — g*1(Cy)

—€
—€

Verify €= H(Z7 Tl??a Cia Ci7 Ri7 W? W R/)

Figure 14: Verifyg_ ((i,7',9, Ci,Ci, R;),TY)

e & ZLg
R
21,22 — Lg
R — (h=2(h) (Ri[1]) ¢, g7 (Ri[2]) )
W —g(Ci)~°
W g (Ci)~°

H(i,7,9,C;,Ci, Ry, W,W,R') —e

FQ — (e, 21, 22)
Return I

Figure 15: Simproveg (i,7',g,C4,Cyi, R;): the protocol aborts if backpatching causes the hash
function to be inconsistent with a previous hash query. Simhashg, behaves like a normal random

oracle, except that it maintains consistency with the backpatching.
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Say A makes a query (i,7',g, C;, Ci, Ri, W, W, R') to the random oracle, where (i,7',7, C;, Ci, R;)
does not satisfy ®7 and (i, 7,7, C;, C;, R;, W, R') was not backpatched in a Simproveg , query. Say
Ci =7% Ci = g%, Ry = (WS(W)",¢%), W =g, W = g, and R = (h(hW)*,g"), for some
a,a a” v, p ) ) v € Zy. Let e, " € Zg be such that § = ¢¢, h = gcl, and b/ = gcﬁ. Then to
have a proof o = (e, 21, 22) using this random oracle query such that Verifys_((i,7',7, Ci,Ci, Ry), T =
TRUE, it must be that

cae +cu = cz; mod g,
de+y = 2z mod g,
(d¢+"aNe+ (dv+"'u") = 2+ "2 mod ¢, and
Ce+v = zymodyq.

p—p
a’'—a

However, if (i,7,7,C;, Cy, R;) does not satisfy ®7, then either a # o', implying e = mod ¢,

"

ora =a’ but d’ # d”, implying e = g:,__*; - mod ¢.'* Thus there is at most one possible hash output

that would allow such a proof. Hence there is a 1/q probability of this query allowing such a proof.

Note that if A makes a Simproveg_ query that results in a backpatching on (i, 7.9,Ci,Ci, Ry, W, W, R'),
then this random oracle query could not be used in a fraudulent proof by A.

Then the probability that A succeeds is at most et with the extra + probability from A guessing
q q

the output of the random oracle without actually querying it. Thus SERR7 (1yo, Npr) < ”“’TH.

Zero-knowledge: The distributions of
Simproveg, (i, 7,7, Cy, Ci, R;) and

Prove‘I’T ((Z7 T/a g? 67;7 Ci7 Rl)a (CL, 7))

are exactly the same for any ((i,7',7, C;, Ci, R;), (a,7)) in the relation defined by ®7, except for the
cases when Simproveg, . aborts. The probability that Simproveg_ aborts is at most the probability
of a collision between the new W and R’ values and any value that appeared in a previous random
oracle query (or previous backpatching). It is easy to see that any W € G, and any R'[2] € G, is
equally likely. Therefore the probability of colliding with a previous value is at most %. Since
Simproveg_ is queried np, times, SIMERRT (Tr0, Npr) < W. |

B Formal Specification of the Protocol

Figures 16, 17, and 18 give the formal specification of the protocol, where index(U) returns the index
of U € Servers, and {M;};c;r denotes (M;,, ..., M;,) where I' = {iy,... 4} and iy < --- < iy. The
Initialization protocol (Figure 16) is run before any queries by the adversary. Note that in Figure 17,
C « U simply denotes a renaming of U.

1414 is also possible that no such e exists that satisfies these equations.
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Initialize(G4) —
Let g be the generator for G4
Ho, Hy, Ha, H3, Hy, Hs <~ Q
z & Zq; y < g” (the global ElGamal key pair)
ap —x; forj € {1,...,k —1}doa; & Z,
let f(2) = 25;3 a;2’ (polynomial secret sharing of x)
h «— Ho(y) (Ho(:) returns a random element of G;)
R« Hi(y) (Hi(-) returns a random element of Gg)
for C' € Clients do
o & Passwordc; o il Zq; Ec — (yag(’rcrl,g"‘)
fori e {1,2,...,n}do
o & Lgs v — g% (local ElGamal key pairs)
i — f(2); yi — g (ith (Feldman) secret/public shares of x)
distribute to server S; (zi, x}, { Ec }ce Clients)
Publish (y, {yi}ic(1,2,..n1: {¥itic1,2,.m))
fori e Nand U € ID do
statel; < READY
accl; «— term}; «— used’; < FALSE
sidy «— pidy, < sk «—¢€

Figure 16: Specification of protocol initialization

if U € Clients then

sid «— pid «— sk +— ¢ acc < term «— FALSE  C «— U

if state = READY then {CLIENT ACTION 1}
(I) < msg-in where I = {i1,...,ix} and i1 < --- < iy
state <« (I) msg-out — (C,I)
return (msg-out, acc, term, sid, pid, sk, state)

elseif state = (I) then {CLIENT AcCTION 2}
(Ciyy .-+ Cip) < msg-in where ¢;; € {0,1}" for all i; € T
Obtain password 7 from user
B ELy G g
B—(y°,4") x (Ec)" x (97 1,1)
V—(h"g",9")

T «— <gvci17"'7cik>
o « Proves, ((7, Ec, B,V), (8,7,7))
fori € Ido

gi— (yi)"  Ki— H2(I,7,5:)
msg-out — (B, V,y,0)
acc < term «<— TRUE  state < DONE sk «— (K;,,..., K;,)
sid — (C,1,7,B,V,0) pid«—1
return (msg-out, acc, term, sid, pid, sk, state)

Figure 17: Specification of protocol (part 1: client side)
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if U € Servers then
sid < pid «— sk <€ acc < term < FALSE i« index(U)
if state = READY then {SERVER AcCTION 1}
(C, Iy« msg-in where I = {i1,... ik}, 01 < -+ <ix, i €I, and C € Clients
¢ &7, state — (C,1,¢})  msg-out — (i,c})
return (msg-out, acc, term, sid, pid, sk, state)
elseif state = (C,I,c;) then {SERVER ACTION 2}
(Ciyy- - Cip) < msg-in where ¢;; € {0,1}" for all i; € T
ci ¢ msg-out—e state — (C,I,{cj}jer)
return (msg-out, acc, term, sid, pid, sk, state)
elseif state = (C,I,{c;}jer) then {SERVER AcCTION 3}
(B,V,§,0) < msg-in
T < <ﬂ,Cil,...,Cik>
if Verifyq , (7, Ec, B,V),0) then
T T Vi Vi Vi L
Bi «— B™i x (y’ g)'r,/ ‘/z — (h"/igri’g’h‘)
Vi = (W VL)L g7 Ve (0 (V2D )
04 < PrOV&pR((Z’, Bv Va Bi7 ‘/;7 V;,'/a ‘/i//)7 (7'1'7 7’7/;7 Vi, 7:7 77{/))
msg-out «— (i, B;, V;, V{, V{" o;)  state — (C,I,7,B,V,B;,4,0)
else state < DONE  msg-out < ¢
return (msg-out, acc, term, sid, pid, sk, state)
elseif state = (C,I,7,B,V, B;,§,0) then {SERVER ACTION 4}
(Qiys- -, Qiy) — msg-in
forjel \ {Z} do <B]'v Vi, ‘/;'/v Vjuv Uj> —Qj
if Vj e I'\{i} : [Verifyy ((4, B,V,B;,V;,V},V]’),0;)] then
7' —{(1,B,V,Bi,...,Bi,,,Vi,, ..., Vi,.)
(yvg) — HjeI_Bj
a; «— Ajjrz; Cy g™
(& Zg  Rie (hS(W)" g%
for j € I do Cj « (y;)*i
Fi «— Proveq>s ((Z, 7'/, CZ', Rl), (ai, C)),
msg-out — (i, R;,T;)  state «— (C,I,7,B,V,,0,9,7, Ri,(,Ci,{C;}jer)
else state < DONE  msg-out < ¢
return (msg-out, acc, term, sid, pid, sk, state)
elseif state = (C,I,7, B,V,4,0,3,7, Ri,(,Ci, {C;}je1) then {SERVER ACTION 5}
(Qir, - -+, Qip) < msg-in
for j € I'\{i} do (R;,I';) — Q;
if Vj e I'\{i} : [Verifys ((j, 7", Cj, R;),T;)] then
I Proveq>,[((i, 7.9, 62‘, Ci, Ri), (a:,Q));
msg-out — (i, C;, T}y state — (C,I,7,B,V,§,0,9,7,Ci, {Cj}ier)
else state < DONE  msg-out < €
return (msg-out, acc, term, sid, pid, sk, state)
elseif state = (C,I,7,B,V,4,0,4,7,Ci, {C;}jec1) then {SERVER ACTION 6}
(Qir, - -, Qip) < msg-in
for j € I\ {i} do (C;,1}) — Q;
ify=Tlc;C;and Vj € T\ {i} : [Verifyg, ((4, 7,9,C;,C;, R;),T)] then
=g K« Ho(1,7, )
acc < term <— TRUE  msg-out < ¢
sk — K sid—(C,I,7,B,V,0) pid—C
else state < DONE  msg-out < ¢
return (msg-out, acc, term, sid, pid, sk, state)
else
msg-out < €
return (msg-out, acc, term, sid, pid, sk, state)

Figure 18: Specification of i)lrotocol (part 2: server side)




