Cryptographic Defense Against T raffic Analysis

∗

Charles Rac k off

†

Daniel R. Simon

‡

“But, after al l”, he r efle cte d b efor e turning into

her r o om, “what has o c curr e d? Nothing. She had

a long c onversation with him. Wel l, what harm is

ther e in that?”....and as so on as he r e-enter e d the

dark dr awing r o om a voic e would whisp er that it

was not so, and that if others notic e d, that showe d

ther e was something to notic e.

—T olsto y , A nna Kar enina

Abstract

W e presen t a mo del whic h allo ws us formally to

define “un traceabilit y” of messages in a net w ork

of sync hronously comm unicating pro cessors. W e

consider sev eral differen t definitions, based on dif-

feren t assumptions ab out the strength of the “ad-

v ersary” attempting to iden tify the senders and

receiv ers of messages; for example, the adv ersary

ma y b e able to con trol some of the pro cessors to

obtain information, or ev en disrupt the traffic in

the net w ork. W e presen t efficien t proto cols whic h

are pro v ably secure against eac h suc h adv ersary ,

using suc h cryptographic tec hniques as secure m ul-

tipart y computation ([ GMW ]) and non-in teractiv e

zero-kno wledge pro of ([ BFM ]). One pro of of se-

curit y also relies on an in teresting general lemma

ab out the “mixing” ac hiev ed b y certain kinds of

random pro cesses, or “sh uffles”, p erformed on a set

of items.

∗

This w ork w as supp orted in part b y NSER C op erating

gran ts and ITR C, an On tario Cen tre of Excellence.

†

Departmen t of Computer Science, Univ ersit y of T oron to,

T oron to, On tario, Canada M5S 1A4; rac k off@cs.toron to.edu

‡

D épartemen t IR O, Univ ersit ´ e de Mon tr éal, C.P .

6128, Succursale “A”, Mon tr éal, Qu ´ eb ec, H3C 3J7;

simon@iro.umon treal.ca

1 In tro duction

One rarely-discussed asp ect of priv acy in a net w ork

setting is the secrecy of the iden tities of one’s “part-

ners in con v ersation”. Cryptographic treatmen ts

of secure comm unication often assume the iden ti-

ties of the sender, receiv er and ea v esdropp er to b e

fixed and kno wn; ho w ev er, in the con text of a net-

w ork of in tercomm unicating parties, some sets of

in terlo cutors ma y w ell wish ev en the fact of their

comm unication to b e secret.

No w, certain t yp es of information cannot reason-

ably b e assumed to b e concealed. F or instance, an

upp er b ound on the total v olume of a part y’s sen t

or receiv ed comm unication (of an y sort) is obtain-

able b y an y one with the resources to examine all

p ossible ph ysical comm unication c hannels a v ailable

to that part y . Moreo v er, an y difference b et w een

that upp er b ound and the “true” amoun t of (sen t

or receiv ed) information m ust necessarily b e the re-

sult of redundancy in the bits ph ysically sen t to or

b y the part y in question, in order to giv e the ap-

p earance of extra comm unication. In other w ords,

an y secrecy regarding the total v olume of informa-

tion sen t or receiv ed b y a part y is purc hased at

the cost of the extra “dumm y traffic” generated to

disguise it.

F or example, if eac h part y in a net w ork simply

sends (encrypted) messages to every part y , con tin-

uously , as fast as it can (regardless of its actual

in tended in terlo cutors), then it will b e imp ossible

(assuming that encrypted “dumm y” messages are

indistinguishable from “legitimate” ones) for an y

observ er to determine whic h pairs of parties are

actually con v ersing at an y giv en time. Moreo v er,

eac h time a message is sen t and receiv ed, the send-

ing part y disguises whether as few as one “legiti-

mate” message, or as man y as there are parties in

the net w ork, is b eing sen t. On the other hand, this

“trivial” solution ma y require eac h part y to divide

the maxim um rate at whic h it sends “legitimate”

messages (and the net w ork to divide the n um b er of

“legitimate” messages it can carry) b y the n um b er of parties connected to the net w ork, whenev er, for

instance, fixed pairs of parties m ust exc hange long

sequences of messages. Suc h an o v erhead ma y b e

prohibitiv e, and a more efficien t solution necessary .

W e will assume, then, for the sak e of simplicit y ,

that all the parties in the net w ork are capable of

the same maxim um (or maxim um affordable) mes-

sage transmission rate, whic h they will naturally

exploit to the fullest, and that they wish to max-

imize the rate at whic h they can (all sim ultane-

ously) send “legitimate” messages without rev eal-

ing the origins or destinations of those messages.

In short, they wish to minimize the redundancy in

the traffic they generate, while preserving the un-

traceabilit y of their comm unication.

Discussion of this problem in a theoretical con-

text is extremely sparse in the literature. In [ Ch2 ],

Chaum considers defenses against traffic analysis

that dep end on previously shared secrets (ie., the

abilit y of parties to share random bits “offline”

with p erfect securit y), rather than the complexit y-

theoretic assumptions asso ciated with public k ey

cryptograph y . Goldreic h ([ Go ]) considered an-

other traffic-analysis-related problem, that of hid-

ing memory addresses of data in a RAM; his solu-

tion w as later impro v ed b y Ostro vsky ([ Os ]). In the

mo del of [ Go ] and [ Os ], a CPU imp ervious to exam-

ination, and equipp ed with a secure cryptosystem,

m ust access data in a p ossibly insecure memory ,

without rev ealing an y information ab out its com-

putations through its in teraction with the memory .

Suc h securit y m ust therefore in v olv e not only en-

crypting all memory con ten ts, but also concealing

the CPU’s pattern of memory accesses. This mo del

is differen t from the m ultipart y net w ork mo del pri-

marily in that one no de in the comm unication (the

CPU) completely dominates the traffic, and the

goal is simply to conceal with whic h other no des

(ie., memory lo cations) it is comm unicating.

Another related problem, that of se cur e

multip arty c omputation , has receiv ed consider-

ably more atten tion in the literature ([ GMW ],

[ B ],[ MR ],[ BMR ]). A solution to the problem of

hiding participan ts’ inputs in to a join tly computed

function can in fact b e used to hide participan ts’

comm unication partners (as w e shall see), and the

latter problem can b e considered a restriction of the

former (one whic h p ossibly admits more efficien t

solutions). The problem of creating “un traceable

electronic cash”, studied in [ Ch3 ], is also, funda-

men tally , a sub case of secure m ultipart y computation; the task is to create a means of computing

new “bank balances” for parties follo wing a finan-

cial transaction, while hiding information ab out

the size or source of previous balances.

In [ Ch1 ], Chaum in tro duces the k ey idea of the

mix . A mix is simply a no de in a net w ork, as-

so ciated with a particular public encryption k ey ,

through whic h m ultiple encrypted messages are

sen t, encrypted first with the receiv er’s public k ey ,

and then using the mix’ public k ey . The mix de-

crypts eac h t wice-encrypted message to obtain a

once-encrypted message whic h is then rela y ed to

the receiv er. When sev eral messages are passed

sim ultaneously through a mix (Chaum informally

argues), the asso ciation b et w een the sen t messages

and the receiv ed messages is indiscernible to an ob-

serv er wishing to sp ot suc h a correlation without

the aid of the mix no de. Some refinemen ts to these

ideas app ear in [ P ] and [ PPW ].

One approac h to defending against traffic analy-

sis, then, is to pass messages through v arious mixes

in a manner that completely disguises the result-

ing p erm utation. Ho w quic kly suc h an effect is

ac hiev ed can b e sho wn to dep end on the rapid-

it y with whic h certain Mark o v pro cesses con v erge

on their stable distribution. In particular, w e will

sho w that the pro cess in whic h lo cations in an n -

bit string of w eigh t n/ 2 are randomly paired, and

eac h pair randomly p erm uted, con v erges extremely

rapidly (in a n um b er of steps p olynomial in log ( n ))

on the uniform distribution on suc h strings. This

result can b e used to pro v e the securit y of a fairly

simple, efficien t solution, based on the ab o v e “mix”

paradigm, to one v ariation of the traffic analysis

problem.

2 The Mo del

W e consider a mo del consisting of a completely con-

nected net w ork of n pro cessors, eac h p olynomial-

time-b ounded in n . Of course, the net w ork ma y

in practice ha v e an arbitrary top ology , including

differences in cost among links. Ho w ev er, the com-

plete net w ork can in principle b e implemen ted on

an y connected one at some cost related to the net-

w ork’s diameter, connectedness, and so forth (more

will b e said later ab out the efficiency of our solu-

tions and its dep endence on the underlying top ol-

ogy). W e will also assume that the pro cessors in

our net w ork are giv en concise, distinct lab els (sa y , the in tegers from 1 to n ), and send messages bac k

and forth among eac h other sync hronously (not

concerning ourselv es with ho w the sync hronization

is to b e effected). Multiple messages sen t to a par-

ticular pro cessor in the same step are queued in

completely arbitrary order.

The goal of eac h of the parties in the net w ork

will b e to send a “missiv e” to one other part y in

the net w ork. (Henceforth, the term missive will

represen t the information that one part y is trying

to comm unicate to another, as opp osed to a mes-

sage , whic h consists of a string of bits sen t directly

from one pro cessor to another along an edge of the

net w ork, whatev er its purp ose). Hence, eac h pro-

cessor receiv es a sp ecial “destination” input on its

normal input tap e, con taining the lab el of another

pro cessor to whic h it is to send a “missiv e”. It

also pro duces a sp ecial “source output” in tended to

con tain the lab els of those other pro cessors whic h

it has iden tified as ha ving sen t it a missiv e, th us

demonstrating its ha ving “receiv ed” the missiv e.

W e also assume that eac h pro cessor is pro vided

with a randomly c hosen public k ey-priv ate k ey pair

for a secure public-k ey cryptosystem (PK C) with

securit y parameter n , as w ell as the public k eys for

all other pro cessors. Ho w ev er, if the PK C is to o

costly to implemen t, then the costs of encryption

alone could w ell dw arf the costs of ev en the ineffi-

cien t “trivial” proto col describ ed ab o v e. Hence, w e

further assume that the PK C is efficient —that is,

that encryption or decryption of a bit requires time

p olynomial in log ( n ). (It follo ws that encryptions

of a bit are also of length p olynomial in log ( n )). An

alternativ e informal form ulation of this assumption

is that our PK C is “exp onen tially secure”, ie., that

an adv ersary without the priv ate k ey needs exp o-

nen tial time to decrypt a prop erly encrypted bit

with probabilit y b etter than c hance b y ev en an ex-

p onen tially small amoun t.

Finally , since man y distributed proto cols mak e

use of a random assignmen t of tasks to participat-

ing pro cessors to enhance fault-tolerance and secu-

rit y , w e will allo w that a random string b e selected

in adv ance and passed as input to all participat-

ing pro cessors. This string can b e used in some

presp ecified w a y to decide “random” selections of

pro cessors for v arious tasks.

A comm unication exchange will consist of eac h

pro cessor “sending a missiv e” of some fixed length

to the pro cessor en tered on its “destination input”.

(W e will refer to the assignmen t of destination in-

puts to pro cessors for a particular exc hange as its

destination list .) The con ten t of the missiv e is not

imp ortan t; for simplicit y’s sak e, w e will assume

that it consists only of the iden tit y of the sender.

What is imp ortan t is that at the end of the ex-

c hange, eac h pro cessor should b e able to output a

list of other pro cessors that ha v e sen t it a missiv e.

The exc hange is the basic unit of comm unication

b y whic h w e will measure the securit y and efficiency

of our proto cols. In a realistic setting, of course, w e

exp ect traffic to b e flo wing consisten tly at some op-

timal rate; ho w ev er, it is natural to consider this

p erennial flo w of data to b e a resource, and to seek

a proto col that optimizes its use. F or example, in

a truly complete net w ork, where ev ery part y has

a ph ysical link to ev ery other, it ma y app ear that

un traceabilit y can b e ac hiev ed more or less “for

free”, simply b y ha ving ev ery part y send its mes-

sage to ev ery other part y sim ultaneously whenev er

it has a message to send. (W e will momen tarily

ignore, for the sak e of argumen t, the cost of pro-

cessing receiv ed messages.) Ho w ev er, the most ef-

ficien t comm unication proto cols in suc h a setting

w ould tak e adv an tage of the parallel paths a v ail-

able to eac h no de, p ermitting far greater through-

put, in the absence of un traceabilit y concerns, than

the redundan t metho d just describ ed. Hence, the

cost of the w asted comm unication sen t along most

of the links should prop erly b e tak en in to accoun t.

If w e consider comm unication as a resource in

this manner, then w e can simplify our measure of

the efficiency of a constan tly-running proto col b y

isolating a single iteration of it, and calculating

its cost in use of a v ailable resources. In our set-

ting, the exc hange is just suc h a single iteration,

pro vided that all parties generate messages at a

roughly equal rate, and wish to disguise only the

destinations of those messages themselv es, not the

rate itself. Henceforth, then, w e will consider the

parties in our net w ork simply to b e p erforming re-

p eated exc hanges, and trust that the underlying

routing (ie., the implemen tation of the complete

net w ork on the ph ysical top ology) is making opti-

mal use of the a v ailable comm unication resources.

Th us it suffices for us to analyze the securit y and

efficiency of a single exc hange.

Our goal is to devise a proto col that will allo w

parties to send missiv es efficien tly , while prev en ting

some adv ersary from learning an ything ab out the list of senders for eac h receiv er. Three adv ersaries

are considered: an external adv ersary is giv en all

the data transmitted on all the connections in the

net w ork. A p assive internal adv ersary is also giv en

access to the computations of some arbitrary fixed

subset of the pro cessors, consisting of some con-

stan t fraction c < 1 of the total; in particular, the

priv ate encryption k eys, inputs and random bits

of these pro cessors are a v ailable to the passiv e in-

ternal adv ersary . (F or example, a group of parties

that decide to collude after the fact to analyze pre-

vious traffic patterns w ould effectiv ely b e passiv e

adv ersaries.) Finally , an active internal adv ersary

is also allo w ed to alter the computations of that

same subset of the pro cessors during the exc hange.

T o b e considered a solution to the problem of

defending against traffic analysis b y one of these

adv ersaries, a proto col should meet three condi-

tions, c orr e ctness , se curity and efficiency , defined

appropriately for eac h adv ersary . F or external and

passiv e in ternal adv ersaries, a proto col is c orr e ct

if all pro cessors alw a ys pro duce correct, complete

source outputs, and se cur e if the distribution on

information pro vided to the adv ersary is computa-

tionally indistinguishable for an y pair of destina-

tion lists, as long as the information “legitimately”

a v ailable to the adv ersary for eac h list is the same.

The amoun t of information legitimately a v ailable

to an adv ersary dep ends on what w e assume ab out

the adv ersary’s p o w er. An external adv ersary , for

example, is legitimately en titled to kno w the n um-

b er of missiv es receiv ed b y eac h pro cessor, since

that information is, as w e ha v e p oin ted out, diffi-

cult in an y ev en t to conceal (except in the ob vious

manner, b y generating “dumm y traffic”). The pas-

siv e adv ersary , on the other hand, is also en titled

to kno w the con ten ts of the source inputs and des-

tination outputs of the pro cessors to whic h it has

access a priori .

Defining correctness and securit y against activ e

in ternal adv ersaries is more difficult; for exam-

ple, “maliciously” con trolled pro cessors ma y sim-

ply fail en masse , disrupting comm unication com-

pletely . While the problem of making proto cols

resilien t against failure or disruption b y partici-

pan ts is an in teresting one, and has receiv ed con-

siderable atten tion in the literature, it is b ey ond

the scop e of our immediate concern here, whic h

is that information ab out (in tended) comm unica-

tion among parties b e concealed. Moreo v er, w e are

assuming that the participan ts comm unicating in our setting are doing so for a reason, and therefore

ha v e an in terest in the proto col’s (normally) func-

tioning correctly . W e hence only demand that a

correct proto col against activ e adv ersaries b e cor-

rect (in the sense defined earlier for w eak er ad-

v ersaries) whenev er the adv ersary-con trolled pro-

cessors b eha v e as “normal” (non-adv ersarial) ones

w ould. (More stringen t conditions, suc h as that

an honest pro cessor nev er register reception of an

unsen t missiv e from another pro cessor, are ac hiev e-

able using tec hniques suc h as digital signatures and

timestamps; suc h enhancemen ts are, again, b ey ond

the scop e of this discussion.) Similarly , w e define a

proto col to b e secure against activ e adv ersaries if

it is secure in the sense defined for passiv e adv er-

saries, regardless of the b eha viour of the adv ersary;

ho w ev er, w e will assume for this purp ose that the

net w ork supp orts efficien t, resilien t broadcast. The

in tuition b ehind this assumption is that if pro ces-

sors can detect deviations from the proto col as they

o ccur, and notify all other pro cessors of the “fault”,

then they can effectiv ely put a stop to the exc hange

b efore significan t traffic information is rev ealed.

W e will also demand an efficiency condition:

that is, that the n um b er of sync hronous steps, and

the n um b er of computation steps p er sync hronous

step for eac h pro cessor, b e limited. In particular,

w e will b e concerned with the gro wth in the n um b er

of sync hronous steps necessary , and the amoun t of

pro cessing required in an y one sync hronous step, as

a function of n . F or example, consider the “trivial”

solution men tioned previously , in whic h eac h pro-

cessor simply sends a message of some kind to ev-

ery other pro cessor. This metho d clearly ac hiev es

b oth correctness and securit y , ev en against activ e

adv ersaries. Ho w ev er, it requires eac h pro cessor to

handle O ( n ) messages in one sync hronous step. If n

is v ery large, then this solution ma y b e impractica-

ble. Similarly , if all pro cessors send their missiv es

via a single “router” pro cessor, then that pro cessor

has to pro cess n messages in a single sync hronous

step. T rying to “spread out” the comm unication

o v er m ultiple sync hronous steps w ould increase the

required n um b er of sync hronous steps to a p ossibly

unacceptable lev el. W e will define an efficient solu-

tion to b e one that requires a(n exp ected) n um b er

of sync hronous steps that is at most a fixed p oly-

nomial in log ( n ), and that requires the (exp ected)

maxim um amoun t of time sp en t b y an y pro cessor

in eac h step to b e at most a fixed p olynomial in

log ( n ). (This cost m ust b e indep enden t of the destination list, and therefore do es not include the

“p ost-exc hange” cost of pro cessing receiv ed mis-

siv es and computing source outputs, since for some

destination lists that cost will b e O ( n ) for some

pro cessors.)

This definition of cost also do es not tak e in to ac-

coun t the cost in tro duced b y implemen ting a com-

plete net w ork on some unsp ecified actual top ology .

F or example, in some top ologies, suc h as the ring

(discussed in [ Ch2 ]), routing is in general so ineffi-

cien t that a natural implemen tation of the “trivial”

solution describ ed ab o v e is in fact not significan tly

less efficien t than the normal routing algorithms

(note also that a ring can also b e sup erimp osed on

the spanning tree of an y connected suc h net w ork,

using eac h edge t wice). Our discussion of solutions

will therefore implicitly assume that routing in our

net w ork is in general more efficien t than can b e

ac hiev ed using suc h “ring-st yle” routing. F or ex-

ample, certain w ell-connected net w orks, or those

whic h use sp ecial hardw are (or external resources

—sa y , those whic h use a small part of a m uc h larger

net w ork, suc h as the telephone system) to sp eed

routing, migh t suffer substan tial losses in efficiency

if “ring-st yle” routing w ere to b e used for the sak e

of hiding senders’ and receiv ers’ iden tities.

Finally , w e ha v e not y et considered ho w the effi-

ciency of a proto col “scales up” if parties wish to

send long missiv es (as opp osed to merely iden tify-

ing senders). W e will call a solution sc alably effi-

cient if parties can also output messages of length l

from eac h sending part y at the end of the exc hange,

at the cost of only an extra linear factor (in l ) in

the (exp ected) pro cessing time for eac h part y in a

sync hronous step.

Theorem 2.1 Ther e exists a c orr e ct, sc alably ef-

ficient pr oto c ol, se cur e against external or p assive

internal adversaries, for implementing a message

exchange, given the network mo del (and crypto-

gr aphic assumptions) describ e d ab ove.

Theorem 2.2 Ther e exists a c orr e ct, efficient pr o-

to c ol, se cur e against active internal adversaries,

for implementing a message exchange, given the

ab ove network mo del and crypto gr aphic assump-

tions, with the additional assumption of an effi-

cient, r esilient br o adc ast facility.

3 Solutions

3.1 A Solution for External Adv er-

saries; An In teractiv e V ariation

A simple, scalably efficien t solution secure against

external adv ersaries is as follo ws: eac h pro cessor

is assigned the role of a no de (or sev eral no des) in

an n -elemen t sorting net w ork ([ K ]) of depth p oly-

nomial in log ( n ). Pro cessors then input their mis-

siv es in to the sorting net w ork, sending them to the

appropriate no de of the first lev el of the sorting net-

w ork (encrypted using the public k ey of that no de).

The no des of the sorting net w ork compare the des-

tinations of the missiv es they receiv e, sending them

on to the next no de in the sorting net w ork, after

encrypting them using their resp ectiv e next no des’

public k eys. Once all the missiv es are sorted, they

are sen t to their destinations, encrypted using the

destinations’ resp ectiv e public k eys.

This proto col requires only p olynomially man y

(in log ( n )) sync hronous steps, with eac h pro cessor

handling only a pair of messages p er step (except

p erhaps at the last step, when m ultiple messages

migh t b e deliv ered to one destination after sorting).

Of course, the traffic pattern will app ear iden tical

regardless of whic h pro cessor sen t whic h missiv e;

the final step of the missiv e deliv ery will dep end

only on the n um b er of missiv es receiv ed b y eac h

pro cessor.

Against passiv e in ternal adv ersaries, this solu-

tion can b e mo dified b y replacing eac h pro ces-

sor/no de with a randomly c hosen “committee” of k

pro cessors, where k = O ( log

2

( n )). The sorting pro-

cess is as b efore, but eac h sender first uses a ( k , k )

secret-sharing sc heme ([ Sh ]) to create k shares of

its missiv e. These shares ha v e the prop ert y that

when com bined, they allo w the original missiv e to

b e reconstructed, but no subset of them rev eals an y

information ab out the missiv e. The sender then

“deliv ers” its missiv e to the committee represen t-

ing the appropriate “first” no de in the sorting net-

w ork, b y first encrypting eac h share of the missiv e

using the public k ey of a differen t mem b er of that

committee, then sending the en tire “pac k age” of all

the shares, th us encrypted, to eac h mem b er of that

first committee.

The committee then p erforms a “secure m ulti-

part y computation” proto col to compute and send

on t w o similar “pac k ages” of encrypted shares, one for eac h of the t w o missiv es receiv ed b y the com-

mittee. Eac h missiv e’s pac k age consists of k shares

of that missiv e, eac h encrypted using the public k ey

of a differen t mem b er of the committee represen t-

ing the no de in the sorting net w ork to whic h that

particular missiv e should b e sen t after the t w o are

sorted. Secure m ultipart y computation proto cols

(SMCP’s) are proto cols b y whic h m ultiple parties

can compute the v alue of a function without eac h

part y learning an ything ab out the inputs to the

function (apart from that whic h is rev ealed b y the

v alue of the function itself ). SMCP’s w ere in tro-

duced in [ GMW ]; their definition w as refined in

[ MR ] and [ B ]. An SMCP for an y p olynomial time-

computable function is presen ted in [ GMW ] based

on the assumption of the existence of a one-w a y

function and an oblivious transfer proto col (sho wn

in [ Y ] to follo w from the existence of a trap do or

p erm utation). A constan t-round SMCP for an y

p olynomial time-computable function is giv en in

[ BMR ].

In the case of the SMCP replacing a no de in

the sorting net w ork, the inputs and outputs are

in the form of encrypted shares, with one share

encrypted using the public k ey of eac h mem b er of

some committee of k parties. Hence, assuming that

eac h committee con tains a mem b er to whic h the

adv ersary has no access (an ev en t that o ccurs with

probabilit y 1 − n

− ω (1)

if the committees are c hosen

randomly , and the adv ersary has access to only a

constan t fraction of the parties), the passiv e adv er-

sary will b e unable to obtain all the shares of an y

message sen t b y a committee, and hence will ha v e

no information ab out an y of the messages at an y

p oin t during the sorting. Moreo v er, the n um b er of

bits whic h m ust b e sen t in eac h (constan t-round)

SMCP will b e some fixed p olynomial in the mes-

sage and committee sizes, whic h are in turn b oth

b ounded b y p olynomials in log ( n ).

It migh t app ear that the same solution should b e

secure against activ e adv ersaries as w ell; after all,

the proto cols describ ed in [ GMW ] and elsewhere

include v arian ts whic h are secure against activ e ad-

v ersaries as w ell as passiv e ones. Ho w ev er, these

v arian ts mak e extensiv e use of zero-kno wledge in-

teractiv e pro ofs ([ GMRa ]), and in our setting, n u-

merous zero-kno wledge in teractiv e pro ofs (ZKIP’s)

w ould ha v e to b e p erformed in parallel, eac h in-

v olving (p ossibly colluding) adv ersaries, in the v ar-

ious sim ultaneously-in teracting committees repre-

sen ting the v arious no des in the sorting net w ork.

Unfortunately , ZKIPs w ere sho wn in [ GK ] not nec-

essarily to preserv e their zero-kno wledge prop er-

ties under parallel comp osition. (W a ys to “in ter-

lea v e” parallel ZKIPs so as to preserv e their zero-

kno wledge status are explored in [ DDN ]; ho w ev er,

whether it suffices to incorp orate them in to the

SMCP proto cols in our setting is far from clear.)

Hence the securit y of certain SMCP’s against ac-

tiv e adv ersaries cannot simply b e exploited in the

ob vious w a y as it w as in the ab o v e case of passiv e

adv ersaries. This example illustrates one of the

subtle effects of viewing comm unications securit y

in the more realistic setting of m ultiple sim ultane-

ous in teractions rather than assuming that individ-

ual con v ersations tak e place in isolation; parallel,

ostensibly indep enden t con v ersations can conceiv-

ably compromise eac h other’s securit y , particularly

if the participan ts c ho ose to collude to that end.

3.2 P assiv e Adv ersaries — A Non-

in teractiv e solution

The ab o v e proto col, though efficien t, is somewhat

inelegan t in that it mak es use of a p o w erful tec h-

nique (secure m ultipart y computation) whic h is

v ery complex, subtle, and quite difficult to under-

stand, m uc h less implemen t. Also, it is not scal-

ably efficien t, since the comm unication complexit y

of the SMCP’s describ ed in the literature gener-

ally gro ws sup erlinearly with the size of the inputs

(whic h in this case are the shares of the messages

b eing routed). Decomp osing messages in to short

segmen ts w ould solv e this problem, but at the cost

of expanding the n um b er of rounds, p ossibly b e-

y ond the b ounds required b y the efficiency condi-

tion.

Our scalably efficien t solution against passiv e ad-

v ersaries is somewhat differen t in c haracter from

the in teractiv e one. In this alternativ e proto col,

eac h missiv e is encrypted λ + 1 times, using the

public k eys of the destination and eac h of the pro-

cessors in a length λ path (sp ecially c hosen, as de-

scrib ed b elo w), in rev erse order. (Eac h suc h en-

cryption need require only an additiv e factor p oly-

nomial in log ( n ); see [ BG ].) Hence, if λ is p olyno-

mial in log ( n ), then the λ + 1 nested encryptions

w ould only add a length p olynomial in log ( n ) to

eac h missiv e.

The crux of the argumen t for the securit y of

this proto col against passiv e adv ersaries will b e the fact that as so on as a group of messages passes

through a “normal” (non-adv ersarial) pro cessor

(ie., a “mix”), their iden tification with their pre-

vious paths is lost to the adv ersary , since matc h-

ing messages with their previous, encrypted v er-

sions with probabilit y non-negligibly greater than

c hance w ould imply the insecurit y of the under-

lying PK C. Hence the passiv e adv ersary cannot

determine whic h message en tering a giv en no de

“matc hes up” with a giv en message lea ving that

no de. F rom the adv ersary’s p oin t of view, then,

eac h no de at whic h the paths of m ultiple mis-

siv es cross can b e considered as a “switc h”, where

incoming missiv es are randomly assigned to out-

going paths. If w e can sho w that the action of

these switc hes o v er the λ steps is sufficien t to dis-

guise the corresp ondence b et w een senders and re-

ceiv ers of missiv es, then w e ha v e demonstrated that

the passiv e adv ersary (for whom the “settings” of

the switc hes are effectiv ely random) cannot discern

that corresp ondence.

Ideally , the senders w ould simply send missiv es

to their receiv ers along a length- λ path through a

randomly c hosen sequence of parties. Suc h length-

λ random paths are with o v erwhelming probabilit y

divisible in to a sequence of λ

′

stages (where λ

′

is

still p olynomial in log ( n )) suc h that for eac h stage

there exists a matc hing among the non-adv ersary-

affiliated missiv es in whic h eac h pair of the matc h-

ing has “shared” a “non-adv ersarial” part y (ie.

passed sim ultaneously through a part y not affili-

ated with the in ternal adv ersary) at some p oin t

during the stage. The action of a particular stage

w ould therefore b e comparable to a “pair-and-

sw ap” op eration, in whic h missiv es are randomly

paired with eac h other, then the pairs are eac h ex-

c hanged or left unexc hanged with probabilit y 1 / 2.

(Since the adv ersary has no information as to whic h

message from the incoming pair corresp onds to

whic h message from the outgoing one, it w ould b e

as if these t w o missiv es w ere randomly p erm uted,

from the adv ersary’s p oin t of view.)

If (as seems lik ely) the action of a(n appropri-

ately short) sequence of suc h “pair-and-sw ap” op-

erations results in an appro ximately random p er-

m utation, then the adv ersary w ould b e unable to

distinguish the resulting traffic pattern from that

of one whic h randomly p erm utes the parties’ mis-

siv es, and the resulting proto col w ould therefore b e

secure against passiv e adv ersaries. Ho w ev er, suc h

a “rapid mixing” prop ert y of the “pair-and-sw ap” pro cess remains unpro v en. Instead, w e pro v e a sim-

ilar but sligh tly w eak er theorem ab out the “rapid

merging” effect of the “pair-and-sw ap” pro cess on

bit strings in whic h half the bits are 0 and half are 1.

That is, w e sho w that p olylogarithmically man y ap-

plications of the “pair-and-sw ap” pro cess on suc h

a bit string results, with o v erwhelming probabilit y ,

in an appro ximately random bit string of that t yp e.

W e can exploit this w eak er result using a sligh tly

more complicated proto col, as follo ws: first, w e di-

vide the n parties randomly in to t w o equal-sized

groups, then w e randomly divide those groups in

t w o equally , and so on, so that there are n/ 2 i

i th-lev el groups, eac h con taining 2 i

mem b ers, for

i ranging from 1 to log ( n ). (W e assume here that

n is a p o w er of 2.) Since the groups are c hosen ran-

domly , eac h pair of groups will with o v erwhelming

probabilit y con tain an appro ximately equal n um-

b er of parties not affiliated with the adv ersary

(the ratio b eing no w orse than, sa y , 1 /O ( log

2

( n ))).

F or con v enience, w e will assume that the non-

adv ersary-affiliated p opulations of the t w o groups

are exactly equal; a tec hnical argumen t tak es care

of the fact that the equalit y is only appro ximate.

In the proto col, then, eac h sender c ho oses a path

for its missiv e whic h is divided in to segmen ts cor-

resp onding to the lev els of division of the parties

in to groups. In the first segmen t, the missiv e is

sen t through a random length- λ

1 sequence of par-

ties eac h of whic h is one of the t w o in its first-lev el

group; the next segmen t consists of a path corre-

sp onding to a random length- λ

2 sequence of parties

in its next-higher-lev el group. The third segmen t

then corresp onds to a length- λ

3 sequence of par-

ties c hosen randomly from those in its third-lev el

group, and so on, up to the top-lev el group. (Note

that eac h part y in the sequence at eac h lev el for

a giv en missiv e is c hosen randomly and indep en-

den tly; hence missiv es ma y w ell pass through the

same part y sev eral times at one lev el.) The λ

i

’s

will all b e p olynomial in log ( n ) and i ; and since i

is at most log ( n ), the resulting path lengths will

still b e p olynomial in log ( n ).

After the first “lev el” of this proto col, the order

of eac h pair of (t w o paired non-adv ersary-affiliated)

missiv es will b e indistinguishable from a random

order, from the adv ersary’s p ersp ectiv e, since they

will with o v erwhelming probabilit y pass through

the same mix at some p oin t. A t eac h subsequen t

lev el in the pro cess, moreo v er, a sequence of matc hings of the (non-adv ersary-affiliated) missiv es can

b e found whic h, from the adv ersary’s p ersp ectiv e,

pro duces the effect of a sequence of “pair-and-

sw ap” op erations on the missiv es in the t w o paired

groups. Hence, due to the “rapid merging” prop-

ert y of the “pair-and-sw ap” op eration, eac h pair of

equal-size groups of (non-adv ersary-affiliated) mis-

siv es (eac h group already b eing in an order indis-

tinguishable to the adv ersary from a random one,

due to the actions of previous lev els of the proto-

col) will at this “lev el” merge in to a single group

of missiv es, whose order the adv ersary cannot dis-

tinguish from a random one. Th us, after log ( n )

lev els of mergings, the adv ersary will b e unable to

distinguish the p erm utation on the (non-adv ersary-

affiliated) missiv es from a random one.

3.3 Pro ving Rapid Mixing

W e can restate the required “pair and sw ap” theo-

rem as follo ws: giv en a bit string con taining half

zero es and half ones, w e p erform a sequence of

“pair-and-sw ap” op erations whic h consists of ran-

domly pairing bit p ositions, and then exc hanging

eac h pair indep enden tly with probabilit y 1 / 2. W e

w ould lik e to sho w that after a n um b er of suc h op-

erations whic h is p olynomial in log ( n ), the proba-

bilit y is o v erwhelming that, even given the se quenc e

of p airings (to whic h the passiv e adv ersary in our

setting w ould ha v e at least partial access, kno w-

ing roughly whic h messages are b eing paired with

whic h), the resulting bit string is statistically close

to a random one (ie., the sum of the distances of

the bit strings’ probabilities from their probabili-

ties under a uniform distribution is n

− ω (1)

).

Theorem 3.1 L et B b e the set of n -bit strings

c ontaining exactly n/ 2 ones. Ther e is some p oly-

nomial q such that given b ∈ B , a se quenc e of

q ( log ( n )) “p air and swap” op er ations on b (in

which al l the bit p ositions in b ar e r andomly p air e d,

and the bits in e ach p air exchange d with pr ob abil-

ity 1 / 2 ) pr o duc e, with pr ob ability 1 − n

− ω (1)

(over

choic es of p airings in the “p air and swap”), a sta-

tistic al ly r andom element of B (ie., an element of

B chosen ac c o ding to a distribution whose statis-

tic al distanc e fr om the uniform distribution, given

by

∑

b ∈ B

| P r [ b ] − (1 / | B | ) | , is n

− ω (1)

).

The pro of of this theorem is quite in v olv ed.

First, w e m ust sho w that giv en an initial distribution D on B , the distribution D

′

on bit strings gen-

erated b y the “pair-and-sw ap” pro cess p erformed

on a bit-string c hosen according to D is related to

one generated b y taking the exclusiv e-or of that

string with the output of a particular “sligh tly

random source” ([ SV ]). This allo ws us to use a

strengthened v ersion of a theorem due to V azi-

rani and V azirani ([ VV ]) to sho w that p olynomi-

ally man y steps (in log ( n )) suffice to reduce the

distance of an y suc h D from the uniform to a p oly-

nomial factor (in n ).

Definition 3.1 ([ SV ]) A slightly r andom sour c e is

a sour c e se quential ly pr o ducing r andom bits, e ach

with a bias (towar ds 0 or 1 ) chosen by an arbitr ary

“adversary” whose only r estriction is that the bias

never fal l outside the r ange ( δ , 1 − δ ) for some fixe d

c onstant δ .

Lemma 3.1 (b ase d on [ VV ]) L et D b e a distri-

bution on { 0 , 1 } n

, with P r

b

′

← D

[ b

′

= b ] = p

b for

n -bit strings b ; let s b e an n -bit string pr o duc e d

by a slightly r andom sour c e S whose biases ar e

b ounde d away fr om 0 and 1 by the c onstant δ . Then

E s ← S

(

∑

b p

b p

b ⊕ s

) ≤ (2 n

| D | ) δ / ( δ − 1)

| D | , wher e | D | ,

the squar e d 2 -norm of D , is given by

∑

b p

2

b

.

W e th us obtain

Lemma 3.2 F or any distribution D assigning

pr ob ability p

b to e ach memb er of { b ∈ { 0 , 1 } n

with

exactly n/ 2 ones } , and Π = { p airings of bit

p ositions of b } , let D

′

b e the distribution gener-

ate d by sele cting p airing π ∈

R

Π and bit string

b with pr ob ability p

b

(ie. ac c or ding to D ), and

exchanging e ach p air of bits of b (as define d by

π ) with pr ob ability 1 / 2 . Then E π ∈

R

Π

( | D

′

| ) ≤

O (

√

n )((2 n

| D | ) δ / ( δ − 1)

| D | + 2

− ϵn

| D | ) , for some c on-

stants ϵ, δ (wher e | · | is the squar e of the 2 -norm,

0 < δ < 1 , ϵ > 0 ).

Lemma 3.2 guaran tees that p olynomially man y

(in log ( n )) “pair and sw ap” op erations pro duce a

distribution whose statistical distance from the uni-

form is at most a p olynomial factor (in n ). T o

ac hiev e true statistical closeness to a uniform dis-

tribution, w e use use a “canonical-path” argumen t

similar to those used b y Sinclair and Jerrum ([ SJ ])

to sho w that the underlying graph represen ting

the “pair and sw ap” pro cess is an expander. This fact, together with a theorem due to Mihail ([ Mi ])

concerning the rapidit y of con v ergence of random

w alks on expanders, allo ws us to sho w that the

aforemen tioned p olynomial factor is reduced to one

whic h is O ( n

− ω (1)

), after a n um b er of steps whic h

is p olynomial in log ( n ).

3.4 Activ e Adv ersaries

T o ac hiev e securit y against activ e adv ersaries, w e

can com bine the idea of “committees” with the

ab o v e non-in teractiv e solution for passiv e adv er-

saries in the follo wing manner: random commit-

tees of O ( log

2

( n )) pro cessors are formed to repre-

sen t eac h of the original no des in the net w ork. One

mem b er of eac h committee is designated the “effec-

tiv e no de”; the rest of the committee only c hec ks

the w ork of this pro cessor. When a no de receiv es

a message from another no de, eac h mem b er of the

committee represen ting the receiving no de receiv es

a cop y of the message from eac h mem b er of the

committee represen ting the sending no de, broad-

casting a “fault detected” message if there are an y

inconsistencies among receiv ed v ersions. The ef-

fectiv e no de pro cessor then decides what new mes-

sages are to b e sen t on b ehalf of the no de, and sends

copies of eac h new message to the rest of the com-

mittee mem b ers, along with a non-in teractiv e zero-

kno wledge pro of that the new message w as gener-

ated in accordance with the proto col.

Committee mem b ers c hec k the non-in teractiv e

zero-kno wledge pro ofs, and if they are v alid, rela y

a cop y of the outgoing messages to eac h mem b er

of the receiving no de’s committee; otherwise, they

broadcast a “fault detected” message. (Similarly ,

they can output a “fault detected” message if an in-

coming message is not follo w ed b y an appropriately

v alidated outgoing message.) Clearly , as long as

eac h committee has at least one mem b er not allied

with the adv ersary , there will (with o v erwhelming

probabilit y) b e at least one “fault detected” when-

ev er a pro cessor breaks with the proto col, since

the prop erties of non-in teractiv e zero-kno wledge

pro ofs guaran tee that pro cessors will b e incapable

of pro ducing non-in teractiv e zero-kno wledge pro ofs

of the correctness of their b eha viour (with non-

negligible probabilit y) unless they are in fact b e-

ha ving correctly .

4 Conclusion

A generalization of theorem 3.1 to p erm utations

and/or to more general pro cesses (for example,

some broader class of “comparator sh uffles”, in

whic h the primitiv e op eration is the random p er-

m utation of pairs of ob jects) w ould pro vide simple,

efficien t parallel/distributed algorithms for gener-

ating random p erm utations, and migh t also lead

to pro ofs of rapid mixing for a n um b er of natu-

ral Mark o v pro cesses, with applications to appro x-

imate coun ting and uniform generation algorithms

in a v ariet y of con texts (as w ell as greatly simpli-

fying the proto cols presen ted here for un traceable

comm unication).

In a cryptographic con text, a scalably efficien t

solution against activ e adv ersaries has y et to b e

found, a k ey obstacle b eing the lac k of efficien t

enough constructions for suc h primitiv es as non-

in teractiv e zero-kno wledge pro of and secure m ulti-

part y computation. One p ossible approac h ma y

b e to use non-malleable cryptosystems ([ DDN ]),

a suitably efficien t construction of whic h can b e

found in [ Si ]. The broader problem remains of in-

tegrating these solutions in to a coheren t mo del that

incorp orates the man y disparate notions of securit y

that ha v e b een explored in the literature.

References

[B] D. Bea v er, F oundations of Se cur e Inter ac-

tive Computing , Adv ances in Cryptology:

Pro c. CR YPTO ’91.

[BFM] M. Blum, P . F eldman, and S. Micali, Non-

Inter active Zer o Know le dge and its Ap-

plic ations , Pro c. 20th A CM Symp osium

on Theory of Computing (1988), pp. 103–

112.

[BG] M. Blum and S. Goldw asser, A n Effi-

cient Pr ob abilistic Public-Key Encryption

Scheme Which Hides A l l Partial Infor-

mation , Adv ances in Cryptology: Pro c.

CR YPTO ’84, pp. 289–302.

[BMR] D. Bea v er, S. Micali and P . Roga w a y , The

R ound Complexity of Se cur e Pr oto c ols ,

Pro c. 22nd A CM Symp osium on Theory

of Computing (1990), pp. 503–513.

[Ch1] D. Chaum, Untr ac e able Ele ctr onic Mail,

R eturn A ddr esses, and

Digital Pseudonyms , CA CM v ol. 24, no.

2 (1981), p. 84-88.

[Ch2] D. Chaum, The Dining Crypto gr aphers

Pr oblem: Unc onditional Sender and R e-

cipient Untr ac e ability , Journal of Cryptol-

ogy v ol. 1, no. 1 (1988), pp. 65-75.

[Ch3] D. Chaum, A chieving Ele ctr onic Privacy ,

Scien tific American, v ol. 267, no. 2 (1992),

pp. 96–101.

[DDN] D. Dolev, C. Dw ork and M. Naor, Non-

Mal le able Crypto gr aphy , pro c. 23rd A CM

Symp osium on Theory of Computing

(1991), pp. 542-552.

[Go] O. Goldreic h, T owar ds a The ory of Soft-

war e Pr ote ction and Simulation by Obliv-

ious RAMs , pro c. 19th A CM Symp osium

on Theory of Computing 1987, pp. 182-

194.

[GK] O. Goldreic h and H. Kra w czyk, On

the Comp osition of Zer o-Know le dge Pr o of

Systems , Pro c. ICALP ’90.

[GMRa] S. Goldw asser, S. Micali and C. Rac k off,

The Know le dge Complexity of Inter active

Pr o of Systems , Pro c. 17th A CM Symp.

on Theory of Computing (1985), pp. 291–

304.

[GMW] O. Goldreic h, S. Micali and A Wigder-

son, How T o Play A ny Mental Game ,

pro c. 19th A CM Symp osium on Theory

of Computing (1987), pp. 218-229.

[K] D. Kn uth, The A rt of Computer Pr o gr am-

ming , 2nd ed., Addison-W esley Pub. Co.,

Reading, Mass., 1975.

[Mi] M. Mihail, Conductanc e and Conver genc e

of Markov Chains: A Combinatorial

T r e atment of Exp anders , Pro c. 30th IEEE

Symp osium on F oundations of Computer

Science (1989), pp. 526-531.

[MR] S. Micali and P . Roga w a y , Se cur e Com-

putation , Adv ances in Cryptology: Pro c.

CR YPTO ’91.

[Os] R. Ostro vsky , Efficient Computation on

Oblivious RAMs , pro c. 31st IEEE Symp.

on F oundations of Computer Science

(1990), pp. 514-523.

[P] A. Pfitzmann, How to Implement IS-

DNs Without User Observability—Some

R emarks , TR 14/85, F akult¨ at f ür Infor-

matik, Univ ersit¨ at Karlsruhe, 1985.

[PPW] A. Pfitzmann, B. Pfitzmann and

M. W aidner, ISDN-MIXes—Untr ac e able

Communic ation with V ery Smal l Band-

width Overhe ad , Pro c. Komm unik ation in

v erteilten Systemen (1991), pp. 451–463.

[Sh] A. Shamir, How to Shar e a Se cr et ,

CA CM, v ol. 22, no. 11 (1979), pp. 612-

613.

[Si] D. Simon, On Defining and A chiev-

ing Crypto gr aphic Se curity in a Multi-

p arty Network , PhD thesis, Univ ersit y of

T oron to, 1992.

[SJ] A. Sinclair and M.R. Jerrum, Appr oxi-

mate Counting, Uniform Gener ation, and

R apid ly Mixing Markov Chains , Infor-

mation and Computation, v o. 82, no. 1

(1990), pp. 93-133.

[SV] M. San tha and U.V. V azirani, Gener ating

Quasi-R andom Se quenc es fr om Slightly-

R andom Sour c es , Pro c. 25th A CM Symp.

on Theory of Computing (1984), pp. 434–

440.

[VV] U.V. V azirani and V.V. V azirani, R andom

Polynomial Time is Equal to Slightly-

R andom Polynomial Time , Pro c. 26th

IEEE Symp. on F oundations of Computer

Science (1985), pp. 417–428.

[Y] A.C. Y ao, How to Gener ate and Exchange

Se cr ets , Pro c. 27th IEEE Symp. on F oun-

dations of Computer Science (1986), pp.

162–167.