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Brief Descriptions of Selected Projects:

o Information Hiding
For over a decade I have been investigating various aspects of information hiding. Facets of
this area include Traffic Analysis Prevention (TAP), which was my starting point with Bal-
aji Venkatraman. At first, we and others (including Dr. Latchman and others working on
a project sponsored by BellSouth) were studying LAN and WAN traffic, trying to model it
using traces from the UF College of Engineering backbone and other points. Soon Balaji and
I became interested in new methods of preventing traffic analsis, and eventually culminated
in analysis of network covert channels. More recently, I have been working with Drs. Ira
Moskowitz and Li-Wu Chang of the Naval Research Laboratory on information theoretic as-

pects of steganography, and with Dr. Paul Syverson of NRL on information theoretic aspects
of TAP.

e WAN Security

With Dr. Randy Chow and several graduate students over the past several years, I have con-
sidered problems in providing for secured access between processes in different administrative
domains. Some of the issues that arise include policy routing, key distribution, identification
and authentication, authorization, policy mapping, connection acceptance and establishment,
in addition to the usual issues of cryptographic protection of the communications between the
processes. We have also investigated the use of Active Networks for discovery and prevention
of spoofing and other types of network attacks. One of my first doctoral students, Steve Green-
wald, worked with me on the definition of a security model for limited sharing of resources in
a multiple AD environment (the DisCom model).

e Distributed Systems
I have investigated a number of issues in this area from distributed locks and performance
(with Theodore Johnson) to reliable multicast and garbage collection, distributed databases
and consistency for groupware systems that is somewhat weaker than the transaction-based
consistency typical of distributed databases. With a few graduate students over the years, we
have implemented systems for fault-tolerant site servers (sharing the same LAN and network
file system) with remote clients (where the largest costs are in sending messages between
the client and the server site rather than sending them within the server site), and for fault
tolerant distributed services, where the servers are in fact site servers and there are high costs



for sending messages between sites. The main problem in the latter environment is obtaining
useful failure information, and we devised a protocol that uses heartbeats and counter machines
to give each host perceived state information about other hosts that could then be used to
drive group membership and multicast configuration information. With others, I developed
and analyzed a protocol for identification and strong mutual authentication between mobile
users and servers when the users do not carry memory with them (other than the usual names
and password one could expect).

LAN security

Several projects with Raytheon Systems Company have focussed on securing LANs in various
ways. Our first projects considered wireless LANs (the RayLink product was their business
motivation), and I supervised an undergraduate team that used the Layered Service Provider
(LSP) available for WinSock2 to introduce PCMCIA hardware-based cryptographic mecha-
nisms (Fortezza cards with X.509 certificates and Fortezza encryption) for establishing private
communications first between a pair of laptops, then between laptops and a wired network
through an access point and a guard. In order to minimize the impact on off-the-shelf appli-
cations, we had to provide for some external initialization of the smart card as well as key
distribution, etc. A particularly sticky point was handling communications between hosts
without Fortezza hardware on the wired LAN and laptops on the WLAN through the guard
without disrupting communication connections. The two more recent projects with them have
centered around developing a system for database-driven network vulnerability assessment,
and currently, enforcement of multilevel secure (MLS) policies in a multiple single level (MSL)
environment, using a COTS DBMS and PKIX.

Intrusion Detection Systems

I have worked in the area of detection of denial-of-service (DoS) attacks as well as system re-
source availability monitoring for several years now. Part of this work was done with UNISTRY
Associates, Inc. on an architecture for detection, coordination, and response to resource out-
ages perceived or incipient. This system has layered defense to detect both misuse and anoma-
lies in the network event stream and in the system event stream. It also monitors resource
availability to catch nonmalicious loss as well as otherwise undetected attacks. Coordinators
may create static or dynamic detectors and monitors, and may execute responses in real time.
Policy is enunciated by a single configuration file formed as a rule base, depending on an ex-
tended event set and conditions. Complex detection (e.g. temporal correlation) is carried out
by a net of intermediate detectors. The system is extensible and distributed.

Satellite Communications

Several years ago Dr. Chow and I worked over an extended period of time on a host of
problems associated with directional point-to-point links in a somewhat predictable dynamic
environment (satellites with laser crosslinks). Some of our aims in the system were to develop
robust topology selection and routing algorithms (the laser transceivers could be redirected to
form a changing topology, but both ends would have to point at each other long enough to
acquire each other in order to establish the link — this poses particularly interesting problems
when the network is partitioned, which I solved in both theoretical and practical ways). With
two master’s students, we designed, verified, and implemented successfully the node control
software used with experimental, high-speed laser links built by ThermoTrax in San Diego, CA.
The system was delivered to Rome Labs. In addition to the wide range of interesting problems
we encountered and solved in that project, I also worked as the Associated Director of the
NASA Center for Space Communication Technology. The main focus of the SCTC was on
high quality video compression and transmission over Ka band satellite links. I headed a team
at UF that performed some measurements on Ka band links using the ACTS satellite (we did
some modeling of the error arrival process to establish its qualities of burstiness or not), devised



efficient forward error correction (FEC) techniques combined with block synchronization that
could withstand very long burst errors.

Protocols for Powerline Data Transmission

I have been consulting with Intellon Corporation, which is a leader in CEBus technology
(low-speed data transmission for home automation over the home power lines) that is moving
into the area of LAN speed data transmission over home power lines (PowerPacket is the
trademarked name). The UF team analyzed and simulated various medium access control
methods (with physical parameters that seemed to change on a weekly basis) to determine
the best way for nodes to compete for access. We had to consider collision probabilities and
costs of collisions (when no reliable collision detection is available) along with expected delay
for attempted channel access under two competing access schemes, each with a large number
of parameters. We compared the channel data rates and access latencies to other LANs, and
then obtained delivery latency distributions to determine packet loss rates for multimedia
traffic of various types. Then we devised means of providing controlled access for multimedia
streams, and determined the residual capacity in the network for bursty data under various
traffic pattern scenarios. I also worked with them on the issues and specification for system
security, since the powerline network traffic may be visible to more than one residence. Finally,
we considered various backoff schemes, first finding the optimal number of slots for a given
number of contenders, then simulating various ways for nodes to back off under observed
network loads (not just when a node suffers a collision, for instance). The chipset for this
system is shipping now, and we are beginning work on another system that I can’t talk about
further.

Groupware/Middleware

A pet project over the past decade has been UF-DCS, for Distributed Conferencing System.
Early on, a few graduate students and I devised some groupware applications (Ensemble,
an object-oriented concurrent graphics editor, and MACE, a fine-grained, concurrent text
editor) and incorporated them into DCS.vl. With some experience using DCS.v1, and in
my goal of extending the system to handle the problems encountered in WANSs, we started
DCS.v2. This effort has focussed more on the infrastructure and less on groupware applications
per se. In it, we have developed a collection of services we believe are needed to support
persistent groups of collaborators over a WAN. These include reliable database services (our
consistency requirements are less than typical databases due to the lack of transactions and the
way we manage changes), authentication and secure communications, access control services,
conference control services, application management, notification services, and decision support
services. The last one is less a necessity and more of a philosophical inclusion in the system,
following from the principles of DCS.v1 that the users of the group should be able to specify
how their group worked in terms of actions that affected the group, and that a wide range of
policies should be supported by the system. In short, the access control services do not permit
a requested action to be taken without calling a group-modifiable decision procedure. In many
cases, this is just a rubber stamp ”yes,” but in many cases, it requires a vote of some subset of
the group membership, either on-line or off-line. Going from the hardwired but parametrized
version of this in v1 to the more general approach of v2 has been challenging, and I believe it
represents a different paradigm for resource allocation and for access control.



