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ª·£wª�£K« ¡ Þ » � µ
ª·£wª�£]­ ß » � µ
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¼ #<,Ä* ! ¾ ,o2�â Â A5,/2 ! 0b?Uã
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¼ 8<?Iü[?U*�?UE ! ?åýè* ! 0+,/2t? ! 2 ¾ *Á?
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layer i+1

layer i

layer i-1

provides services

obtains services
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- electrical, mechanical modulation/detection

- common formatting, utilities

- session managment

- underlying OS security
- interoperation
- multiple applications

6- Presentation

5 - Session

4 - Transport

7 - Application 

- per-packet OH if datagram service
- higher level entities are treated same

2 - Link - only useful for immediate neighbors

1 - Physical

3 - Network

OSI Reference Architecture Layers

- end-to-end, process-to-process

- host identification only
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protocol A

protocol B
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¼ #<0�DF,ÄEb?Uã ÇeD�()?U* ¿
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¼ ç Å)(�¿
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application

presentation

session

transport

network

datalink

physical
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SHNHDH DT

SHNHDH DTPH PT
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TH

TH
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application
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transport

network

datalink

physical

relaydl dl
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relay

application

presentation

session

transport

network

datalink

physicalrelayp p

dl
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n n

dl’

chained
end-to-end

repeaterhost bridge router hostÉPÊ�ËeÌÎÍÐÏ � Ñ/��� ��, Ï Ö10 × Í 2
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ª·£[­�£Kë ¸ ¡ �

² õ



TCP

ARP RARP DHCP

UDP IGMP ICMP RIP

IP

OSPF

medium access

telnet

FTP MIME

SMTP SNMPBGP
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­ � �+��� ���'� ¸ ¢��7�®´;�7µ
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­§£[­ ß �®µîµî´	��� örìí�î�����3�K��� ñ ��� òd´ô�F���íì�µ
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­§£[­�£Kë ß �R>i�[Q �b´;�F��� ì
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­§£[­�£�¯ ø �]>i�d�7�>� �F���íì
­§£[­�£]ó 5 �;ò{´b�
­§£[­�£]¥ 5 �®µ �7�3���ú�F��� ì
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­§£�à�£K« ´�� �F¢ �;ìí�F�{�¶´ô�F��� ì Mí� µr�í���'� � ´Y>?>i�y�®µîµ � �7�3��µ �

�7�;ò{´ô�F��� ì�µy¢i�{¹iµ ±
­§£�à�£]­ �í� �®µîµr�]> ´°� �F¢ï�®ìí�F�{�b´;�F��� ì �Pì�ù ���_D ´;�F��� ì � � �®´ �

¹i´°µîµ � � �`>iµ ±
­§£�à�£áà µ7ì��[a<�]> ´����F¢ï�;ì �F�d�¶´ô�F���íì �dì�ù ���_D ´ô�F��� ì � � �®´ �

´�� �F¢ �;ìí�F�{�¶´ô�F��� ì ±
­§£�à�£Kë � �;òPòcb ��ì �ô� ì ´����F¢ï�;ì �F�d�¶´ô�F���íì � �7�F´°¹d>ï�§��� ±

È Ý



­§£�ë ÷ �F¢ï�>� ß �®µîµî´	��� » � �F¢ï�®ìí�F�{�+�K��� ñ ��� òd´;�F��� ì�µ
­§£�ë�£Nª �7�®¹i�C> �{´ô�F��� ì
­§£�ë�£K« >��;ì��d´�ò@� ù��7�®� �;�{¹ï�

È õ



­§£[ð ß �eM �Pò�� ¡ �f>��
­§£[ð�£Nª g§´GA ´
­§£[ð�£K« » �ú�F�%A��hbji
­§£[ð�£]­ � �]M Mi�7�;� µr�®�'µ
­§£[ð�£áà » ÷ º

Èk�



­§£{¯ 5 �®ìi�d´°ò�� ù �¬�®�LA �d� �
­§£{¯í£Nª ��� ìiì �®�ú�F�[A �����
­§£{¯í£K« ìï�+��� ���'� � ���f> �Pì �
­§£{¯í£]­ µy¹�´lD D �dìï�
­§£{¯í£áà �7�]>i�d�7�>� �F���íì
­§£{¯í£Kë ¹%���y� ¢�´lD D �®�3�dìï�
­§£{¯í£]ð µr� ì ´;�ê�7´°� �
­§£{¯í£�¯ D �]D ���y� �GFï¢�´���µ �F��� ì
­§£{¯í£]ó > �dµî� �GFï¢�´���µr�F���íì
­§£{¯í£]¥ µê�>�LA �d� � �GFï¢�´���µ �F��� ì
­§£{¯í£Nª]m � �dìiì����·�
­§£{¯í£Nª ª Mi�Ia��>� �\A��>� � �;� 3 �b�F´°µy¢

ÈP�



à � �+��� ���'� ¡ � ìí�7�y�íò{µ
àï£wª J ì��¶�y� ¹ �F��� ì
àï£wª�£Nª � �7�·�î����� ò�º@´b� �®�
�'9FDî&�&®ÇÄ, ! Dr2j, $ E
4¶9 2j*ÕDFE ¿ &ô$ *æ2on7Eb?B2æA<$ * é
� 97ÇÄ,ÄE é

È �



àï£�« » �b� �>µyµ ¡ � ìí�7�7� ò
àï£�«�£Nª ¹%� òP�d�ú� �7�í���F�Pì �
àï£�«�£K« ¹%���y� ¹i�7�·�î�®�ú�F���íì
àï£�«�£]­ ´�� �î� �¶´�òPò�Mi´°� �
àï£�«�£áà > �[a<�®�7�®ìí�F�{´�ò5´°�¶� �®µîµ �'��� ¢í�7µ
àï£�«�£Kë � �7� ��¹ D �\D M%�®�Fµ7¢��d¹
àï£�«�£]ð ¡ ÷ ø ³ »

ÈP�



àï£[­ » � �F¢ï�®ìí�F�{�b´;�F��� ì
àï£[­�£Nª 5 J ¡ ´�� �F¢ �;ìí�F�{�¶´ô�F��� ì ´°�'�)¢����î�®�ú�F���7�
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àï£�à ¸��'´WV � ¡ � ìí�7�7� ò
àï£�à�£Nª ø �í���F�Pì �
�'9'çí$ Çe, ! ( *�$ ¾ 2j,eE .
4¶9 Å (+E�DFC , ! *Á$ ¾ 2j,eE .
� 9'8<?U*Á$ ¾ 2j,ÄE�.
� 9�påE�, $ E *Á$ ¾ 2j,ÄE�.
� 9'#<0�D ¾ C C ,rqb? ¿
àï£�à�£K« � ´@>C> �dìï�
àï£�à�£]­ 5 �;ò{´b�
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4¶9':ï*-*�$3*¤#%$ *-*Á? ! 2j, $ E #%$ ãb? ¿
� 9 ½ D !Bé A@DF*-ã :ï*-*�$3*@#%$ *-*Á? ! 2Ã, $ E
� 9':ï*-*�$3* Å ?B2 ? ! 2j, $ E #%$�ã¶? ¿
� 9�t ý5# ¿ D7E�ã t � # ¿
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àï£[ð öêì �7�3��µy���íì 5 �+�î�>�ú�F��� ì
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�'9'ç§D !Bé ?B2 ¿
4¶9�v¤$ ¿ 2¤? � ?UE32 ¿
� 9'=wnyx ¿ 2ÃDr2t?
� 9�v¤$ ¿ 2 ¿ 2ÃDr2t?
àï£[ð�£K« » ì �ED ´�òK� 5 �+�î�®�ú�F���íì
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Symbols

Event Space Trace data E1 E2 E3 E4 E5 E6 ...

Reduced trace s1 s2 s3 s4 s5 s6 ...

Normal BehaviorsKnown
Attacks

Anomalies

observed

actual

future

Normal Behaviors

FSM

FSM Generation

Learning

Monitoring
Trace Data

Reduced
Trace

01100000010000000100000101000Trace Anomaly Signal:

# Anomalies in last M behaviors: ...44333444556665

Alarm Levels: 11000111112221

Window Size, M

Thresholds

Word LengthBehavior Space

Feature Selection and Mapping

Key: Derived sets, data, operationsSelected ParametersÉPÊ�ËeÌÎÍÐÏ � ÑwÓ É × Í{z � Ú�ÒO�P, ËeÌ � ËeÏ}|�~ � ÜØÏ � Ó8,Î× z �ÄÚ�	�� Ï Ö Ï � Ö Ê ×k,��ê× � Ï Ú
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Time of observation

N
um

ber of distinct behaviors observed

Learning what is normal�H���.���{�����$���'�k�������������.�����k�
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Time of monitoring

N
um

ber of anom
alies in last K

 events

Normal behavior

Attack 1

...

Attack N

T2

T1
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Time of monitoring

N
um

ber of anom
alies in last K

 events

T2

T1

Attack
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°²±´³f± ° Ù º]¸TÚÛÁÜÂC¸»º
Ã�ÄÝÈKÞLËÍÆ
ß�Ö Å×Ï�à�ÌBÎ�Æ=Ë/Ö Ë�ÏáÊÝØ
ÑKÄÝâ<ÞÝÇ ÏjãäÏ�È_ËåÅ
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Å
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ð ¶ ¹?ñ%½`·Hñ[ºBòóº\ñíô ºB½�õ Áeö�÷ø¸
ð ±$ù úwö_¹�¸»½Tº¿û ô ºG½�õ ÁÜö`÷ ü»ÂE½Tº¿ö�Ú?öLºB½ÝýW½`·[ÁEÂ þ×Ù º]û ÿ Á Áe÷ �
� È_Ë×Ï�Î¥Ó]Î¥ÏjËåÅ������	�
� ß´ÞçÎdÈKÏjË��dÞçÎ�
_Å
ð ±�� úwö_¹�¸»½Tº¿û ô ºB½�õ Áeö�÷ ü�ÂÜ½Tº]ö��:ý@¾Àº
ð ±�� ±ªù úwö_¹C¸y½Tº¿û � ÁÜ¸y½Ý¸ þ�¶ ��� �

ð ±�� ±�� � ÂE½Ýö_¹�¸y½Tº]û � Áe¸y½Ý¸ þ�¶ ��� �

ð ±�� ±cµ � ý��Ûº\ñ[º]û ÁÜ¹I½ÝÚ?¹I½
ð ±�� ± ° ¾Bñ�ý@¸T¸L·��S¾KýW½`·[ÁEÂ ¾��²º¿¾ç÷ �Sº���ÁeöÝº öÝº\ñ[º]ý@¸»º
ð ±�� ± ð û?ýW½Ýý ·OÂE½Tº! Üö_·%½#"
ð ±�� ±c³ ñOý$�Sº\ñí·HÂÜ½Tº	 eö_·[½#"
ð ±�� ±&% ¾hÁÜÂ'�SÂ²º�( º]ÂE½
ð ±�� ±*) Ú?öÝÁ^½Tº]¾é½`·�ÁÜÂ �:öÝÁ+( ñH·OÂC÷ ¾hÁ,( Ú?öÝÁ,( ·�¸»º
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ð ±´µ � º¿¾B¹�öÝº / Á,( ( ¹CÂ?·O¾G·�ýW½`·�ÁÜÂ
ð ±´µf±ªù õ ö_·[½Tº û²ÁWõ Â ��Áeö 0 / 1 ¸
ð ±´µf±�� 2 ýlñHñ[º]ö 3 ú ô ü 4 úwö_¹C¸y½Tº¿û �²Áe¸y½
ð ±´µf±cµ ô Ù � Ú?¹5( Ú
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