
� ��� � ���	��
 �� � � ����� ��
�� ������� 
���� �

!" #%$'&)(+*-,/.10325476'6'6 8�9;:<9>=@?BA5C DFE
GIHKJ)LNMPO/QSRUT�VXWPYZH[R/J1\]O_^`HKWbadcS^`QSWNceQSfgTihjWNkK^`WNQSQeR/^`WNkl WN^nmKQSRof/^nOXp+qrYtstu`HKR/^`vw\xy\[^`WNQSfzm{^|u|u`Q[}dstu|H[R/^|vN\'~��[�P�[�e���P���[�WNQeJ1H��rce^|f/Q]��Md����QevNM



� �����P�{� � �+� � �y�����������F� ��¡��
¢ � £��+�¤���¥� � ¡�¦ §�¨©� � ª � ¡«¦ ¬¨¯®±°

² �7����� ³ ¡��+���y� ��´�µ ¶r´±�7�F� �·�F�d���d�P�K�¸�

¹



º ¶»´��7�7� ��� � � �
º ¦ º ¼ ����� �¾½�� � �
¿ ?UÀÁ& ÂK$Ã*ÅÄ-(bC C ?B2j*-, !Æ! *Ç(È&�2É$y.1*ÊDy&¥03()9e9S9
Ë 9�Ì�*ÊDFÍ¤,o2j,Î$3E>DFÀ ! *Ç(È&�2É$y.1*ÊDy&¥03( ,_Ä Ä-(bC C ?B2j*-, !'ÏÑÐ $y2j0 &¥*-,ÒE ! ,Á&;DFÀ_Ä
0È$ÃÀÒÍ D ! $3C C $ÃE ÄÓ? ! *�?B2�Ô[2j0b?«Õ7?B(>Ö�×ÈÄÓ?UÍ ÂK$Ã* Ð $y2j0 ?UE ! *Ø(�&È2j,Á$ÃE
D7E¤Í ÍÈ? ! *Ø(�&È2j,Á$ÃEÙ9

4È9�ÌÚ0È?U*Û?'Ü12j0b?Ý&¥*-,eC DF*Ç( &>*Û$ Ð ÀÁ?UC ,ÁÄ�Õy?B( Í+,ÁÄ�2j*-, Ð × 2j,Î$3EÙ9
Þ 9'ß�àá# ! DFE 0b?UÀÁ& ÄÓ$ÃÀoâ)? 2j0>Dã2 &¥*Û$ Ð ÀÁ?UC Ð ( &>*�$gâb,eÍ+,eE . ! *Ç(È&È2t$�ä
.)*ÓD�&¥0¤, ! DFÀÒÀ/( Ät? ! ×+*Û? ! 0¤DFE¤EÈ?UÀÁÄ�Â[$Ã*<Õy?B( Í¤,_Ä-2j*-, Ð × 2j,Á$ÃEÙ9

å



æ 2j0b?U*Å&¥*Û$'&ç?U*Ç2è,Á?éÄ
Ë 9'ê ?éÄÊÄèDr.Ã?%ÄÉ,/.1E¤,ÒE�.Æ2j0>Dr2 ! DFE Ð ?©â)?U*-,/ë¤?UÍ Ð ( DFE'()$ÃEb?iA5,o2j0 EÈ$ÃE·ä
*Û?¸&>×¤Í¤,eDr2j,Á$ÃE

4È9'=«?BA &>*�$ Ð ÀÁ?UC Ï Ät? ! ×+*Û?©D�ÄÊÄÓ$ ! ,eDr2j,Î$ÃEì$7Â·2j0È?�Õ7?B(áA5,o2j0Ý2è0È?�&>*-,eE1ä
! ,Á&;D7À

Þ 9'í�?gDFÍÈÄÅ2É$ ÄÓ$ÃC ?�â)?U*Ç( Íb?¸?¸& &>0¤,ÒÀÎ$7Ät$'&>0¤, ! DFÀ¾,_ÄÊÄj×È?éÄ
î 9'ï $ÃÀÒ× 2j,Î$3EÈÄiÀÎ?gD7Í 2t$ÆÄj× ! 0 ! $ÃE ! ?¸&È2ÓÄ�D�Ä�2j0È?¯ð7A<? Ð $7Â>2j*-×ÈÄ�2tðìDFE+Í

ß�à�ñ
ò 9'ß�àá# ,ÁÄ±×ÈÄÉ×>DFÀÒÀo(ÝâÃ?U*Ø(5ÄjÀÁ$gA Ü Ð ? ! DF×�Ät?�,o2ó*Û?UÀÒ,Î?éÄ±$3EÑÀeDF*Ø.Ã?�,ÒE32t?I.Ã?U*
D7*Ê,o2j0¤C ?B2j, !

ô 9�Ìi(�&¥, ! DFÀeÀo( ×ÈÄÓ?UÍ 2t$ Ät?UE+Í Ä�(+C C ?B2è*-, ! Õ7?B( 2j0>Dã2 ,_Ä ×�Ät?UÍ Â[$Ã*
?UE ! *Ç(È&È2j,ÒE�. DFE¤Í ÍÈ? ! *Ç(È&È2j,ÒE�. C ?éÄÊÄèD».3?éÄ

õ 9�Ìö$¯ÄÉ,/.1E�D<C ?éÄÓÄjD».Ã?'ÜU*ÊDr2j0È?U*	2j0¤DFEáÄÉ,/.1E¤,ÒE�.�2j0b?óA50È$ÃÀÁ?�C ?éÄÓÄjD».Ã?'Ü
DÝÄÉC DFÀÒÀ>C ?éÄÊÄjD».Ã?ÚÍ¤,/.Ã?éÄ�2¯,_Ä ! $ÃC &>× 2t?UÍ ×�Äj,ÒE�. $ÃEÈ?Ú$yÂ÷2j0b?@$ÃEb?øä
A@D¸( 0¤D�ÄÉ0 Â�×+E ! 2j,Î$3EÈÄ�DFE+Í 2è0¤Dr2�*Û?éÄÉ×¤Ào2�,_Ä<2j0b?UE ÄÉ,_.1EÈ?UÍÙ9

ù



ú û � üy�{�bü �¾½Ñ� � �
Ë 9�Ì¯A<$ Õ7?B( Ä�DF*Û?Ñ×ÈÄÓ?UÍ ,eE�Ä-2t?gDFÍ $7Â$3Eb?'9
4È9 æ Eb?�Õ7?B( C DFÍÈ?Ý&>× Ð Àe, ! ÜÈÄt$ ÄÓ? ! ×¤*Û? ! 0¤DFE¤EÈ?UÀ Eb$y2ÚEb? ! ?éÄÊÄèD7*Ø(
Þ 9 æ 2è0È?U* Õ7?B( Õ7?¸&�2 Ät? ! *Û?B2gÜÅD¸âFDF,eÀeD Ð ÀÎ? $ÃE¤Ào( 2t$ &¥*-,ÒE ! ,Á&;DFÀÅA5,o2j0
A50+, ! 0 Õ7?B( &¥DF,Ò*«D�ÄÊÄt$ ! ,SDr2t?UÍ�9

î 9'ñ�Â�ý ,_ÄÑ2è0È? &>× Ð ÀÒ, ! Õ7?B( DFE¤Í þ ,_Ä�2j0b? &¥*-,/âFDr2t? Õ7?B()Ü�2j0È?UE Â[$Ã*
&>ÀSD7,eE32t?èÿ 2���Ü ! ,Î&>0b?U*Ç2t?èÿ�2��ì,_Ä

��� � Ô��	�BýFÖ
A50+, ! 0 ,_Ä�Íb? ! *Ç(È&�2t?UÍ Ð (

� � 
 Ô����øþ¥Ö� 
 Ô�� Ô��	�Bý'Ö��Bþ¥Ö
ò 9��ÆE3()$ÃEÈ? A5,o2j0 ý ! DFE�?UE ! *Ø(�&È2�D@C ?éÄÊÄèDr.Ã?'Ü Ð × 2ö$3E¤Ào( Õ7?B(b0b$ÃÀÒÍb?U*
A5,o2j0 þ ! DFE Íb? ! *Ç(�&È2�,o2g9

�



ô 9�Ìö$ ÄÉ,_.1E ��Üb×�Ät?Ñ*Û?Bâ)?U* Ät?Ý$'&ç?U*ÊDr2j,Î$ÃE�Ä Ï
� � 
 Ô��	�øþ¥Ö

2t$ â)?U*-,/Â ()Ü>*Û? ! ,Î&>,Î?UE'2 ! 0b? ! ÕÃÄÅ2è0¤Dr2
� � � Ô � �IýFÖ� � Ô�
 Ô��	�èþ>Ö��BýFÖ� �

õ 9��+$Ã*�2j0¤,_ÄUÜ>EÈ? ! ?éÄÓÄjDF*Ç( 2j0>Dã2«?UE ! *Ø(�&È2j,Á$ÃE DFE¤Í ÍÈ? ! *Ç(È&È2j,Á$ÃE ! $ÃC ä
C ×·2t?'Ü Ð ×·2<2j0b?B( ÍÈ$ ,eE C $FÄ�2 ! D�Ät?éÄU9

� 9'ñ�Â EÈ$y2gÜ'2è0È?UE Í¤,��	?U*Û?UE32©ÄÉ,_.)E¤,ÒE�. Õy?B( ×ÈÄÓ?UÍ DFE¤Í 2j0È?5C ?éÄÊÄjD».Ã?Ú,_Ä
?UE ! *Ç(È&È2t?UÍÝA5,o2è0 ,/2gÜã2j0b?UEÝâ)?U*-,oë¤?UÍ Ð (ìÍb? ! *Ç(�&È2j,eE .�A5,o2è0ì&¥× Ð ÀÒ, !
âÃ?U*Ê,oë ! Dr2j,Î$3E Õy?B()9

�



§ � ��µ��i�{� � � �3�K�F¡�� �+�F�{�
§ó¦ º ² �y�±���iü
§ó¦ º ¦ º  �"!Å´i�K�F����´
� .1*Û$Ã×È& ,_Ä D &;DF,Ò* # � $&%'�)(+*gÜ A50b?U*Û? % ,_Ä D Ät?B2 DFE+Í ( ,_Ä
D Ð ,ÒE>DF*Ç( Â�×¤E ! 2j,Á$ÃE $ÃE %áÜ>2j0>Dã2áÄjDr2j,ÁÄ�ë¤?éÄ�2j0b?�ÂK$3×¤*@Â[$ÃÀÒÀÎ$gA5,ÒE�. *�?øä
, ×+,e*Û?UC ?UE'2tÄ�Ôw#-��ñÇ=�ÖB9
Ë 9ÈÔN#«Ö%#<ÀÎ$7Ät?UÍ Ï . / ��0 1 %'� / ( 0 1 %
4È9ÈÔ2�ÑÖ��5ÄÊÄt$ ! ,SDr2j,oâ)? Ï. / ��0��3� 1 %'� Ô

/ ( 0gÖ4( ��� / ( Ô506( �»Ö
Þ 9ÈÔNñ Ö<ñNÍÈ?UE32j,/2Ç( Ï

798 ý 1 % Äj× ! 0 2j0>Dr2
. / 1 %'� / ( ý � ý'( / � /

î 9ÈÔN=5Ö¯ñNE3â)?U* Ät? Ï. / 1 %'� 798 /;:=< 1 % Äj× ! 0 2è0¤Dr2
/ ( />:?< � /;:?< ( / � ý

@



§ó¦ º ¦ ú ³ � �Å�¥ü ��½ ² �y�±���iü
A *Û$Ã×b&bÄÚC D¸( Ð ?
Ë 9ãë¥E+,/2t?Ý$Ã*<,ÒE ë¥E¤,o2t? Ô[A<?ìDF*Û?�,ÒE32t?U*�?éÄ�2t?UÍ ,eE ë¥E¤,o2t?Ý.1*Û$Ã×È&+ÄèÖ
4È9 ! $3C C × 2èDr2j,oâ)?á$Ã*<EÈ$y2

B # � $&%'�)(4*@,ÁÄ ! $ÃC C × 2èDr2j,/âÃ?Ý,C�. / ��0 1 %'� / ( 0D� 06( /

E



§ó¦ º ¦]§ FHG �?� �����>ü �¾½ ² �7������ü
Ë 9I$ÇñNE32t?I.Ã?U* ÄJ�LKH*
4È9I$Ç8@Dr2j,Î$ÃE¤DFÀ_Ä�ä)M36ON>�OP�*
Þ 9I$Çß$ÃÀo(+EÈ$ÃC ,eDFÀ_ÄQ�RKS*
î 9I$UT 6WVXVZY [ Ë�\ ��K ] ^Ãþ`_ba�^ Y *
ò 9I$UT Ë VXVZc [ Ë3\ �OP ] ^ÃþO_9ad^ c *¯A50b?U*Û?Hc ,ÁÄ�D &>*Ê,ÒC ?ÑE ×¤C Ð ?U*
ô 9I$eMgf 1 T Ë VhViY \ Ï Ôjfk��Y Ö� Ë NI�`P ] ^)þO_ba�^ Y *
õ 9I$&l Ô5%�Ö��Rm`*gÜ«A50b?U*Û? c nIÔo%<Ö ,_Ä 2è0È? ÄÓ?B2 $7Â &ç?U*-C × 2èDr2j,Á$ÃEÈÄ $3E
ÄÓ$ÃC ?5ÄÓ?B2p% DFE+Í m ,_Ä�Â�×+E ! 2j,Á$ÃE ! $ÃC &ç$FÄj,o2j,Î$3E

=@$y2t? Ô2f���Y Ö�� # q 
 Ô2fk��Y Ö

r



§ó¦ ú F �����>�Ws ü ³Ú���F���;´�� t���´��·�F����´
u ?Bë;EÈ?¯2j0b?�ÄÓ?B2©$7Â &	$7Äj,o2j,/â)?5,eE'2É?I.3?U*ÛÄ�ÀÁ?éÄÓÄ�2è0¤DFE Y DFE¤Í *Û?UÀeDr2j,/âÃ?UÀ/(
&¥*-,ÒC ?52É$ Y 2t$ Ð ?

v Ô�Y Ö� Mgf 1 T Ë VXVZY \ Ï Ô2f���Y Ö� Ë N
:�×+ÀÎ?U*�w Ä@Ìó$y2j,Á?UE32p�>×+E ! 2j,Î$3E ,ÁÄÚÍÈ?Bë¥Eb?UÍ D�Ä

x Ô�Y Ö� y v Ô5Y Özy
ñ�2 ,_Ä 2j0b? E ×+C Ð ?U*�$7Â�&	$7Äj,o2j,/â)? ,eE'2É?I.3?U*ÛÄ ÀÎ?éÄÊÄ 2j0>D7E Y 2j0>Dr2 DF*Û?
*Û?UÀSDã2è,oâ)?UÀo( &>*Ê,ÒC ?52t$ Y 9

{



ñ�Â	Y ,ÁÄ@&>*-,eC ?'Ü·2j0È?UE
v Ô�Y Ö�� T Ë VXVZY [ Ë3\

DFE+Í x Ô5Y Ö�� Y [ Ë
ñ�Â	Y � �}|¤Ü·A50È?U*�?~� DFE¤Í | DF*Û?�&>*-,eC ?'Ü·2j0È?UE

x Ô�Y Ö�� Ô�� [ Ë ÖBÔd| [ Ë Ö

¹��



§ó¦ ú ¦ º � ��µi�i�{� � F�G��Å�±´ �;´±�F�{�ç�F����´
�¥D ! 2 Ï ñ�Â�Y ,_Ä�Ä , ×¤DF*Û?øäNÂ�*Û?¸? Ôd,K9 ?'9SÜ1,o2¯ÍÈ$·?éÄ©Eb$y2Å0>D¸â)?��}�iD�Ä%DÆÂ�D ! 2t$Ã*
Â[$Ã*�DFE'( &¥*-,eC ?�� ÖøÜ·2j0b?UE. f 1 T Ë VhViY \ ��f?��] ^Ãþ`_ba�^ Y � f?���������R���-���i���9] ^Ãþ`_ba�^ Y
ñ�Â

� � Ë ] ^Ãþ`_ba�^ x Ô�Y Ö��
2j0b?UE f � � f < � f ] ^Ãþ Y

¹Ò¹



� ¼ ª	�
� ¦ º ¼ ª	� � �����¾�3���F¡��
Ë 9'ß�, ! Õ ÀeDF*Ø.Ã?�&>*-,eC ?éÄ6� DFE+Í |¤Ü+ÀÎ?B2�Y � �}|
4È9'ß�, ! Õ ý 1 T Ë VhViY [ Ë�\ � ÔNýO� x Ô�Y Ö-Ö� Ë
Þ 9'ß�× Ð Àe, ! àÆ?B( � $ ý`��Y *
î 9��ö,eE+Í þÙÜ·2j0b?ÑC ×¤Ào2j,Î&>Àe, ! Dr2j,/âÃ? ,eE3âÃ?U*ÛÄÓ?Ý$7Â�ý ] ^)þO_ba�^ x Ô�Y Öø9
ò 9'ß�*-,/â'Dã2É? àÆ?B( � $ þ}��Y *

¹/å



Ìö$ ?UE ! *Ç(È&�2 C ?éÄÊÄèDr.Ã? ] � Y Ü Ôd,_Â ÀeDF*Ø.Ã?U*IÜ�2è0È?UE Ð *Û?gDFÕ ,ÒE32t$
! 0 ×¤E+ÕÃÄèÖøÜ ! $ÃC &>× 2t?

��� ] ��] ^Ãþ`_ba�^ Y
Ìö$ Íb? ! *Ç(È&�2ãÜ ! $ÃC &¥× 2t?

] � � � ] ^Ãþ`_ba�^ Y � Ô2] �] ^Ãþ`_ba�^ Y Ö � ] ^Ãþ`_ba�^ Y
� ] � ��] ^)þO_ba�^ Y � ] ] ^ÃþO_9ad^ Y � ]

¹où



Ìö$ Äj,/.1EÙÜ ! $ÃC &¥× 2t?
� � ] ��] ^ÃþO_9ad^ Y

Ìö$ â)?U*-,_Â ( D ÄÉ,_.)E>Dr2j×¤*Û?'Ü ! $ÃC &>× 2t?
� � � ��] ^Ãþ`_ba�^ Y � Ô2] � ] ^Ãþ`_ba�^ Y Ö��-] ^Ãþ`_ba�^ Y

� ] � ��] ^ÃþO_9ad^ Y � ]
DFE+Í ! $ÃC &;D7*�? � 2t$ ]

¹ �



� ¦ ú ªö�>�+���3���¸� ��½ ¼ ª	�
�¥D ! 2t$Ã*-,eE . ÀeDF*Ø.Ã? E ×+C Ð ?U* Ä�D�&¤&ç?gDF* Ä«2t$ Ð ?�âÃ?U*Ø( 0>D7*ÊÍ�Ü;D7E¤Í 2j0>Dr2
,_Ä�2j0b? $ÃE¤Ào( A@D¸( A<? 2j0È?¸$Ã*Û?B2è, ! DFÀÒÀ/( Õ·EÈ$gA $7Âi2t$ Ð *Û?gDFÕ 8Úï�� ����¡  �£¢�¤W¥£¦¨§5©«ª¬ 9

¹C�



� ¦[§ ¶�� �����>� �;´��7�ç�F����´ �¾½ ¼ ª®�
� ¦[§�¦ º FHG �%��´��¥´±�F�d�;�F����´ ��½�¯@� �7��� ¶»´����¤���¥�'ü
ß?U*ØÂ[$Ã*-C ?èÿ+&ç$ÃEÈ?UE32j,SDr2j,Á$ÃE ×ÈÄÉ,eE . 2j0b? Ð ,ÒE>DF*Ç( ?èÿb&;DFE�Äj,Á$ÃE $7Â%2j0b?
?èÿ+&ç$ÃEÈ?UE32 Ï

f}°�� /
± :?< f ��²)³ �

/
± : � f ��²´³ � VXVhV

/ < f < / µ f µ
A50b?U*Û? / � /

± :?<
/
± : � VXVhV

/ < / µ
,ÒE Ð ,eE¤DF*Ç()9
ß�*Û? ! $ÃC &¥× 2t? 2j0b? &ç$gA�?U* Ä $7ÂSf 2t$ &ç$gA<?U*ÛÄ $7Â 4 Ð ( *Û?¸&ç?gDr2t?UÍ
Ä , ×>D7*Ê,ÒE�. fk��f � ��f?¶Q��f¸·z��VXVhV
ß?U*ØÂ[$Ã*-C C $�Í+×¤ÀeDF*<*Û?UÍ¤× ! 2j,Î$ÃE D»Â 2t?U*%?gD ! 0 C ×+À/2j,Á&¥Ào(
Ìö$y2èDFÀ¥A<$Ã*-Õ ,ÁÄ�ÀÒ,ÒEb?gDF*«,ÒE 2è0È?�E·×¤C Ð ?U*©$yÂ Ð ,o2ÓÄ@$7Â

/
9

� ¦[§�¦ ú tÑ�d´�µ��d´�� �d� �y� � �i�3�d� �>ü
¹ ÄÓ? :�×¤ÀÁ?U*�w Ä@ÌÚ0b?¸$3*�?UC 2t$ .1×È?éÄÓÄ@DFE¤Í â)?U*-,/Â (

¹�@



� ¦ � � �»�7� ��ºóü �±´ ¼ ª®�
Ë 9��¥D ! 2t$Ã*-,ÒE�.
4È9'í�,eC ,o2t?UÍ &¥ÀeDF,eE'2É?èÿ 25Dr2-2èD ! Õ
Þ 9'ï)(�Ä�2t?UC Dy&¤&>*�$ÃD ! 0

¹ E



¬ � � � ª »ì� ���i�P�d� � �b� � �y�����������'�÷��¡±� ª�7� ´�µi�÷�'µiü
8Úï�� u ï¤ñ0>D�Äi&¥*Û$�Í+× ! ?UÍ DìE ×+C Ð ?U*�$7Â Ä-2èDFE+Í>DF*-ÍÈÄ�ÂK$3*�×�Ät?@$7Â�ß�à
! *Ç(È&�2É$ ÄÓ$ 2è0¤Dr2<2j0È?ÝÄÉ× Ð 2èÀÁ?ÆA@D¸( ÄÚ,eE A50+, ! 0 2j0b?ÆÄ-( Ä-2t?UC C D¸( Ð ?
×ÈÄÓ?UÍ ,ÒE DFE ,ÒEÈÄÓ? ! ×¤*Û? A@D¸( DF*Û? D¸â)$Ã,ÒÍb?UÍ�ÜóDFE¤Í ÄÓ$ 2è0¤Dr2 Í+,C�	?U*Û?UE32
$Ã*Ø.·DFE+,Z¼rDã2è,Á$ÃE�Ä ! D7E Ð ×+,eÀÒÍ ÄÓ$7Â 2ØA@DF*Û?�2j0>Dr2Ú,eE'2É?U*Û$'&ç?U*ÊDr2t?éÄg9
ï�?¸?Ñ032-2t& Ï�½�½ A«A«A 9�* ÄjD�ÄÓ? ! ×¤*-,/2Ç()9 ! $3C ½ Ä�2øD7E¤Í>D7*ÊÍ�Ä ½

¹�r



Ë 9'ß�àá#«ï ¾ Ë Ï 8Úï�� #<*Ç(È&È2t$7.)*ÓD�&¥03( ï)2øD7E¤Í>D7*ÊÍ
4È9'ß�àá#«ï ¾ 4 Ï ,ÒE ! $Ã*Û&ç$Ã*ÊDr2t?UÍ ,ÒE32t$ ßiàá#«ï ¾ Ë
Þ 9'ß�àá#«ï ¾ Þ Ï u ,C¿ ?øä ¿ ?UÀÒÀeC DFE àá?B( ��.1*Û?¸?UC ?UE32�ï12èDFE+Í>DF*-Í
î 9'ß�àá#«ï ¾ î Ï ,ÒE ! $Ã*Û&ç$Ã*ÊDr2t?UÍ ,ÒE32t$ ßiàá#«ï ¾ Ë
ò 9'ß�àá#«ï ¾ ò Ï ß�D�ÄÊÄ�A�$3*ÊÍ1äÁÀ%D�ÄÓ?UÍ #<*Ç(È&�2É$y.1*ÊDy&¥03( ï)2èDFE¤Í¤DF*-Í
ô 9'ß�àá#«ï ¾ ô Ï :ÿ 2t?UE¤Íb?UÍ1äÛ#%?U*Ç2j,oë ! Dã2É? ï1(bE32èDgÿ ï12èDFE+Í>DF*-Í
õ 9'ß�àá#«ï ¾ õ Ï #<*Ç(È&�2É$y.1*ÊDy&¥0+, ! ê ?éÄÊÄjD».Ã?ìï1(+E'2øDUÿ ï12èDFE¤Í¤DF*-Í
� 9'ß�àá#«ï ¾ � Ï ß�*-,oâ'Dr2t?øä àÆ?B( ñNE ÂK$Ã*-C Dã2è,Á$ÃE ï)(+E32èDgÿ ï12èDFE+Í>DF*-Í
Â 9'ß�àá#«ï ¾ Â Ï ï�?UÀÁ? ! 2t?UÍ �<2Ê2j*-, Ð × 2t?ÝÌi(È&ç?éÄ
Ë 6b9'ß�àá#«ï ¾ Ë 6 Ï #%?U*Ç2j,/ë ! Dr2j,Á$ÃE 8�? , ×b?éÄ�25ï1(bE32èDgÿ ï12èDFE+Í>DF*-Í
Ë'Ë 9'ß�àá#«ï ¾ ËFË Ï #<*Ç(È&�2t$7.1*ÊDy&¥0+, ! Ìó$3Õ7?UE ñNE32t?U*ØÂ{D ! ?ìï12èDFE+Í>DF*-Í
Ë 4È9'ß�àá#«ï ¾ Ë 4 Ï ß?U* Ät$ÃE¤DFÀ�ñNE ÂK$Ã*-C Dã2è,Á$ÃE :ÿ ! 0¤DFE�.Ã?�ï)(+E32èDgÿ ï12èDFE·ä

Í¤DF*-Í
ËUÞ 9'ß�àá#«ï ¾ Ë Þ Ï :�ÀeÀÒ,Î&�2j, ! #<×¤*Çâ)?ì#<*Ç(È&�2É$y.1*ÊDy&¥03( ï)2èDFE¤Í¤DF*-Í
Ë î 9�ÃÄÃQÃ
Ëgò 9'ß�àá#«ï ¾ Ëgò Ï #<*Ç(È&�2t$7.1*ÊDy&¥0+, ! Ìö$ÃÕ7?UE ñNE�Â[$Ã*-C Dr2j,Á$ÃE �¤$3*ÊC Dr2

ï)2èDFE¤Í¤DF*-Í

¹�{



¬¦ º � � � ª�Å º
¬¦ º ¦ º ¼ ª	� �;´��È�y� � �F����´
B �+$Ã*-C Dã2 Ï T 6+y�4>y>Æ � *ÊDFE¤ÍÈ$ÃC Ð (12É?éÄgyX6;yXÍ>Dã2øD \
B ÌÚ0È? ê ïÀ�(·2t? $7Â�¼U?U*Û$ ,_ÄÚ2t$ .)×>DF*ÊDFE32t?¸?Ý2j0¤Dr2@2è0È? C ?éÄÊÄèD».3?ì,_Ä
ÀÁ?éÄÊÄ¯2j0>DFE 2j0b?ÑC $ Í¤×¤ÀÒ×ÈÄ

B ÌÚ0È?Ñ4 ,_Ä�D ÂK$3*ÊC Dr2¯2Ç(È&ç? Ô Ë ,_Ä�ÂK$Ã*©Äj,/.1E¤Dr2j×¤*Û?éÄøÖ
B ÌÚ0È?Æ*ÊDFE¤ÍÈ$ÃC Ð (·2t?éÄ@D7*�?áEb$ÃE1ä5¼U?U*Û$ ÄÓ$ 2j0>Dr2-¼U?U*Û$ ! D7E Ð ?Ý×ÈÄÓ?UÍ
2t$ Íb?UÀÒ,eC ,o2 2j0È? Í>Dr2èD Â�*Û$ÃC 2j0È? &;DFÍ+Í¤,ÒE�.¥ÜÑDFE+Í Â[$Ã* ! $ÃE�Â�×·ä
ÄÉ,Á$ÃE Ô[2j0¤,_ÄóÄÓ$�ä ! DFÀÒÀÎ?UÍ ! $3E�Â[$Ã×¤E+Íb?U*�A5,eÀÒÀ·&¥*Û?Bâ)?UE'2�2j0b?�ÄjDFC ?©Í¤Dr2èD
Â�*Û$ÃC ÀÁ$·$ÃÕ1,eE . 2j0b?ÆÄèDFC ?�D»Â 2t?U*¯?UE ! *Ç(È&È2j,Á$ÃE¥Öø9

B ÌÚ0È?�6 ÍÈ?UÀe,ÒC ,o2ÓÄ«2j0È?�&¥DFÍ Â�*Û$ÃC 2j0È?�Í¤Dr2èDÈ9

åÇ�



B ÌÚ0È? ! $3E�Â[$Ã×¤E+Íb?U*<0È?UÀÎ&bÄ@?UÀe,ÒC ,ÒE>Dr2t?á2è0È?á2j0+*�?gDã2@$7Âö?UE ! *Ø(�&È2j,ÒE�.
D Àe,ÒC ,o2t?UÍ E ×¤C Ð ?U*�$yÂ¾&ç$FÄÊÄj, Ð ÀÁ?ÑC ?éÄÓÄjD».Ã?éÄ%DFE¤Í ! $ÃC &¥DF*-,eE . 2t$
2j0È?á?UE ! *Ç(È&�2É?UÍ C ?éÄÓÄjD».Ã?5ÄÓ?UE32©ä�2j0È?�Dã2Ê2èD ! Õ7?U*�A<$Ã×+ÀeÍ 0¤D¸â)?�2t$
.)×b?éÄÊÄ%2j0b?Ý&;DFÍ+Í¤,ÒE�. D�Ä¯A<?UÀÒÀ�9

B ñ�2�DFÀÁÄÓ$Ñ&>*Û?Bâ)?UE32ÓÄ�&>*�$ Ð ÀÁ?UC Ä�Â�*�$3C ÄÓ?UE¤Í+,eE .Ý2j0È?%ÄjDFC ?¯C ?éÄÊÄèDr.Ã?
2t$ C ×+À/2j,Á&¥ÀÁ? *�? ! ,Á&¥,Á?UE32ÓÄÝA50È?UE ?Ä� Þ D�ÄìÀÁ$ÃE . D�ÄÆ2j0È? &;DFÍ+Í¤,ÒE�.
,_ÄÚÍ+,C�	?U*Û?UE32«Â[$Ã*¯?gD ! 0 *�? ! ,Á&¥,Á?UE32g9

B ñ�Â>?Ä� Þ Ür2j0b?UE ,o2 &>*Û?Bâ)?UE32ÓÄ2j0È?%&>*Û$ Ð ÀÁ?UC $7Â¤Ät?UE+Í¤,ÒE�.ìD�C ?éÄÊÄèDr.Ã?
2j0¤Dr2©,ÁÄ©Eb$ C $3*�?Å2è0¤DFE $3Eb?¯2j0¤,Ò*-Í 2j0b?ÚÀÁ?UE�.F2j0 $7Âç2j0b?ÚC $ Í¤×¤ÀÒ×ÈÄ
äÚ2j0b? Ät? ! $ÃE+Í Ð (·2t? ,ÁÄ Eb$3E·ä�¼U?U*�$ Ät$ 2j0¤,_Ä A5,ÒÀeÀiEb?Bâ)?U* 0>D�&¤&ç?UE
Ô[2j0b? ! × Ð , ! *Û$·$y2�Dr2-2øD ! Õ Öø9

å�¹



¬¦ º ¦ ú ¼ ª	� ª����±´��P´ �
B �+$Ã*-C Dã2 Ï

T 6+y Ë y>Æ � � Ð (·2t?éÄÈy 6+y Â[$Ã*-C Dr2-2t?UÍ Í+,_.3?éÄ-2 \
B 2j0È? Â[$Ã*-C Dr2-2t?UÍ Í+,_.Ã?éÄ�2 ,_Ä 2j0b? Í¤,/.Ã?éÄ-2 2Ç(È&ç? DFE+Í 2j0b? Í¤,/.Ã?éÄ-2
?UE ! $�ÍÈ?UÍ ,eE �Ñï+=ì9 Ë

B ÌÚ0È? ê ïÀ�(·2t? $7Â�¼U?U*Û$ ,_ÄÚ2t$ .)×>DF*ÊDFE32t?¸?Ý2j0¤Dr2@2è0È? C ?éÄÊÄèD».3?ì,_Ä
ÀÁ?éÄÊÄ¯2j0>DFE 2j0b?ÑC $ Í¤×¤ÀÒ×ÈÄ

B ÌÚ0È? Ë ,_Ä<2j0b?áÂK$3*ÊC Dr2¯2Ç(È&ç?ÝÂ[$Ã*©Äj,/.1E>Dã2è×+*Û?éÄ
B ÌÚ0È? &¥DFÍ¤Í+,eE . Ð (12É?éÄÆ?UE�Äj×+*Û? 2j0>Dr2á2j0È? E ×+C Ð ?U*�,ÁÄÑÀeDF*Ø.Ã? DFE+Í
×+E¤ÀÒ,eÕy?UÀ/( 2É$ Ð ?ìD ÄÉC $·$�2è0 E ×¤C Ð ?U*

B ÌÚ0È?�6 ÍÈ?UÀe,ÒC ,o2ÓÄ«2j0È?�&¥DFÍ Â�*Û$ÃC 2j0È?�Í+,_.Ã?éÄ�2

åÒå



B ÌÚ0È?�Í+,_.3?éÄ-2 Â[$Ã*-C Dr2-2j,ÒE�.�,eE ! Àe×+Íb?éÄ�2j0b?<Í¤,/.Ã?éÄ�2�2Ø(�&	?©2t$Ý&>*Û?Bâ)?UE32
Dã2Ê2èD ! Õ3Ä2j0>Dã2�×ÈÄÓ?<D«A<?gDFÕ�Í¤,/.Ã?éÄ�2�2Ç(È&ç?i2É$Æ&>*�$ Í¤× ! ?�D5Í+,C�	?U*Û?UE32
C ?éÄÓÄjD».Ã?iA5,o2è0 2j0b?%ÄèDFC ?�Í+,_.Ã?éÄ�2�D�Ä�2j0È?«Í¤,/.Ã?éÄ�2 ()$Ã× ×ÈÄÓ?UÍÙÜ3DFE+Í
2j0È?UE 0¤D¸â)?@2j0È?á*Û? ! ,Î&>,Î?UE'2 Ð ?UÀÒ,Î?Bâ)?�2j0>Dã2�()$Ã× Äj,/.1EÈ?UÍ 2j0b?�$y2j0b?U*
C ?éÄÓÄjD».Ã?�A5,o2j0 2j0È?áA<?gDFÕ7?U*%Í¤,/.Ã?éÄ�2�2Ç(È&ç?'9

åÎù



®  �ÊÉ �O»RË �;�P�d� � ´
®ó¦ º � �9� � �;´±�7ü
B æ ÀeÍÈ?éÄ-2�ßiàá# Ä-2j,ÒÀeÀ�,eE ×�Ät?
B ß�*Û$gâ+,ÒÍb?éÄ�D C ?gDFE�Ä¯Â[$Ã*©.3?UEb?U*ÊDr2j,eE . D ÄÉ0>DF*Û?UÍ ÄÓ? ! *Û?B2
B�Ì ,eÀÒÀ EÈ$y2@&>*Û$gâ+,ÒÍb? D7× 2j0b?UE32j, ! Dr2j,Î$3E Ð ( ,/2ÓÄÓ?UÀ_Â
B Í DFE¤Í Î Ä-2èDF*Ç2�$Ã× 2¯A5,/2j0 Eb$ Õ·EÈ$gA5ÀÎ?UÍ .Ã? Dã2�DFÀÒÀ
B ÌÚ0È?B( ?èÿ ! 0>D7E�.Ã?ÆÄt$3C ?Ý,eE ÂK$3*ÊC Dr2j,Î$ÃE &¥× Ð ÀÒ, ! D7ÀeÀo(
B ��Â 2t?U*ÇA@DF*-ÍÈÄUÜ>?gD ! 0 A5,ÒÀÒÀ Ð ? D Ð ÀÎ?Ñ2t$ ÍÈ?U*Ê,oâ)? D ÄÓ? ! *Û?B2«2è0¤Dr2áEb$�ä
Ð $�Í·( ?UÀÁÄÓ?ìÕ1Eb$gAÚÄUÜ�?Bâ)?UE 2j0b$Ã× .10 2j0b?Ý?èÿ ! 0>D7E�.Ã?5A@D�Ä�&>× Ð ÀÒ, ! 9

B æ E ! ? Í D7E¤Í Î 0>D¸â)?ÑD ÄÓ? ! *Û?B2ãÜ)2è0È?B( ! DFE ×�Ät?�2j0+,ÁÄ¯2t$ ÍÈ?U*Ê,oâ)?
Ä�(+C C ?B2j*Ê, ! Õ7?B( Ä�Â[$Ã* ! $ÃE3â)?UE'2è,Á$ÃE¤DFÀb?UE ! *Ø(�&È2j,Á$ÃEÙÜÃÄÉ,_.1E+,eE .¥Ü)?B2 ! 9

å �



®ó¦ ú  �ÊÉ �O»RË �;�P�d� � ´ � �7�Ù����� ���
Ë 9 Í DFE¤Í Î &¥× Ð ÀÒ, ! DFÀÒÀo( DFE¤EÈ$Ã×¤E ! ?Ñ&¥*-,ÒC ?ìE·×¤C Ð ?U*�� D7E¤Í Ð D�ÄÓ?Ï � �
4È9 Í &¥, ! ÕÃÄ�*ÊDFE¤ÍÈ$ÃC %9ÐöÜÎ &¥, ! ÕÃÄ�*ÊDFE¤ÍÈ$ÃC %�Ñ
Þ 9 Í ! $ÃC &>× 2t?éÄ�Ò Ð � ÏÔÓRÕ ] ^ÃþO_9ad^���ÜÎ ! $ÃC &>× 2t?éÄ�ÒÖÑ � Ï>ÓR× ] ^)þO_ba�^��
î 9 Í Ät?UE+ÍÈÄØÒ�Ð 2t$ Î ÜIÎ ÄÓ?UE¤Í�Ä�ÒÖÑ 2t$ Í
ò 9 Í ! $ÃC &>× 2t?éÄÚÙ � Ò Ó ÕÑ ] ^Ãþ`_ba�^���ÜÎ ! $ÃC &>× 2t?éÄÚÙ � Ò Ó ×Ð ] ^Ãþ`_ba�^��
ô 9'ïÈ0>DF*Û?UÍ ÄÓ? ! *Û?B2�Ù ,ÁÄ

Ù � Ò ÓRÕÑ ] ^Ãþ`_ba�^�� � Ô Ï Ó × ] ^Ãþ`_ba�^�� Ö Ó�Õ ] ^Ãþ`_ba�^��
� Ï � Ó × �«� Ó�Õ � ] ^)þO_ba�^�� � Ï � Ó�Õ �«� Ó × � ] ^Ãþ`_ba�^��

� Ô Ï Ó Õ ] ^Ãþ`_ba�^�� Ö ÓL× ] ^Ãþ`_ba�^�� � Ò ÓL×Ð ] ^Ãþ`_ba�^��

å��



B Í D7E¤Í Î EÈ$gA Äj0¤DF*Û? ÄÓ? ! *�?B2 Ù Ü¯A50+, ! 0 Eb$ Ð $�Í·( A5,o2è0È$Ã× 2
Õ1Eb$gA5ÀÁ?UÍ�.Ã?Ý$7Â6% Ð $Ã*Û% Ñ ! D7E Íb?U*-,/âÃ?'9

B Ìö$ ÍÈ?U*Ê,oâ)? %9Ð $3*p%�Ñ�Ü�D7E Dr2-2èD ! Õ7?U*@C ×ÈÄ�2 ! $3C &¥×·2É?�2j0È? Ü¡§2�¨Ý
Þ ¦3ß�©àß ¢á¥�¤W�¡¦J§5©«ª"¬ $7Â©D ÀSD7* .3? E ×¤C Ð ?U*IÜ¤A50¤, ! 0 ,_Ä Ð ?UÀÒ,Î?BâÃ?UÍ 2t$
Ð ?5â)?U*Ç( 0>DF*-ÍÙ9

B %bÐ � Í¤,_Ä ! *Û?B2t?ìÀÁ$7. Ð D�ÄÓ? Ï $7ÂâÒbÐ ] ^ÃþO_9ad^��

åÇ@



= g XY mod n = g XY mod n

Diffie-Hellman Key Exchange

A B
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n,g,g X mod n

mod nYg
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mod n) mod n(g (g
X X mod n)

Y
mod n

To break, attacker must solve discrete logarithm problem

Susceptible to Bucket Brigade Attack (Man in the Middle)
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