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Abstract—Practical data analysis scenarios involve more than just the interpretation

of data through visual and algorithmic analysis. Many real-world analysis environments

involve multiple types of experts and analysts working together to solve problems and

make decisions, adding organizational and social requirements to themix. We aim to

provide new knowledge about the role of provenance for practical problems in a variety of

analysis scenarios central to national security. We present the findings from interviews

with data analysts from domains, such as intelligence analysis, cyber-security, and

geospatial intelligence. In addition to covering multiple analysis domains, our study also

considers practical workplace implications related to organizational roles and the level of

analyst experience. The results demonstrate how different needs for provenance depend

on different roles in the analysis effort (e.g., data analyst, taskmanagers, data analyst

trainers, and quality control analysts). By considering the core challenges reported along

with an analysis of existing provenance-support techniques through existing research and

systems, we contribute new insights about needs and opportunities for improvements to

provenance-support methods.
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& MANY PRACTICAL FORMS of data analysis

involve extracting meaning and insight from

diverse and distributed data by progressively

reducing the ambiguity in the available informa-

tion.1 While analytic techniques and advance-

ments in data science assist by automating

certain aspects of the analysis pipeline, the

complexity and uncertainty needed for real

decision making makes human involvement sig-

nificant and inevitable.2 Visualization techniques

are often combined with analytic methods to

support the integration of human and machine

capabilities for data exploration by enhancing

sense-making and cognitive capabilities with var-

ious types of visual and interactive systems. In

the past two decades, a large body of research

has been done in the visualization, human–com-

puter interaction, and intelligence communities

to understand the problems of data analysis

and to develop various innovative solutions to

address the needs of the analyst.3 Significant

research has advanced the effectiveness and

performance of computational algorithms, and

the refinement of new visual designs provides

benefits for meaningful extraction of information

from data.

Yet, practical data analysis scenarios

involve more than just the interpretation of

data. Many real-world analysis environments

involve multiple types of experts and analysts

working together to solve problems and make

decisions, adding organizational and social

requirements to the mix. Through the process-

ing workflow, the data itself undergoes changes

and transformations as it moves through the

computational pipeline. The already-complex

processes for data analysis are interwoven

with further challenges relating to the need for

verification, collaboration, and communica-

tion. It is no surprise, then, that many efforts in

research and practice have focused on sup-

porting the history or provenance of data analy-

sis.4 In general, analytic provenance refers to

the history of changes to data, system state,

user interactions, and human understanding

during analysis.4

Many studies have analyzed the process of

data analysis and derived needs and requirements

for data analysis systems.4;5 While provenance is

generally believed to be of critical importance

across an array of areas in data science, the utility

of provenance is also different across domains

and organizations. Previous work has highlighted

the complexity of the many different perspectives

and purposes for provenance,4 but there remains

a need to understand how the needs and pur-

poses for provenance apply in real analysis

environments.

In our research, we aim to provide new

knowledge about the role of provenance for

practical problems in a variety of analysis sce-

narios central to national security. We present

the findings from interviews with data analysts

from domains, such as intelligence analysis,

cyber-security, and geospatial intelligence. In

addition to covering multiple analysis domains,

our study also considers practical workplace

implications related to organizational roles and

the level of analyst experience. By considering

the core challenges reported along with an anal-

ysis of existing provenance-support techniques

through existing research and systems, we con-

tribute new insights about needs and opportuni-

ties for improvements to provenance-support

methods.

Thus, our study addresses the following.

1. Summarize the needs and requirements for

provenance support across different roles

and domains in real-world national security

data analysis scenarios.

2. Identify the primary purposes and methods

where provenance is currently captured and

utilized.

3. Identify possible opportunities for advance-

ments and new techniques for provenance

support in analytic and visualization

systems.

Research objectives 1 and 2 are addressed

in the Role of Provenance by Tasks section as

findings from our interview. The Opportunities

section addresses Research objective 3.

RELATED WORK
Before presenting our new findings about the

place of provenance in practical data analysis

environments, we will provide an overview of

related studies and tools.
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Sensemaking and Intelligence Analysis

Exploratory data analysis involves deriving

useful insights from diverse and distributed

sources. It generally involves fusing conflicting

or incomplete data from multiple sources and

validating against various competing hypothe-

ses. A large and growing body of literature has

done investigations on understanding the analy-

sis process and prescribing strategies and

designing algorithms to efficiently collect, pro-

cess, and analyze data.1 Researchers interacted

with various analysts and developed process

models that help to understand the cognitive

nature of the analysis process.6 Most of them are

iterative and nonlinear in practice.

Data exploration is an intense cognitive

task, and recall is an important aspect toward

formulating various hypotheses to solve a

problem.3 Cognitive ability and limitations are

an important aspect of intelligence analysis,

as it influences balancing limitations in human

processing with strategies for leveraging expe-

rience and expertise.7 Cognitive psychology is

a scientific field that focuses on studying vari-

ous factors that contribute to the information

processing aspect of the human brain. Cogni-

tive limitations can be a major reason why

people sometimes fail to link decisions with

evidence.2

Analysts are constantly challenged to work on

multiple tasks at a time or sometimes asked to

work on quick response tasks. During quick

response tasks, an analyst will have to completely

stop what they were doing and start working on

the new, high priority task. After the quick

response task is done, they will have to go back to

their previous task. Limited attention is one of the

major factors that limits a human’s ability to per-

form multiple tasks at the same time. Attention is

generally considered to be a cognitive effort that

depends on various factors like environment,

type of tasks, and the individual’s mental state.6

Since intelligence analysis is a complex cognitive

process, it is not easy to get back to the previous

state of mind quickly. During the analysis pro-

cess, analyst takes quick notes to help them recall

important information in future.

Knowledge elicitation is a crucial step in

the context of psychological research in under-

standing the experts.8 There is a large volume

of published studies describing various knowl-

edge elicitation methods to understand how

experts perform their mental process in the

field of decision making, information analysis,

etc. However, there is a lack of research in the

area of visual analytics on how to support

knowledge elicitation in complex data analysis.

Most of the data analysis enterprises work on

multiple shifts with multiple analysts working

on the same task in different shifts. In those

kinds of scenarios, every analyst will have to

transfer their knowledge captured during their

shift to the next shift analyst and vice versa.1

Developing more rational processes and sup-

porting them with good interface designs has

proven to garner better results in enhancing

the decision-making behavior of human ana-

lysts. Our research focuses on the role of prov-

enance for operational activities in data

analysis environments, which not only include

data analysis, but also account for broader

associated activities of real-world settings.

Provenance Analysis for Sensemaking
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Analytic Provenance

A considerable amount of research has been

done on capturing behavioral data during the

analysis task that could be used for various pur-

poses, such as externalizing analyst thought pro-

cess,5 reproducability of analysis workflow,9;10

recall analysis steps, and results.11 These types

of interaction histories that help an analyst to

recall the computational sequences and the

states traversed to arrive at the result was

termed as analytic provenance by the visual ana-

lytics community.4 Various studies have shown

the value of interactions and their benefits in

information sense making.12;13 Detailed studies

on the definitions of provenance and their cate-

gorizations were discussed in various papers.4

Ragan et al.4 presented an organization frame-

work by studying different types of provenance

and their purpose. Most of these provenance

based studies were mainly focused on under-

standing provenance from task perspective, i.e.,

how provenance is useful for the task to be done

effectively. Human mental process is one of the

most important factors in performing explor-

atory data analysis. The reflection of insights

gathered at each step is very important in pro-

gressing to the next step. Since the reflection

happens in the analyst’s head, there is no direct

way to capture this information. We wanted to

understand the concept of provenance and its

purpose from the analyst’s perspective. It will be

helpful to understand how they are currently

capturing and using provenance, as well as to

identify the gaps in the technologies in terms of

provenance support.

Visualizing or summarizing the provenance

collected will help an analyst to have a quick

understanding of the provenance data. Depend-

ing on the type and amount of provenance

collected, understanding or making sense of

the provenance data can be time consuming.

CLUE (Capture, Label, Understand, Explain) pro-

vides a model to integrate provenance captured

during the analysis stage and construct visual

stories called “Vistories” using key terms and

annotations.14 Provenance is collected at each

stage of the analysis in the form of interactive

histories and evidences, and the insights and

annotations done by analysts are important for

reasoning.13 With more provenance collected,

analysis becomes very difficult. Ragan et al.15

has cataloged different types of provenance and

their purpose in the field of visual analytics.

However, little work has investigated the sense

making of provenance itself.

Provenance Support in Data Analysis Tools

Various visual analytic tools have been

built with provenance support that help ana-

lysts to reason with various evidences col-

lected during the analysis process.13 A vast

majority of the tools that have provenance

support, provide provenance capture through

manual annotations. The manual annotations

expect an analyst to provide detailed informa-

tion on each of the activities they perform on

the data. Although the manual annotation

method is very effective, one of the problems

with this kind of approach is the lack of consis-

tency. The quality of the provenance depends

on the analyst’s ability to annotate. In order to

mitigate the issue of inconsistent annotations,

various studies have been conducted to infer

insight provenance from lower level interac-

tion data like mouse movement, clicks, drag

and drop, filter, etc. Visual history of the analy-

sis steps have proven to be effective in pro-

cess recall, and various methodologies have

been developed to evaluate how visual tools

influence process memory.4 Automatic prove-

nance capturing capabilities are built into vari-

ous visual analytic tools like GraphTrail10 and

SenseMap.11 Provenance collected during the

exploration process has been used to under-

stand the sensemaking process11 and gauge

the utility of visual analytic tools.10

Many studies have illustrated the value of his-

tory tools in the context of individual use10 and

also in group use, such as collaborative data visu-

alization.16 In collaborative data analysis, it is

important for an analyst to know what analysis

has been done and what is left. Visualization his-

tories have proven to be efficient communication

mediums in collaborative scenarios, and various

studies have been performed in understanding

the importance of dimension-oriented views in

understanding provenance data.16 Semantic mod-

els can be used to analyze lower level interaction

logs and identify higher level functions like

filtering, aggregation, bookmark, etc. Graphtrail
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capture provenance in the form of workflow dur-

ing data analysis and visual exploration.10 These

integrated workflows help to recall the explora-

tion history in an intuitive interface, though unfor-

tunately they are limited to sequential workflows.

Given that a majority of the analysis tasks are

iterative in nature, this kind of approach is

restrictive.

APPROACH
In order to explore the needs and require-

ments of the data analyst and identify areas of

concern that are not entirely addressed with

existing tools, we conducted semistructured

interviews with data analysts from different

domains. Our study aims to understand a holis-

tic picture of the various tasks performed by

analysts in their day-to-day operations and study

how provenance data is currently used and

could be better supported to improve job effi-

ciency and quality.

Participants

In order to make this a comprehensive

study, we selected a diverse cross-section of

data analysts from various domains, age groups,

and expert levels (see Figure 1). The participants

are primarily selected from three different

domains: first, intelligence analysis, second, geo-

spatial-imagery analysis, and third, cyber-secu-

rity analysis. Four of the participants are from

other domains, such as finance, manufacturing,

process consulting, and meteorology. The type

of data and the characteristics of data analysis

are different between these domains. Intelli-

gence analysts synthesize data from multiple

sources and derive insights from the fused intel-

ligence; it is one of the primary domains that

deals with textual data. Geospatial analysts pri-

marily deal with analyzing satellite imagery for

various tasks, such as threat monitoring,

weather forecasting, etc. Cyber-security analysts

monitor network logs on a real-time basis to

uncover any security incidents in the network.

Multisource information fusion, unstructured

data analysis, and real-time analysis are the

three areas that differentiate these three groups

of analyst.

All participants chosen for this study possess

at least five years of experience in data analysis

and they have played different roles during their

data analysis career: first, Data Analyst, second,

Analysis Task Managers, third, Data Analyst

Trainers, and fourth, Quality Control Analyst.

Some of the participants have been in multiple

job profiles at some part of their career. All par-

ticipants had completed at least a bachelor’s

degree, and everyone had sufficient skills and

experiences using computers in their everyday

operations. Some of the experts were already

known to us through various collaborations in

the past, and others were recommended by

other analysts.

Figure 1. Summary of participant backgrounds and analysis experience.
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Interview Procedure

Data collection was based on a semistruc-

tured interview with our expert participants.

Interviews followed an interview guide consisting

of sets of questions organized into key areas of

interest, though the procedure was flexible to

allow the participant to provide additional infor-

mation or allow interviewers to ask for further

explanation or elaboration, as necessary. In other

words, questions were meant to kindle the dis-

cussion, and off-topic elaborations were allowed

during the interview. While our study aimed to

study the role and uses of provenance in opera-

tional settings, we note that we did not explicitly

introduce the term provenance in our interview

questions to avoid leading questioning.

To aid data collection, interview question-

naires were sent to the analysts a day before the

interview and the interviews were conducted

over phone or video conferencing with the

exception of four who were able to be inter-

viewed in-person at their work location. Each

interview lasted for about 60–90 min. Five ana-

lysts who could not finish all the questions

because of the time constraint were requested

to send the filled-in questionnaire to us through

email. Even though the questions that were

asked during direct interviews are the same

as the ones sent through email, the written

responses were not as detailed as the direct

interviews. During direct interviews, we did not

strictly follow only the questions that were for-

mulated. Sometimes we asked detailed ques-

tions to better understand the responses from

participants. To avoid concerns regarding sensi-

tive data, capture notes were taken during inter-

views, but no audio or video was recorded.

The interview was designed such that approx-

imately 10 min was allocated for questions or

discussion related to each topic. A brief introduc-

tion was provided at the start of each section

before beginning questioning. Due to the flexibil-

ity of the semistructured approach and the flow

of the interview, we noted that questions and

aspects of topics were not always covered

strictly in the same order for all participants. In

addition, since many practical data analysis

domains relate to sensitive information, partici-

pants were encouraged to provide generic exam-

ples and descriptions of analysis and operational

practices to avoid any potential issues with infor-

mation disclosure. Interview topics and ques-

tions were available in a supplemental section.

Method of Results Analysis

Hand-written notes were taken during the

interview and converted into a digital document

afterward. For a few interviews (5) that could not

be completed due to time constraints, we sent

questions to the analyst, and they provided addi-

tional information by emailing the completed

questionnaire. We cleaned up these responses

and combined themwith our interview notes.

To understand the analysts’ operations and

the intersection with provenance, we followed a

process similar to theoretical sampling17 withmul-

tiple rounds of coding generated conclusions by

analyzing the collected data usingmultiple rounds

of data review. The analysis was conducted by a

single coder. First, we performed open coding by

reading through the notes line by line and tagged

entities, tasks, job profiles, and problems included

in their responses, along with marking key senten-

ces. Then, tentative labels were created for key

sentences that summarize the theme. Next, we

performed a separate full pass of descriptive cod-

ing in which we labeled statements with des-

criptive summaries. Various themes were derived

by analyzing the descriptive codes. Within each

theme, we organized comments based on the

associated tasks and problems.

FINDINGS
In this section, we summarize the major find-

ings distilled from our analysis of interview data.

Participants provided a breadth of information

about analysis processes and workplaces. Here,

we focus on the primary analysis tasks and chal-

lengesmost relevant to workflow and provenance

issues in the realm of national security analysis.

While the focus is data analysis, issues extend

beyond simple isolated cases of human–machine

interactions. Differences in tasks, analysis posi-

tions, and levels of experience influence the impli-

cations and applications for provenance.

One of the themes that emerged, focused on

various tasks that are performed by data ana-

lysts on a day-to-day basis. We did a deeper

study of the tasks and compared them against
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analysis processes that were studied by various

researchers in the past.5;18 We then marked

down the tasks that will have significant impact

if the provenance or logging data are available.

Detailed descriptions of the identified key

tasks are presented in the Role of Provenance

by Tasks section. Another theme that emerged

from the identified tasks are the analyst

job profiles. There appeared to be a clear

separation of job responsibilities among the

identified job profiles. We searched online for

various data analyst positions and collected

their job descriptions. The collected online job

descriptions are compared against the job

descriptions we obtained through our interview

process. Deductive approach is followed to

elaborate on the evidence that was collected

for each of the identified tasks. Detailed

descriptions of the identified analyst job pro-

files are presented in the Roles and Careers in

Analysis Work section.

Roles and Careers in Analysis Work

The primary job responsibility of a data ana-

lyst is to synthesize data from multiple sources

and derive useful insights. Generally, data ana-

lysts get their tasking from their data analysis

manager or their operations manager. Depend-

ing on the type of data used for analysis, analysts

can be divided into subcategories, such as geo-

spatial intelligence (GEOINT) analyst, intelli-

gence analyst, all-source analyst, cyber-security

analyst, etc. The analysis type and the tools

used for analysis are greatly affected by the type

of data, but the objective of data analysis still

remains the same—progressively analyze the

available data and derive useful insights.

Often, research considers that the primary

responsibility of a data analyst is to follow the

analysis process and uncover the truth hidden

in the data, but this is not the complete picture.

Our interviews indicate that there are various

types of tasks that are performed by analysts

apart from data analysis itself. Apart from the

core responsibility of performing data analysis,

there exists other job responsibilities that a cer-

tain class of data analysts are expected to fulfill.

� Data analysts are responsible for collecting,

organizing, and analyzing data from multiple

sources.

� Senior data analysts’ primary duties are to

validate the results of other data analysts

and create analytic products/reports.

� Data analysis managers or operations manag-

ers are responsible for gathering require-

ments and giving tasks to other analysts.

� Quality control analysts are responsible for

verifying the analysis reports that are gener-

ated by data analysts and making sure that

the data and the results are valid and up to

standards.

� Data analytics instructors or trainers are

responsible for assessing performances of

analysts, gauging the effectiveness of analy-

sis operations, providing hands-on exercises,

and introducing analysis tools.

Figure 2 shows a summary of roles with a

common career progression. Different positions

Figure 2. Different analyst role types identified during interview process.
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focus on different tasks, but each task is integral

to the holistic data analysis process. Recently,

Alspaugh et al.19 interviewed data analysts from

various domains and discussed the various chal-

lenges involved in performing different types of

data exploration activities. A majority of the

studies20 were conducted to better understand

data analysis processes in various domains and

did not focus on understanding the difficulties

faced by different types of analysts in performing

their day-to-day activities. Little research has

been done in understanding different job duties

performed by an analyst and their challenges in

performing their day-to-day operations. We pri-

marily focused on studying the challenges in per-

forming various analysis tasks and whether

provenance based solutions are helpful in per-

forming their job duties.

Tasks and Challenges

For each of the analytic tasks that were deter-

mined through the interviews, common chal-

lenges and issues were identified. After our

coding analysis of interview results, we con-

ducted a secondary round of data collection

with the participants to better understand the

relationship between analytic tasks and identi-

fied problems. We created a scoring sheet and

circulated it to all our participants to get their

feedback. In our scoring sheet, possible rele-

vance levels that can be assigned for each

mapping are critical, moderate, little, and none.

To establish a common understanding of terms,

participants were also given descriptions of

items for clarification. A total of 11 out of 14 par-

ticipants returned scoring responses, which we

used to create the tables presented in Figures 3

and 4. For each mapping, we identified the

majority relevance level and assigned it as the

final relevance score. The final relevance map-

pings between analytic tasks and analyst prob-

lems are presented in Figure 3.

From the mappings (Figure 3), it is quite evi-

dent that the lack of analytic provenance data is

seen as an underlying problem for a majority of

analytic tasks. We were a little suspicious about

the results because it seems too good to believe

that lack of analytic provenance data is

Figure 3.Mapping of analytic tasks to analyst problems.

Figure 4.Mapping of tasks to types of provenance information.
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considered critical for almost all the tasks. We

reached out to our participants and understood

their reasoning behind the relevance score.

Details of our findings and our participant feed-

back are presented in the Role of Provenance by

Tasks section.

Role of Provenance by Tasks

In this section, we summarize the core task

areas related to the data analysis process as deter-

mined through our interviews, and we discuss the

role of provenance based on existing challenges

and approaches common in each area.

Source Selection An analyst will have to

understand clients’ requirements and identify

the best sources that could help them in answer-

ing their analysis questions quickly and with

high confidence. Most analysts mentioned

source selection as a critical task, as the chosen

source will inevitably influence the results of the

analysis. While our participants were a mix of

people who have worked on postevent analysis,

real-time analysis, and preevent forecasting,

source selection was common across the board.

Data profile is a common name that refers to a

list of preferred or identified data sources. Every

analyst will start with a small set of standard

data profiles and add additional sources to it

based on their experiences in different scenario.

Some analysts keep their data profiles private

because it is considered as a secret sauce that

differentiates them from other analysts.

Some of the participants with less than eight

years of experience felt that the senior analysts

have an edge over them in terms of the quality

of analysis mainly because of the rich data pro-

files. The analysts are trained on algorithms

and procedures that will help in source selec-

tion, such as use of quality of information (QoI)

metrics, trust metrics, etc., but still every ana-

lyst has their own source selection strategies.

When asked specifically about their methods,

one of the analysts mentioned that having a

comprehensive view of all the data will enable

them to filter and focus on the data sources

that are more valuable to their analysis. Ana-

lysts in the cyber-security domain had an issue

with this method because the real-time nature

of their work means that not all the data are

available at once and it is difficult to get a com-

plete picture.

In the intelligence domain, not every analyst

will have access to all data, and sometimes a sep-

arate group of analysts (source collection ana-

lysts) are assigned the task of finding new data

relevant for the analysis problem. Many of the

participants lacked proper training in source

selection methods. Due to the variety of strate-

gies, it can be helpful to capture different meth-

ods and come up with a set of best strategies

that every analyst can use. From our partici-

pants, we found that the current method of

understanding source selection strategies are

done manually by conducting interviews with

experts. We contend that capturing analytic

provenance or interaction logs can be used to

infer the source selection strategies that are

used by different analysts.

Hypothesis Generation Analysis of compet-

ing hypothesis (ACH) is one of the analysis meth-

ods that was commonly referred by most of the

participants. ACH helps to avoid cognitive bias

by generating various competing hypothesis and

validating each purely based on the evidences

available.3 Even though ACH is efficient in sup-

porting better analysis by covering more

ground, analysts with less experience reported

difficulty in the following ACH. The challenging

task in performing ACH is coming up with an

exhaustive list of hypotheses, as very few have

the rare skill of hypothesis generation that one

mainly gains through experience. Our partici-

pants felt that the experience gained by working

on various analysis problems over the years

helps to acquire the skill of generating various

hypotheses. Our participants with less than eight

years of experience mentioned that they struggle

to come up with competing hypotheses and have

very little support in terms of technology.

Some of the analysts mentioned that there is

a danger of people being biased in the name of

hypothesis generation. Analysts need to be care-

ful in selecting a hypothesis, and this is com-

monly resolved through constant validation

with fellow analysts. Many hypothesis genera-

tion techniques are done through statistical

inference of looking at the input and the output

of various analysis results. Understanding the

Provenance Analysis for Sensemaking
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intermediate steps will help in coming up with

algorithms that are aligned to the mental model

of an analyst. From the limited set of participants

we interviewed, we realized that the current gen-

eration tools lack the ability to capture various

hypotheses tested by the analyst. Even the tools

that capture the hypothesis do not have an intui-

tive way to present the data.

Sensemaking Through our interview, we real-

ized there are various perspectives of sensemak-

ing among the analysts. One of the analysts

mentioned that sensemaking is the process of

resolving contradictions that were identified in

the data. “Connecting the dots” is a common

metaphor that was referenced by analysts when

discussing the sense-making process. Another

analyst mentioned “Data analysis is a process of

making data tell the story.” In a nutshell, what

our participants meant by sensemaking is the

process of understanding the data and using the

information derived to answer the analysis ques-

tion. Various known factors were coined during

the interview that affects the sensemaking pro-

cess, such as lack of data, contradictions in the

data, volume and veracity of data, and unstruc-

tured nature of data. Out of various themes that

emerged, we focused mainly on the challenges

where provenance data can be useful in training

an analyst on the sensemaking processes.

Training an analyst on how to think is a chal-

lenging task as different analysts have different

backgrounds and skills. Understanding the

thought process of an analyst is imperative

when training another analyst on how to per-

form the same task. Numerous studies have

been done in the past to understand an analy-

st’s thought process3;7;18 and various methods

have been prescribed,5;11 but it is still an

unsolved challenge due to the complexity of

analysis and human problem solving. Most of

the studies in understanding the thought pro-

cess of an analyst is done either through expert

interviews5 or exercise based studies using

think-a-loud observations.5;15 Our participants

felt that the current method of understanding

sensemaking model is shallow and does not

provide additional information other than the

models prescribed in the existing body of the

literature.

Collaborative sensemaking is another topic

that was commonly referred by our partici-

pants during the interview. Given the informa-

tion-rich, complex, and dynamic environment,

most of the analysts mentioned working as a

team is a much more effective way to quickly

make sense of the data when compared to an

analyst working alone. Since the importance of

collaborative sensemaking is well studied by

various researchers, we focused mainly on how

provenance data could be helpful in collabora-

tive sensemaking. Our participants mentioned

efficient sharing of data, results, and details

about analysis steps are the most important

aspects of collaborative sensemaking. A few of

the analysts mentioned that their analysis

counterpart worked on other shifts and at

remote locations. In those situations, the ana-

lysts were required to document the entire

analysis process at the end of each shift, so

that the other analysts will have enough infor-

mation to continue the analysis. Participants

mentioned that the new table-top interfaces

that are being used in their organization are

useful in performing collaborative analysis and

also supports sharing virtual boards with

analysts located remotely. Even though new

tools are available to support collaborative

sensemaking, some of our trainer participants

felt that those tools were too primitive to help

us to understand the sensemaking process.

Since the current generation of collaborative

tools are designed only to provide a platform

for analysts to collaboratively work together,

the rich data that are captured by these tools

are less effectively being used. Less work has

been done in exploring the use of provenance

data collected during the collaborative sense-

making process.

Validation Analysts who had experience with

validating analytic results mentioned “Thinking

about thinking is an important business and is

often overlooked.” Red-teaming our strategy for

sense making and where we might have bias, vul-

nerability to deception, or be wrong is often not

programmed into the manpower studies, and it

is the first thing to fall off. A major percentage of

our interviewees defined data analysis as a pro-

cess of validating certain assumptions through
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evidence collection. Every analyst goes through

a series of validations, as they discover key

insights from the data. First, the evidence col-

lected during the analysis is validated against

the set of hypotheses. Self-validation is very

important in data analysis because it guides the

next steps in the analysis process. Then, the vali-

dation is done by consulting with senior analysts

or quality control specialists. A senior data ana-

lyst pointed out that the final results are not

good enough to validate the analysis, and the

steps in which the analyst arrives at the results

are very crucial. It is important to make sure

that the analyst has explored all areas of the

data and that there are no flaws in their hypothe-

sis. The only way to make sure that the analysis

is complete is by exploring the provenance of

the data analysis. There is a lack of consistency

in the level of provenance that is captured by

analysts. This lack of consistency is mainly

caused by the human in the loop nature of prov-

enance capture systems. If the provenance of

analysis is not captured or presented in a stan-

dard way, it is very tedious to validate any analy-

sis findings.

Identifying and neutralizing bias is another

challenge in data analysis. Hindsight is an impor-

tant aspect of the human brain that helps an ana-

lyst to uncover the true facts that are hidden in

the noisy, incomplete data. Not all hindsight has

proven to be useful, but in cases of negative out-

comes, especially in the case of intelligence anal-

ysis, hindsight has been proven to have a greater

impact.3 This is mainly because of the human

minds natural tendency to focus on things that

have negative outcomes. Given that hindsight

bias is useful in some contexts and not useful in

others, makes validation a challenging task.

Knowledge Transfer Most of the participants

who were specifically intelligence analysts and

cyber-security analysts worked in shifts. In those

environments, the same analysis tasks are

shared by groups of analysts who work at differ-

ent shifts. At the end of every shift, an analyst

will have to share their results with their coun-

terpart who will continue the analysis in the

next shift. Analysts who have worked on those

kinds of scenarios mentioned that every day

they spend about an hour doing the briefing,

which is very inefficient, but necessary to do

their collaborative work. When an analyst is

doubtful of the results obtained by their counter-

part, they will have to wait a whole shift for them

to be available. Some of the participants men-

tioned that knowledge transfer between work

shifts is their primary problem and any solution

that can help to improve will save time and

increase their productivity.

Performance Evaluation and Training Per-

formance evaluation is a formal and productive

procedure that helps to determine the skill level

of an analyst and identify training requirements

to improve their performance. Data comprehen-

sion, critical thinking, systems analysis, judg-

ment and decision making, active learning,

complex problem solving, attention to detail,

and written communication were some of the

required skills mentioned by our participants.

When it comes to data analysis, many skills are

interwoven. Sensemaking of the big picture is dif-

ferent than persuasively writing it up. Writing is

different than giving a live presentation and

handling follow-up questions in-person. The key

performance indicators in the data analysis

community are specificity, timeliness, accuracy,

relevance, and clarity. Trainers generally do

scenario based evaluation to better understand

the strengths and weaknesses of an analyst.

The testing scenarios are also not updated over

a long time, which makes the evaluation less

accurate. The trainers felt that creating a sum-

mary of the work done by an analyst that encom-

passes the evaluation factors would be required.

Training is a process through which the ana-

lytic capabilities of analysts are strengthened as

the operational scenario changes. Standard

training curriculum is generally used to train

entry level analysts, which includes the best

practices that have been followed by seasoned

analysts for years. There are initial courses that

usually focus on some sort of basic creative

thinking, but mostly on data types, how to get

them and understand them, and an introduction

to the target systems the new analysts will be

involved with. It is often encyclopedic and the

biggest challenge is that there is no unanimity

on how to best train an analyst. Most of the ana-

lysts felt on-the-job experience is the best
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training ground to hone their skills. Brainstorm-

ing with senior analysts is another way to learn

new skills on the job. Like the performance eval-

uation, identifying and updating training curricu-

lum should be organically derived from the

analyst rather than artificially adapted from

other domains. The biggest challenges are how

to level the experiences of a team of human

beings, all with different gifts/abilities and pre-

ferred work styles.

Quality Control The primary goal of the intelli-

gence community (IC) is to generate intelligence

reports that will be used by policy makers and

decision makers. Because of its high stakes, it is

important to make sure the intelligence reports

are of high quality. Organizations that primarily

focus on data analysis tasks will have quality

control teams that are responsible for assuring

the quality of the final analysis report by making

sure all the data points are verifiable, data

sources are trustworthy, and the conclusions

derived by the analyst are plausible with high

standards. In order to assess the verifiability

of the intelligence reports, every analyst is

expected to maintain high standards of fact

checking and reference maintenance. Specificity,

timeliness, accuracy, relevance, and clarity are

the same rubrics used to evaluate the quality of

data analysis reports.

Some of our senior analyst participants men-

tioned that in the past, the quality check on the

reports are done at the final stages of the analy-

sis, but in more recent times it has been inte-

grated into the analysis process, where the data

analysis tools themselves have built-in quality

control checks, which makes it easy to maintain

high quality standards. Generally, the quality

assurance team is primarily comprised of senior

data analysts. Analysts by nature have the desire

to understand every detail on how the results

were obtained. Some of our participants men-

tioned that quite a bit of time is spent in main-

taining high quality of documentation to support

the quality control process. Improved techni-

ques could increase the quality and utility of

annotations to enable the capture of provenance

information that might not be automatically cap-

tured—such as analysts’ rationale, hypotheses,

and findings.

Reporting The main purpose of the report is

to present all key insights that are derived

from the data with proper justifications. The

level of detail for the reports generally differs

by the target audience. In the case of poste-

vent analysis kind of scenarios, the reports are

very detailed. Most of the analysts perceived

analysis as a process of building arguments,

and all of the analysis reports need to meet

the military standards for specificity, timeli-

ness, accuracy, relevance, and clarity (com-

monly referred to as STARC). The report needs

to cover every hypothesis that is considered,

and justification needs to be provided for the

conclusive hypothesis.

Most of the data analysis tasks are complex,

and it takes longer periods to complete the

analysis. The longer period of analysis causes

people to forget some of the main steps or the

steps that helped them arrive at the results. In

those kinds of situations where an analyst does

not remember all the analysis steps, report

writing becomes challenging. Depending on the

type of organization, the report goes through

rigorous review by the quality control team.

The quality control team consists of a set of

senior analysts that work to make sure the anal-

ysis satisfies the core requirement and is pre-

sented in a proper way.

Multitasking Traditionally most of the data

analysis tasks are done in isolation where an

analyst works on one task and is not disturbed

while performing their work. Numerous ana-

lysts during our interview mentioned that

they are expected to multitask irrespective of

whether they are doing a complex or a simple

task. One of the intelligence analysts specifi-

cally mentioned about quick response tasks,

where some high priority tasks are assigned to

analysts and they are expected to work on it

immediately. Even though the quick response

tasks are critical from a mission point of view,

from an analyst’s point of view it affects the

momentum of their analysis process. Depend-

ing on where an analyst is in the analysis work-

flow, an analyst will have to take quick notes

before switching to a quick response task. The

notes taken before switching tasks play an

important role in determining how much time it
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takes for an analyst to get back to the same

state of thinking. Some cybersecurity analysts

who perform network analysis specified that

some of the analysis tools they use can take

a snapshot of their network structure during

exploration and reviewing those snapshots

help them in getting back to their task in quick

time. The snapshots that are captured by the

exploration tool is an example where the prove-

nance information can make switching between

tasks easy and efficient.

Resolving Annotation Inconsistency One

of the common strategies toward solving a new

analysis problem is to look out for previous anal-

yses that have some similarities with the current

task. Reports and other forms of documentation

help to understand the assumptions and details

of the analysis process. Apart from the general

reporting standards, there are no strict require-

ments for the level of detail that needs to be

captured in the analytic products. One of the

major issues pointed out by our analysts is

the inconsistency in the level of details captured

in the documentation or reports. Some of the

documentation only contains the input data and

the final results, but it rarely covers sufficient

details of the analysis process. Apart from ana-

lytic product and its documentation, there are

no other provenance logs that are captured to

understand the analytic process. One of the ana-

lysts, who is currently active in performing data

analysis, mentioned that he prefers script based

analytic platforms like Matlab and R instead of

visual analytic tools. Instructions written on the

scripts are the only way to manipulate data and

the instructions themselves are self-explanatory

in detailing the analytic process, whereas the

visual analytic tools are efficient in understand-

ing the data through powerful visualization and

interactions, but often lack the ability to capture

the steps involved in arriving at the final results

without explicit analyst annotation.

OPPORTUNITIES
Based on an analysis of the previous litera-

ture along with the findings from our interviews,

this section identifies opportunities for prove-

nance support during different aspects of

collaborative intelligence analysis. In particular,

we identify and describe opportunities where

visual analytics support for analytic provenance

will likely provide high value for practical needs.

In Figure 4, we mapped the tasks identified from

our analysis (Role of Provenance by Tasks sec-

tion) to the provenance types described in previ-

ous research by Ragan et al.4 From the table, we

can infer the type of provenance needed by ana-

lyst role types. For example, rationale prove-

nance is required for quality control analysts to

understand the reasoning and intent behind

decisions made during the analysis, and insight

provenance is required by all types of analyst for

knowledge transfer and process recall.

From the mapping of analytic tasks to analyst

problems (Figure 3), it is evident that the prove-

nance data are critical for most of the analytic

tasks, where many tasks are heavily associated

with multiple issues, whereas others (e.g., train-

ing) have more specialized needs. Provenance-

based design aspects, such as provenance cap-

ture, provenance storage and retrieval, and

provenance visualization need to be designed

with the identified tasks in mind. We contend

that a good understanding of the need for prove-

nance support over particular tasks can guide

design requirements to shape future research

and development of provenance visualization

and management tools.

Provenance Capture

Several of the intelligence analysis require-

ments that were identified in the previous sec-

tions may be addressed through the capture of

activity logs and insight provenance by visual

analytic tools. Analytic provenance captures the

history and lineage of all the actions performed

by an analyst during a data exploration process.

The captured analytic provenance may be used

to reproduce the computational sequences that

are performed by an analyst in arriving at the

results. Existing tools and prior research efforts

have focused on supporting the capture of prov-

enance, but this not a solved problem. Auto-

mated methods are imperfect, and there is a lack

of clarity on the details of the provenance that

needs to be captured. The interfaces for future

visual analytic systems need to be designed with

the provenance capturing requirement as a
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significant design focus. Unlike data provenance,

analytic provenance is still at a relatively

nascent stage where standards and best practi-

ces are yet to be defined.

Annotations added in the analytic product

while performing data analysis represent an

efficient and effective way to capture impor-

tant exploration process knowledge. Support

for annotations in current data analysis tools

and analysis toolkits usually manifest as free

text editors with some support for attach-

ments. Some of the analysts we interviewed

mentioned the need for auto-annotation sup-

port in terms of templates augmented with

context questions. Instead of an analyst writing

annotations from scratch, the system can iden-

tify the context of the annotations and pre-

scribe annotation frames that may be easily

and rapidly filled out by an analyst. These

annotation frames may be derived by process-

ing previous annotations submitted by the ana-

lyst. Such annotation support using assistive

writing also solves the problem of inconsistent

annotations.

Provenance Management

Management of provenance involves cate-

gorizing the types of provenance, identifying

representation mechanisms, and building scal-

able storage and retrieval methods. Improved

visual analytic support for provenance manage-

ment would be beneficial for various data analy-

sis tasks across numerous roles. For example,

trainers could use provenance data to evaluate

the analyst performance and quality control ana-

lysts can use provenance data to validate analy-

sis results by understanding the reasoning

and intent behind decisions made during the

analysis.

Various prior studies have identified different

types of provenance and their significance with

respect to the types of information that may be

derived from the provenance.4 Depending on the

type of provenance and the set of attributes it sup-

ports, retrieval methods need to be appropriately

designed. Support for heterogeneous properties

and efficient search and maintenance of temporal

coherence are two of the key objectives that have

to be considered for the design of interfaces for

provenance retrieval.

Presentation and Summarization

Our study found challenges with communica-

tion, and presentation of provenance informa-

tion is affected by issues with limited time,

difficulty in provenance capture, data scale, and

limited algorithmic support, which makes these

areas ripe for potential improvement. Prove-

nance data that are captured for analytic pro-

cesses are often considered as state diagrams,

where the state of the data changes after each

interaction. Usually the analytic provenance is

visualized as graphs using nodes and branches.

Branches represent pivot points where the

analyst tried different hypotheses. As the size

of the graph grows big, it becomes increasingly

difficult to understand the provenance graph.

New scalable visualization methods need to

be developed to visualize analytic provenance in

a simple and intuitive fashion. When the volume

of data that is captured for analytic provenance

is moderate, it is easy to synthesize and derive

useful insights. As the size of the data grows,

managing and making sense of the collected

provenance becomes a key challenge. More

focus on the computational methods and visual

analytic tools for provenance sensemaking is

required. Depending on the type of information

that needs to be derived, summarization meth-

ods are needed.

Machine learning has become an integral

part of visual analytics in extracting patterns

from data that will be rendered as intuitive visu-

alizations to enable sensemaking. Applications

of machine learning algorithms in extracting

patterns from provenance data are less studied

by the research community as compared to

other research areas, such as image analytics,

topic and sentiment modeling from text, etc.

If machine learning algorithms are the tools to

understand the user’s mental model of the anal-

ysis, then, provenance data are the glue. Prove-

nance capture and management functionality

of visual analytic tools needs to be carefully

designed with consideration to how the col-

lected provenance will be used by various algo-

rithms and visual analytic tools that align with

the analyst’s mental model, which may vary

depending on the analyst role or current state

in the analysis pipeline. For example, active

data analysts may wish to see more detailed
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records of the analysis process, whereas man-

agers may benefit more from a higher-level

summarization.

Adaptive Training

Our findings indicate that the training will

likely help improve the productivity of an ana-

lyst. By analyzing analytic provenance from

past analyses, efficient methods could help

identify areas of concerns for different analysts

during training. Adaptive training could be

beneficial by helping analysts undertake reme-

dial courses or exercises in specific areas that

have been identified as their weak spots. There

would also be potential benefits to performing

utility assessments of tools on a frequent basis

using end-users’ behavioral data. Provenance

captured during the analytic process—when

compared against process benchmarks—could

help understand where an analyst is perform-

ing well and where additional training is

needed. Similar approaches may be developed

to derive curriculum requirements for new

analysts.

CONCLUSION
Most data science and visualization techni-

ques for data analysis focus on tasks involving

the extraction of meaning or understanding

from data, but practical analysis environments

and workflows involve complex sociotechnical

systems. From an interview study with analy-

sis experts spanning several areas of the intel-

ligence analysis and security communities,

our research establishes a greater foundation

of knowledge for practical problems in analy-

sis efforts. This paper highlights core issues

involving the use of provenance in data analy-

sis scenarios. Many issues are currently

known by the research community and sup-

ported by existing tools and techniques, but

significant challenges remain for many tasks.

Furthermore, our study reveals opportunities

for improvement across critical tasks having

limited research and tool support. Advance-

ments are needed to support common work-

flow needs, such as the presentation of

analysis history, the training of analysis strat-

egies, and quality assurance methods.
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