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ARTICLE INFO ABSTRACT
Keywords: Objective: High-quality patient matching from several sources without a common identifier (ID) requires
Record linkage interactive record linkage (RL) using a hybrid human-computer system. MiNDFIRL (MInimum Necessary

Interactive record linkage
Patient matching
Privacy-by-design

Data segmentation

Real world data

Disclosure For Interactive Record Linkage) is a hybrid prototype software system that facilitates maximizing
linkage accuracy while minimizing information disclosure. We present and evaluate MiNDFIRL using two real-
world case studies.

Materials and Methods: Two user studies were conducted linking 10,000 data pairs from EHR data and 18,240
unique patient IDs from patient generated data. After automated RL, manual review was conducted by three
teams of four reviewers (12 total) using MiNDFIRL to resolve potential matches that required human judgment.
Reviews for matches were conducted independently and disagreements were resolved through consensus. The
teams then participated in a group discussion about MiNDFIRL using a semi-structured interview format.
Results and Discussion: The best algorithm, Random Forest, found 388 and 539 matches each for EHR and patient
generated data algorithmically, but also output an additional 303 and 187 potential pairs that required manual
review. 232 and 84 more matches were confirmed manually from these uncertain pairs respectively. Among the
full uncertain pairs, only 30% of available identifying information was needed in MiNDFIRL to separate out 77%
(232/303) and 45% (84/187) true linkages respectively. When available, first names and emails were the most
frequently used fields in making RL decisions.

Conclusion: On-demand access and masking techniques along with risk quantification through a hybrid human-
computer system can significantly reduce disclosure while still minimizing false positives and false negatives in
real-world RL.

1. Introduction common unique identifier [1-3]. Accurate RL is critical for aggregating
data to fully realize the benefits of advanced analytics, including ma-

Record linkage (RL) refers to the process of identifying records per- chine learning (ML) and artificial intelligence (AI). However, three key
taining to the same individual across two or more databases without a challenges persist: (1) the absence of common, error-free, unique iden-
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Abbreviations: DB, database (data set); MiNDFIRL, MInimum Necessary Disclosure For Interactive Record

Linkage; RL, record linkage
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Fig. 1. Full Approximate RL Process Using a Hybrid Human-Computer System.

tifiers (e.g., medical record numbers, names) across data sources; (2)
the necessity of human involvement to ensure high-quality RL; and (3)
the requirement to use patient-level identifying information to achieve
proper linkage. These challenges limit both the quantity and quality of
studies using linked data, as well as their replicability.

Most prior research has focused either on improving automated RL
methods to better handle messy data [4-6] or on developing privacy-
preserving RL (PPRL) techniques to protect privacy [7]. A major gap
remains: neither purely automated methods nor PPRL approaches ad-
equately address the need for a hybrid, interactive RL system capable of
meeting the quality standards required for scientific replicability. As a
result, RL operations are often considered more of an art than a science,
and few studies describe complete, end-to-end RL systems. This paper
addresses that gap.

1.1. Privacy-by-design: interactive record linkage using a hybrid
human-computer system

Substantial progress has been made in developing automated RL
methods, including ML, deterministic, rule-based, and probabilistic ap-
proaches, which aim to account for the many variations in real data
(e.g., variation in spelling, data errors, etc.) by allowing for approxi-
mate match, aka approximate RL [4-6]. The primary goal of approxi-
mate RL methods is to maximize true matches while minimizing false
matches [8,9].

Many interactive RL systems implement a two-threshold approach:
record pairs with similarity scores above the upper threshold are ac-
cepted as matches, those below the lower threshold are rejected as
non-matches, and pairs with scores between the two thresholds are
flagged for human review [10,11]. Uncertain pairs may either re-
main unlinked—thus reducing recall—or be manually adjudicated [4,
5]. Manual review is often considered essential in contexts where false-
positive linkages (i.e., linking records from different individuals) could
have serious consequences [12-14] or where fragmented data would im-
pede critical tasks, such as post-marketing surveillance of adverse drug
events.

Significant attention has also been given to privacy-preserving RL
methods, such as hashing and secure multiparty computation [7]. How-
ever, these techniques often prevent evaluation of linkage quality or
bounding of uncertainty. Balancing privacy protection with accurate
RL in dynamic real-world settings requires a hybrid human—computer

system capable of safely managing uncertainty. Consequently, many
linkage centers iteratively refine RL algorithms and incorporate human
reviewers to verify and correct potential linkages, a process known as
interactive RL, which typically involves access to personally identifiable
information (PII) [15,16].

Effective RL involving this type of manual review that requires PII of-
ten necessitates that multiple people access PII, which increases privacy
risks including risk of identity theft or data leaks. Fig. 1 illustrates a full
hybrid human—computer approximate RL system. This paper focuses on
the manual review process (highlighted in the brown box) and aims to
balance two goals by applying a privacy-by-design approach [8,17]:

» Privacy goal: Limit disclosure of identifying information (e.g.,
names) and guarantee no disclosure of sensitive information (e.g.,
diagnosis). Many legal protections, including the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) Privacy Rule,
apply specifically to individually identifiable health information
[18,19].

Utility goal: Sustain human effectiveness in making valid RL de-
cisions, enabling evaluation of linked data quality and bounding
of linkage uncertainties. This approach allows human judgment to
balance false positives (i.e., incorrect links) and false negatives (i.e.,
missed correct links, resulting in fragmented data) based on project-
specific requirements.

To our knowledge, this work is among the first to develop a hybrid
human-computer interactive RL system that explicitly addresses both
privacy and utility goals.

1.2. Objectives

MiNDFIRL (MInimum Necessary Disclosure For Interactive Record
Linkage) is a prototype software system that meets these goals. We
present and evaluate MiNDFIRL using two real-world case studies where
we conducted two RL projects. We sought to identify new concerns and
recommendations for consideration when moving MiNDFIRL from pro-
totype to full application development. Specifically, this study sought
to evaluate whether findings from prior formative investigations con-
ducted in controlled user study environments would generalize to more
complex, realistic operational settings. Areas of particular interest in-
cluded the appropriateness of the interface design, the effects of the
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The figure presents the main visual interface for MiNDFIRL. The key design elements are (1) minimum disclosure via interactive
just-in-time interface by hiding data values, when possible, (Fig. 2b) and masking (i.e., adding visual meta-data such as icons and color
coding to highlight discrepancies in data pairs) to help decision making without seeing raw data (Fig. 2c), (2) accountability via
quantifying privacy risk (i.e., the privacy risk score on top) that allows for limiting privacy risk via a budget (i.e., the solid red line in
privacy meter bar on top). See Appendix A for details on the KAPR (k-Anonymity Privacy Risk) Score. Abbreviations: DoB, date of
birth; FFreq, first name frequency; ID, identifier; LFreq, last name frequency [22].
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Fig. 2(a) The Main Visual Interface for Interactive Record Linkage

Cells start with no disclosure and then partially open with a click.
Cells open fully with either 1 or 2 clicks, depending on the nature
of the data [22].
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Fig. 2(b) Interactive On-Demand Interface

MiNDFIRL uses visual masking to highlight discrepancies,
including matching values, and providing metadata [24].
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Fig. 2. MiNDFIRL prototype software [23]. (For interpretation of the colors in the figure(s), the reader is referred to the web version of this article.)

on-demand disclosure technique on information access decisions, and
the adaptability of MiNDFIRL to different data types (e.g., electronic
health record [EHR] data versus patient-generated data collected via
smartphone applications), all within the context of an end-to-end data
cleaning and linkage pipeline. Whereas previous formative evaluations
emphasized quantitative performance measures, the present summa-
tive evaluation prioritizes qualitative insights derived from participant
experiences and feedback, providing a more holistic understanding of
feasibility and implementation challenges. Data were collected through
case studies involving small groups of data reviewers at two distinct
sites, with the primary themes presented in the Discussion section.

2. MiNDFIRL (MInimum necessary disclosure for interactive
record linkage)

MiNDFIRL is a hybrid human-computer prototype software system
that effectively implements the “data minimization” ethical principle
for privacy protection. The principle generally means that—in any data
collection, disclosure, or use—data should be limited to the minimum
necessary for the given purpose. Indeed, legal standards for disclosure
in many data privacy laws (including the HIPAA Privacy Rule [20] and
the General Data Protection Regulation (GDPR) [21]) are often limited
to the “minimum necessary” to accomplish an intended purpose. These

flexible standards permit full disclosure of available data when neces-
sary (e.g., accurate RL). The full interface as seen by the user is shown
in Fig. 2(a) which decomposes the interface to depict the two key design
elements discussed next [22].

2.1. Minimum disclosure via interactive just-in-time interface and masking

In summary, the developed techniques manage privacy and data
availability through software designed to limit the disclosure of personal
details only on an “as-needed” basis based on data segmentation tech-
niques [25,26] while supporting accountability by recording data-access
events [22]. The method is complementary to automated RL prior to hu-
man involvement, and the software’s graphical user interface (Fig. 2(a))
employs visual data masking to limit the amount of raw data avail-
able by default for human review [24]. Informative icons and visual
highlighting (Fig. 2(c)) are used to help users understand data discrepan-
cies while hiding the details of the underlying identifying information.
To manage the trade-offs between decision quality and data privacy,
users may decide to access specific and limited data details by clicking
(Fig. 2(b)) to aid decision-making for specific data discrepancies, but
the software can enforce a disclosure limit (or “privacy budget”) to the
total amount of raw data values capable of being accessed or revealed.
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2.2. Accountability via quantified privacy risk and limiting the privacy
budget

Risk quantification is important to support transparency, reasoning,
communication, and decisions on the privacy and utility trade-off. Our
system aims to quantify identity disclosure risk (sensitive attribute dis-
closure is negated by keeping the sensitive attributes separate from
the identifying attributes). Thus, our prototype developed and used
the k-Anonymity Privacy Risk (KAPR) score defined below, which uses
the anonymity-set size as an estimate of the identity disclosure risk.
Anonymity-set size measures privacy risk by counting how many individ-
uals share identical identifiers; larger sets mean lower risk. Disclosing
common names (e.g., John) poses lower identification risk, whereas a
rare name (e.g., Tragedeigh) might pose much greater risk. Anonymity-
set size is easily calculated dynamically with system interactions. For
example, disclosing more information to aid linkage decreases the set
size and raises privacy risks. The KAPR score ranges from 0% (no dis-
closure) to 100% (full disclosure), increasing with both the amount and
uniqueness (defined by datasets being linked) of disclosed information.
See Appendix A for a demonstrative example. Despite the KAPR score’s
effectiveness in our user study, the specific function’s choice is less crit-
ical than employing a clear privacy risk feedback method for users.

Definition 2.1 (k-Anonymized Privacy Risk (KAPR) Score). Let N be the
full number of records across the databases being linked with D at-
tributes that were used to build potential pairs for review. Let X be the
information disclosure state associated with a partial display X with 2n
records (i.e., n pairs). Let p;; be the proportion of characters of attribute
j of record i disclosed. Let k be the minimum allowed anonymity-set
size and let k; be the anonymity-set size of record i based on the current
disclosure state. The k-Anonymized Privacy Risk score (KAPR) is given by

2n—1 D-1

K K 1
K(;X) :=—||X = — — 1
(:3%) 1= = 12l = 35 ; k,-;)""”l e}

Here, ||-|| ; is the standard L, ; matrix norm.

MiNDFIRL’s configuration options allow for additional disclosure
limits that could be applicable to the data—such as a law or data use
agreement (DUA) that restricts access to only 4 digits of a Social Secu-
rity number (SSN). This privacy budget, which is typically established
a priori, may be useful to discuss with governing institutional review
boards (IRB) at the start of a project, and in certain cases, might be set
to a low enough threshold that preserves the description of a dataset
subjected to this process as a Limited Data Set or even de-identified
data. These MiNDFIRL configuration options permit project managers
to tailor manual reviewers’ privacy budgets for different data projects,
including enforcing a limit on the total permissible disclosure for a given
use case. The capability to pre-specify and enforce a privacy budget (i.e.,
disclosure limit) ahead of time provides assurances to data custodians
and promotes trust among project partners. Fundamentally, the aim of
legitimately accessing sensitive data is to optimize its usefulness under
a fixed privacy budget. However, determining an appropriate privacy
budget for a given task to support quality data is an open research area
that will require further study.

2.3. Prior results

Much of the user interface for MiNDFIRL was designed based on two
formative evaluations that provided empirical data for technique ver-
ification and established foundational knowledge for trade-offs among
decision-making quality, privacy, and access behaviors using interac-
tive on-demand techniques with a privacy budget to limit total access
[22,24]. For example, results indicated how different privacy limits
might lead to different human behavior in making decisions to click
for more information, as well as how these limits on the privacy score
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impact the quality of the RL task. However, the formative studies were
conducted with the software operating on small test data sets to support
user interface design.

A comprehensive study of the ML based automated RL algorithms
available in MiNDFIRL, the grey box in Fig. 1, are presented in Ramezani
et al. [4]. Four models were trained and evaluated on EHR data: Ran-
dom Forest (RF), Radial SVM, Linear SVM, and a Dense Neural Net-
work (DNN). These models were trained using a diverse set of engi-
neered features, including string similarity metrics (e.g., Jaro-Winkler,
Damerau-Levenshtein, LCS), name embeddings (Name2Vec), birthdate
components, and rule-based indicators such as name swaps and gen-
der combinations. Among the tested models, the Random Forest model
yielded the highest F1 score (0.992) with very few false positives (FP
= 1) and was selected for use in MiNDFIRL due to its strong balance
between precision and recall. Full model specifications, tuning parame-
ters, and evaluation results are publicly available on GitHub [27,28].

In addition, we conducted several studies [23,29,30] with patients
and IRB members to develop template documents that best communi-
cate the key components of the software to relevant stakeholders using
tutorials [28]. These documents (i.e., privacy statement in the form of
FAQ for the public, IRB application template, and DUA template) are re-
leased with the open-source software on GitHub and can be adapted as
appropriate on projects [28]. In this paper, we integrate all these compo-
nents to conduct two user studies using real world data in two different
settings and report results of the summative evaluation of MiNDFIRL.

3. Materials and methods
3.1. Study design

The study included two separate case studies at two academic insti-
tutions, the University of Texas at Houston (UTH) and the University
of Alabama at Birmingham (UAB), linking real data sets sampled from
the corresponding locations. The studies consisted of linkage projects
with teams involving four data reviewers with one of the reviewers also
having a second role as team manager. The data reviewers used MiND-
FIRL to review data discrepancies to perform RL. The team manager
was responsible for configuring the software for allowable data fields,
setting the privacy budget for data access, and assigning data pairs to
the reviewers. The process of setting up the linkage projects and config-
uring MiNDFIRL served as proof of concept for applying the software
techniques and integrating into real data environments with specific
data needs and properties (e.g., which data fields, how many fields,
which data to link, and coordination between human RL processes and
automated RL methods). Where applicable, all settings used the recom-
mended default values based on the user studies. The study protocol was
approved by the IRB of respective institutions for each study.

The software included a tutorial explaining the interface and RL task.
The data reviewers were tasked with reviewing the assigned sets of
discrepant pairs. For each pair, participants were required to indicate
whether the two patients should be considered the same or different in-
dividuals (i.e., did the two records belong to the same physical patient?),
and each linkage decision included a level of confidence (low, medium,
or high) (see Fig. 2a). To minimize different interpretations, the tutorial
included guidance on how to respond as shown in Fig. 3.

After the research team and team managers configured the data
projects and assigned linkage sets to the team members, the data re-
viewers used the software to complete their linkage assignments in two
separate sessions over a period of one week. Session times varied, with
linkage sessions taking approximately 60 to 90 minutes for the first ses-
sion (Fig. 4, reviewerl and reviewer2) and 30 to 40 minutes for the
second session (Fig. 4, reviewer3 and reviewer4 where needed). Teams
conducted the linkage activities independently and asynchronously at
their respective locations with reminders and progress checks by the re-
search team. Data reviewers were asked to complete brief experience
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Fig. 3. Tutorial on guidance on how to respond.

questionnaires after each work period. The purpose of the question-
naires was to capture quick and lightweight notes of any issues, chal-
lenges, or thoughts immediately after using the software. Questionnaire
prompts encouraged participants to record notes about general software
usage or frustrations from each usage period.

Since the goal was to achieve the most accurate RL, the user study
included an additional step to resolve differences in the data review. Af-
ter all team members completed their linkage assignments, the software
flagged pairs that were inconclusive among team members (i.e., any
time two reviewers indicated two data rows corresponded to the same
entity while the other two reviewers indicated they were different en-
tities). Each team then participated in a “conflict-resolution” discussion
(Fig. 4, “Open discussion”) in which the team members all reviewed the
discrepant cases together. To facilitate this discussion, the software pro-
vides a special viewing mode that allows team members to review cases
and see the responses of other team members. The manager led teams in
discussion of discrepant cases together (synchronously, via video confer-
encing) until consensus was reached. Using the software’s data-masking
method, the software showed the pairs with the union of disclosed de-
tails among team members (in other words, any details for a particular
pair that was disclosed by any team member would be visible during
the conflict-resolution phase). The manager was able to disclose addi-
tional data details for each pair as needed during this phase. For rare
cases where consensus could not be reached with limited data values,
the manager could reference the complete records and make a final de-
termination.

Following the conflict-resolution session, the team participated in
a group discussion led by a member of the research team. The scope
of the discussion included both RL and conflict resolution. The discus-
sion followed the format of a semi-structured interview to collect feed-
back about (a) general system usage and processes, (b) strategies and
decision-making with on-demand features, (c) understanding or chal-
lenges with the user interface, and (d) general recommendations, prob-
lems, and feedback. This data collection was conducted synchronously
with the discussion format chosen to facilitate clarification and under-
standing.

3.2. Participants

The user studies included a total of 12 data reviewers. The case
study at UTH included 8 participants and integrated members of the
research team with data reviewers. The study consisted of two teams
of four (one manager and three data reviewers). The UAB case study
included four participants working as a single team. Participant back-
grounds and experience with data linkage varied but all of them had
experience conducting record linkage on linkage projects. On one end
it included experts as those developing record linkage algorithms while
on the other end it included research assistants familiar with data man-
agement, linkage projects, and using linked data.

3.3. Data configuration

Both user studies were conducted with data configured based on the
location (UTH or UAB). The first case study at UTH used the “gold-
standard” benchmark RL data set derived from UTH’s clinical data
warehouse containing 2.61 million distinct medical record numbers (in-
cluding potentially duplicate patient records) [5] on a Linux system. The
benchmark data were developed from 10 million record pairs generated
from the electronic health record (EHR) patient database by six review-
ers who manually reviewed 20,000 randomly selected, potential match
record-pairs to identify matches as detailed in [5]. For the linkage ac-
tivity, eight fields were included: first name, middle name, last name,
date of birth, SSN, gender, address, and phone number.

The second case study at UAB used data from rheumatology patients
who had enrolled in the ArthritisPower patient powered research net-
work (PPRN) registry (since renamed PatientSpot [33]). PatientSpot was
previously one of the twenty PPRNs created by the national Patient-
Centered Clinical Research Network (PCORnet). PatientSpot had col-
lected 18,240 unique patient IDs on its smartphone app and web-based
platform that were made available to the project on a secure Windows
server. The fields used for the linkage study included registry record ID,
patient first name, patient last name, date of birth, sex, race, state, ZIP
Code, email address, rheumatologist name, and rheumatologist National
Provider Identifier (NPI) (although not all fields were required).

4. Results

Figs. 4(a) and (b) depict the full data flow for the 2 studies. Both
studies were deduplication studies linking the same data to itself to
identify duplicate records. Participants had no technical challenges get-
ting MiNDFIRL to run on both Linux and Windows systems as well as
using it on both EHR and patient-generated data. In the UTH study,
starting with the 20,000 labeled pairs, our study team used 10,000 la-
beled pairs to conduct a comprehensive study of different ML models
[4]. MINDFIRL incorporates multiple ML algorithms, and overall, the
random-forest (RF) linkage model performed best in terms of recall, F1-
score, and minimum number of uncertain pairs. Thus, we used the RF
model to study the full linkage process with the other 10,000 labeled
pairs. The RF model found 388 matches, 9697 non-matches, and 303 po-
tential matches that required human judgment. In the UAB study, 1055
unique pairs were generated based on records with identical matching
on the following variables: (1) first name + last name, (2) first name +
date of birth, and (3) last name + date of birth. Then, we used our RF
trained model from the UTH study for automatic RL on these pairs and
adjusted the manual review thresholds. The model found 539 matches,
329 non-matches, and 187 potential matches that required human judg-
ment.

Most of the manually reviewed pairs were adjudicated by two inde-
pendent data reviewers with no disagreement in the first review. The
pairs with disagreement (i.e., no match) were then reviewed by two
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The following figure depicts the full flow for the hybrid MiNDFIRL System starting with generating the pairs from the two datasets at the top left being linked.
This is followed by the grey box indicating the first step of conducting the automated RL process. Pairs that are output from the automated RL process with
high probability of being linked or not being linked are confirmed appropriately, while those that are output as uncertain pairs are reviewed manually by 4
reviewers using the process depicted on the right. The results of both the automated RL (on the left), and the manual RL (on the right) are combined for final

results depicted in the table on the bottom right.

Abbreviations: A, automatic; DB, data set; EHR, electronic health record; IDs, identifications; KAPR, k-Anonymity Privacy Risk; M, manual; MiNDFIRL,
MInimum Necessary Disclosure For Interactive Record Linkage; RL, record linkage; UTH, University of Texas Health Science Center at Houston. UAB, University

of Alabama at Birmingham Health System
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Fig. 4(b) Data flow for UAB case study

Fig. 4. Data Flow for the Hybrid MiNDFIRL System.
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more independent data reviewers (Fig. 4). Three of the four review-
ers agreed on most of these pairs, leaving only 19 pairs (UTH) and
24 pairs (UAB), to be reviewed together at a meeting. Consensus was
reached for all pairs except for 1 pair at UAB, which required a final
determination by the UAB team manager. In total, 232/620 (37%) and
84/623 (13%) more matches were found through the manual review
process, but this required separating these pairs out from the full uncer-
tain pair set, which were 77% (matched pairs/the full uncertain pair set
= 232/303) and 45% (84/187) each. Since the RF model could not sep-
arate these out, it was important to use MiNDFIRL to manually find the
additional matches without increasing the rate of false matches. Both
UTH and UAB reviewers were able to achieve satisfactory linkage only
disclosing the default KAPR setting in MiNDFIRL (i.e., 30% based on our
findings from formative studies). In the UTH study, the first name, last
name, and date of birth were disclosed the most during manual linkage,
with most of the privacy budget being spent on looking at first names.
In the UAB study, email, date of birth, last name, and first name were
most often disclosed by the review team during manual linkage, with
most of the budget being spent on looking at email addresses.

5. Discussion

Our findings have several important implications for the RL practice
and research. Critically, this study supports the use of on-demand disclo-
sure techniques in interactive RL as an effective method to substantially
limit PII viewed by human reviewers in real-world RL tasks. We also find
that the design choices in the user interfaces for hybrid human-computer
RL systems are crucial for efficient manual RL. Furthermore, we found
that reviewers took different strategies for managing their personal “pri-
vacy budget” for revealing data details, which provides opportunities for
future research and optimizing collaborations within RL teams. Lastly,
our findings reinforce the notion that the concept of a definitive “gold
standard” may be elusive in real-world applications, underscoring the
need for flexible, context-aware evaluation frameworks. We discuss each
of these implications in detail below.

5.1. On-demand disclosure is an effective approach to minimize privacy
risks

On-demand disclosure of hidden data values in the context of inter-
active RL can limit the total amount of PII viewed by human reviewers.
Prior published controlled experiments in [22,24] provided evidence
that on-demand access and masking techniques and risk quantification
are effective in significantly reducing the need to access identifying data.
In sum, the MiNDFIRL interface reduced the k-Anonymized Privacy Risk
(KAPR) Score to only 7.85% with little to no impact on RL accuracy or
completion time [22]. KAPR Score uses the anonymity-set size as an
estimate of the identity disclosure risk. The exact measure is given in
Section 1.2 and more details with a demonstrative example are given
in Appendix A. In [24] we conducted a large scale controlled study for
different conditions using the KAPR Score meter, namely not displaying
a KAPR Score meter during RL, having a meter with unlimited budget,
restricting the disclosure to a high limit for KAPR Score, and low limit
for KAPR Score. We found that the exact quantification method matters
less than the fact that it is being quantified and people doing the manual
review are given continuous feedback on the increased risk as they dis-
close more information. This is to be expected as people will pay more
attention to whether disclosure is needed when they are reminded of the
increased risk. To the best of our knowledge, there are no other methods
that allow for partial disclosure in record linkage. Thus, in other meth-
ods this is significantly less than the 100% with all data disclosed in a
fully identifiable dataset.

The two case studies presented here serve as a proof-of-concept that
the same techniques are effective in more realistic RL settings used in
combination with ML based automated RL methods. Both UTH and UAB
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cases were able to achieve accurate human linkage with the default dis-
closure budget for identifying information of KAPR =30%. Participant
feedback did not indicate notable problems or limitations that could not
be addressed by using MiNDFIRL’s disclosure techniques, though data
reviewers did sometimes express the need to refer to full source records
for specific problem cases. Such behavior still aligns with the intended
design of limited access to identifiable personal data to make a record
match on an as-needed basis. The software streamlined the process to
help reviewers access the appropriate individual record(s) from the full
source, as needed.

5.2. The interface design is crucial for efficient manual RL

Comments from the case study revealed agreement with and rein-
forced the findings of the interface design from prior controlled exper-
iments. Though the two case studies used different specific fields, both
study sites used the same general masking and highlighting methods.
The feedback indicated that the visual highlighting of discrepancies and
addition of icons were effective for helping reviewers identify differ-
ences between patients in data pairs. The appropriateness of this visual
design aspect is of crucial importance for allowing users to understand
discrepancies by applying the data-masking methods to reduce the need
for data disclosure. The collection of studies has provided strong evi-
dence that most of the implemented methods were easily understood
without the need for elaborate explanation for different types of dis-
crepancies (e.g., character insertions or deletions, character swaps, field
value swaps, whole-value differences).

Importantly, not all interface icons were equally useful. Some re-
viewers noted varying levels of difficulty in making use of the icons for
the provided name frequency metadata. These data provided the rela-
tive frequency of first and last names included in the source data set for
each entity in a pair. Sometimes, knowing the number of instances of
an item helped determine the uniqueness of the name. To reduce infor-
mation complexity provided to data reviewers, the interface provided
frequency level as four ordinal categories: unique occurrence, rare oc-
currence, common, and highly common. Whether the frequency data
were given attention and how much they affected decision-making var-
ied according to personal strategies and preferences. While the name
frequency information itself was considered valuable and useful, the fre-
quency icons were sometimes challenging to interpret meaningfully in
actual use. We suspect that the optimal frequency levels will depend
on the specific project. The software may be more useful if the man-
ager can customize how name frequency feedback is provided. Different
icons may be needed for new levels, and in some cases, interval-level fre-
quency information may be desired rather than ordinal categories.

5.3. Understanding differences in user RL strategies is important for
optimal RL

As expected, we found that different reviewers adopted different
strategies and mindsets when conducting RL. For example, certain re-
viewers might give more attention to an I D field, while other reviewers
might put more weight on a date of birth field for making linkage de-
cisions. While not a problem, this finding reinforces the importance
of software that supports collaborative decision-making and disagree-
ment resolution to address between-people differences and perspectives
throughout the linkage process. Future iterations of software that sup-
port our method might explore the integration of algorithmic techniques
that can help log the history of data-access preferences by individual
data reviewers (e.g., allow reviewer A to see that reviewer B tends to
reveal ID information for 70% of all access requests) to help facilitate
a shared understanding of different perspectives and priorities during
conflict-resolution discussions as well as training beginners.

Reviewers also took different strategies for making use of the allow-
able disclosure limit or “privacy budget” for revealing data details. For
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instance, some adopted a more aggressive approach in opening more de-
tails early on despite the risk of exhausting the available budget, while
others opted for a more conservative approach of avoiding disclosure
for the entire data set despite having a full budget available. The design
rationale for budgeting on-demand disclosure assumes that reviewers
will only access more details when necessary for improved decisions.
It is important to note that users should be encouraged to review more
data details only when they believe it will add value and improve ac-
curacy. The presence of strong differences in strategies might suggest
that (a) for the case of aggressive disclosure, the available budget was
too low for users to be confident in their linkage decisions; or (b) for
the conservative strategist, the participant either did not seek to opti-
mize decision quality or did not perceive a benefit to disclosing more
details. Variation in strategy is common when freedom of choice and
human decision-making are involved, though we expect that variance
might be reduced through explicit instruction for recommended strate-
gies and longer periods of practice to develop a practical sense of an
optimal “spending” rate. Further investigation of strategies and budget
usage over longer periods would be needed to appropriately adjust the
budget in the software, and the existing support for budget adjustment
would make this possible with the current software framework.

5.4. Accuracy remains difficult to assess using real-world data

One limitation of the studies is that in real data there is no clear
“ground truth”, so we are unable to provide definitive results for the ef-
fects on RL accuracy. However, there was very strong agreement among
the 4 reviewers in both studies indicating that although algorithms may
find these pairs uncertain, most humans do not. Initial agreement be-
tween 2 initial reviewers was 83% and 58% each for the UTH and UAB
studies respectively, with discordant pairs able to be resolved by ma-
jority (3 of 4 reviewers) for an additional 11% and 28% respectively,
yielding overall agreement of 94% and 86% respectively. Final consen-
sus via discussion was reached for all but 1 pair in the UAB study which
required a final determination by the UAB manager. Although these
agreement rates are encouraging, they may overestimate true reliabil-
ity, as percentage agreement does not account for chance agreement.
More robust measures such as Cohen’s Kappa could not be calculated
due to missing annotations on match versus non-match classifications.

6. Conclusion

Introducing the “human” in the “loop” of the data analysis and explo-
ration process to augment the computational prowess of automated ML
processes is key to obtaining usable high-quality results. There are im-
portant challenges in terms of how to facilitate these interactions when
handling sensitive data including what should be disclosed and how for
the most effective data decision making as well as best privacy pro-
tection [37]. Information privacy research has shown mathematically
that any disclosure of data leads to some privacy loss [31,32]. Thus,
the goal of any private data analysis should be to achieve the maxi-
mum utility under a fixed privacy budget [17]. There is still much to
understand about the tradeoffs between utility and privacy, and few
tools are available to facilitate the tradeoff decisions. MiNDFIRL is one
tool available to facilitate these decisions for interactive RL using on-
demand access techniques using data segmentation, masking, and risk
quantification. Both case studies demonstrated that these techniques
were effective in significantly reducing the needed access to identifying
data for high-quality patient matching using a hybrid human-computer
system in real-world settings for both EHR and patient-generated data.
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Appendix A. k-Anonymized privacy risk (KAPR) score

In order to minimize the privacy risk associated with access to PII,
the presented on-demand disclosure method requires a method for risk
quantification. In this section, we define a quantitative measure, called
the k-Anonymized Privacy Risk (KAPR) score, for the identity disclosure
risk associated with partial information disclosure. We illustrate by ex-
ample how KAPR is calculated, and we state and prove the desired
properties of the measure.

A.1. Preliminaries

The attributes occurring in a data table can be categorized into three
non-disjoint sets:

1. identifiers (e.g. name, social security number), which directly iden-
tify a person;

2. quasi-identifiers (e.g. gender, ZIP code, race), which can be used to
link records to external identifiers; and

3. sensitive attributes (e.g. disease status, income), whose values for any
individual must not be disclosed.

A standard approach to preserving privacy is deidentification, which
refers to removing the identifiers from the data before sharing. This
is not sufficient to guarantee anonymity, as quasi-identifiers can po-
tentially be used to link records to identify records in other data sets,
thereby causing identity disclosure of individuals within the data set.
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Table A.1
Example of display mode for different attributes.
Attribute  Type Masked Partial Full
. 1742682819
D String . 1742668281
@@@ JR SANCHEZ JR
Name Varchar N SANCHEZ
08/09/**** 08/09/1964
DOB D
0 ate % 09/08/****  09/08/1964
@ N/A White
Race Category & N/A Asian

We use a privacy risk score based on k-anonymity [34,35] to measure
the risk of identity disclosure. This property places a restriction on the
disclosure of identifiers and quasi-identifiers.

Definition A.1. A data set is said to satisfy k-anonymity for k > 1 if, for
each combination of identifiers and quasi-identifiers, at least k records
exist in the data set sharing that combination.

No person in a k-anonymous data set can be distinguished from at
least k — 1 other people, which helps guard against identity disclosure (in
other words, no particular person’s data can be identified with certainty
as belonging to them). k-anonymity alone is not sufficient to protect
against attribute disclosure (e.g., cancer status) [36]. However, when
protection against attribute disclosure is guaranteed by separation of the
sensitive attributes from the identifiers, it can be leveraged to create a
useful measure for assessing the risk of identity disclosure (some amount
of which is inherent in the record linkage context).

A.2. KAPR privacy risk score

Before defining the KAPR score, we formalize the concept of a partial
display.

Definition A.2 (partial display). Let X be a data set with N records
and D non-sensitive attributes, containing potential pairs of records to
be linked. A partial display X is a set of 2n rows and D attributes ob-
tained from n < (]; ) pairs of records from X that are displayed to a
user performing interactive record linkage. The rows in & are many-to-
one related to the records in X. The values of the attributes in X may
be fully disclosed, partially disclosed or masked versions of the corre-
sponding attributes in X, as described in Table A.1.

Underlying the partial displays is the closely related concept of an
information disclosure state, which in turn requires the concepts of pro-
portion of characters disclosed and anonymity set size.

Definition A.3 (proportion of characters disclosed). Let X be a partial dis-
play comprising 2n rows and D attributes. Let the number of characters
of attribute j of record i be n;;. Let the number of characters whose true
values are disclosed be d;;. Then, the proportion of characters disclosed
for attribute j of record i is p;; :=d;; /n;;.

Definition A.4 (anonymity set size). The anonymity set size k; for a row
r; in a partial display &, based on an underlying data set X, is the num-
ber of records in X that could correspond to r;, based on the level of
disclosure in r;.

Definition A.5 (information disclosure state). Let X be a partial display
comprising 2n rows and D attributes. Let p;; represent the proportion
of characters of attribute j disclosed for row i. Let k; be the size of
the anonymity set of record i based on the information that has been
disclosed. The information disclosure state of X is defined by the matrix
X €[0, 11*™*P with matrix elements X = (pl-j/k,) e[0,1].
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There is a many-to-one mapping from partial displays to information
disclosure states. We can now define KAPR as a function of an informa-
tion disclosure state.

Definition A.6 (k-Anonymized Privacy Risk (KAPR) Score). Let X be the
information disclosure state associated with a partial display X with 2n
records and D attributes. Let p;; be the proportion of characters of at-
tribute j of record i disclosed. Let x be the minimum allowed anonymity
set size and let k; be the anonymity set size of record i based on the
current disclosure state. The k-Anonymized Privacy Risk score (KAPR) is
given by

2n—1 1

K K
K(K§x)1=ﬁ||x”1,| =ND P [Pl (2)
i=0 "1 j=0

S|
L

Here, ||-||; ; is the standard L;; matrix norm.

A.3. Example

We illustrate the utility of KAPR via an example. Consider Table A.2,
containing microdata about individual people, whose schema comprises
the identifier {Name}, the quasi-identifiers {DOB, Race}, and the sen-
sitive attribute { Income}. The data linkage task to be accomplished is
to merge duplicate records in this data set. This is accomplished by hav-
ing a person manually inspect all pairs of similar records and decide
whether or not they correspond to the same individual. In this example,
the ground truth is that records 1 and 2 belong to unique individuals,
while records 3 and 4 correspond to the same individual (as indicated
by the row colors). Because all of the records in this table are quite sim-
ilar, the user interface will display every possible pair of records from
this table to the reviewer.

Initially, the pairs will be displayed in masked mode. This corre-
sponds to the information disclosure state depicted in Table A.3. The
field ID contains a tuple denoting which records from the base data set
Table A.3 constitute this pair, and the field i is used to label the rows
of data displayed. Since Income is a sensitive attribute, it will not be
displayed. We denote by p; the vector whose entries consist of the pro-
portions of characters of the Name, DOB and Race fields respectively.
We denote by k; the size of the anonymity set for record i. In principle,
any number of the characters of Name and DOB can be disclosed. Be-
cause Race is a Category variable, it can only be not disclosed or fully
disclosed; there is no option for partial disclosure. In this mode, each
row i in the display has an anonymity set size of k; = 4, because the
masked data could correspond to any of the records in Table A.2. How-
ever, no characters of any of the three attributes are disclosed, meaning
p; =(0,0,0) for each row i, and hence K; = 0 for each row as well. Thus,
the KAPR score for this information disclosure state is 0.

The incremental display allows the user to reveal incremental addi-
tional information about any cell in the display, and the privacy cost of
this action is quantified by the amount by which the KAPR score is in-
cremented as result. As an example, the user may have decided to switch
from masked mode to partial mode for every cell in the display, as de-
picted in Table A.4. This will change the values of k; and p; for each
row. For example, for row i = 1, the size of the anonymity set k; has
decreased from 4 in masked mode to 3 in partial mode, since we now
know that the last character of Name is ‘y’, which means it must cor-
respond to one of the three rows where Name = ‘Mary’ in Table A.2.
Furthermore, we have now revealed 1/4 of the characters of Name, but
still no characters of the other attributes, meaning p; = (1/4,0,0) now.
In this case, since N = 12, D = 3, this means that K; = 1/432. The value
of K; for each row is shown separately; for i € {11,12}, K; = 0 still, be-
cause the identifying attributes of the underlying records are identical,
and thus no characters need be revealed. The KAPR score for this infor-
mation disclosure state is leil K; =31/432 2 0.072 > 0. So the KAPR
score has increased incrementally from O when every row was displayed
in masked mode. It should be clear from the example that the KAPR
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Table A.2

Fully disclosed individual-level attributes. Note: Col-
ors indicate individuals (ground truth). There are
three different individuals; rows 3 and 4 correspond
to the same individual.

ID Name DOB Race Income
1 Mary 08/09/1964  Hispanic 69,426
2 Mark 08/09/1964 Hispanic 38,001
& Mary 09/08/1964 Black 27,998
4 Mary 09/08/1964 Black 27,989
Table A.3
Masked pairs.
ID i Name DOB Race k; p; K;
(1’2) 1 ***@ **/-k‘k/*ir** N/A 4 (0, 0’ 0) 0
2 emRg mepe/ee N/A 4 (0,0,0) 0
(1,3) 3 *x s@/fg/***  N/A 4 (0,0,0) 0
4 wee o sg/r@/e N/ 4 (0,0,0) 0
(1,4) 5 % <@/*&/*** N/A 4 (0,0,0) 0
6 vk rg/*@/Y* N/A 4 (0,0,0) 0
23) 7 @ *@/*&*** N/A 4  (0,0,0) 0
8 &  *&/*@/** N/A 4 (0,0,0) 0
24 9 @ *@/*&/**** N/A 4 (0,0,0) 0
10 **&  *&/*@/**** N/A 4  (0,0,0) 0
(B4 11 ok ek N/A 4 (0,0,0) 0
12 ek **/**/**** N/A 4 (0’0’0) 0
K=Y,K) 0
Table A.4
Partial disclosure.
ID i Name DOB Race k; p; K;
(1,2) 1 ey eoyss N/A 30 (1/4,0,0) 1/432
2 ek wmsess N/A 1 (1/4,0,0) 1/144
1,3) 3 ok *B/HQ KK N/A 1 (0, 2/8, 0) 1/144
4 HHE *Q *GHHI*E N/A 2 (0, 2/8, 0) 1/288
1,4) 5 i *8/HQHHHIH N/A 1 (0, 2/8, 0) 1/144
6 A *Q/xHHk* N/A 2 (0, 2/8, 0) 1/288
(2,3) 7 wRR *8/*QHHHH N/A 1 (1/4, 2/8, 0) 1/72
8 Fky *Q/*BHHHE N/A 2 (1/4, 2/8, 0) 1/144
2,4 9 wxER *8/*QxHk* N/A 1 (1/4, 2/8, 0) 1/72
10 xry *9/x8/*x % N/A 2 (1/4,2/8,0) 1/144
(3,4 11 Fh Rk N/A 3 (0,0,0) 0
12 ks pk ke N/A 3 (0,0,0) 0
K(=Y,K) 0072
Table A.5
Full disclosure.
ID i Name DOB Race k; P K;
1,2) 1 Mary 08/09/1964 Hispanic 1 (1,1,1) 1/12
2 Mark 08/09/1964 Hispanic 1 (1,1,1) 1/12
1,3) 3 Mary 08/09/1964 Hispanic 1 (1,1,1) 1/12
4 Mary  09/08/1964  Black 2 (1,1,1) 1/24
1,4 5 Mary 08/09/1964 Hispanic 1 (1,1,1) 1/12
6 Mary 09/08/1964 Black 2 (1,1,1) 1/24
(2,3) 7 Mark 08/09/1964 Hispanic 1 (1,1,1) 1/12
8 Mary 09/08/1964 Black 2 (1,1,1) 1/24
2,4 9 Mark 08/09/1964 Hispanic 1 (1,1,1) 1/12
10 Mary 09/08/1964 Black 2 (1,1,1) 1/24
(34 11 Mary 09/08/1964  Black 2 (1,1,1) 1/24
12 Mary 09/08/1964 Black 2 (1,1,1) 1/24
K(=Y,K) 0750

score for this information disclosure state does not depend upon the or-
der in which the information was disclosed; regardless of the order in
which the user clicked the cells of the display to reveal more informa-
tion, the final information disclosure state is the same, and the KAPR
score depends only on the information disclosure state.
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The maximum amount of information that can be revealed is for
every row to be displayed in full disclosure mode. This information dis-
closure state is depicted in Table A.5. In this state, p; = (1,1, 1) for every
row i. Even in this fully disclosed state, k; =2 for some rows (the ones
where the underlying record is one of the two duplicates in the origi-
nal record set with respect to the identifying attributes). As a result, the
KAPR score is 0.750, which is less than the theoretical maximum value
of 1 for a data set without duplicates.

A.4. Properties of KAPR score

KAPR has several appealing and easily demonstrated properties that
make it a useful measure of identity disclosure risk for interactive record
linkage.

Property A.1. The KAPR score K : RV*P — R, is a norm (it is non-
negative, homogeneous, and obeys the triangle inequality). Hence, it can be
assigned the geometrical interpretation of the “length” of the information
disclosure state, where “longer” means “higher risk of identity disclosure”.

Proof. This follows directly from Definition A.6 and the fact that
x/N D > 0, since a norm multiplied by a positive constant is still a norm
(it represents a uniform rescaling of all lengths). []

Property A.2. KAPR score manifestly depends only on the information dis-
closure state, which in turn depends only on the information displayed to the
user, and not on the precise sequence of actions taken by the user to lead to
that state.

Property A.3. KAPR score ranges from O (when no characters are disclosed,
such as when every attribute is in masked display mode) to 1 (when every
character is disclosed and the anonymity set size of every record in the un-
derlying data set is 1).

Proof. K > 0 follows from KAPR being a norm. K <1 follows from
N-1D-1

the fact that k; > x, |p;| < 1= |p;l/k; < X2, 252 1/kx = ND/x =

Kx: X)=&/ND)|IX|;; <1l. O

Property A.4. KAPR score monotonically increases as more characters are
disclosed.

Proof. Consider the partial derivative of K(x, X) with respect to any

K _ x LAl o & 5 15 6 =% 150 Thus
5 = Thus,

oy  ND&rsk op,  ND&rsk ir%isT NDk,

KAPR always increases with disclosure of new characters. []

of the p;;:

Property A.5. The KAPR score penalty for disclosing attribute values
for any particular record is a monotonically decreasing function of the
anonymity set size for the record.

Proof. Suppose characters from attribute j of record i are disclosed.

From the proof of Property A.4 above 9K — x 1 Thisisa decreasing

’ .y T ND k_:
function of k;, the anonymity set size of record i. Moreover, disclosure
can only decrease or maintain the anonymity set size, so a given disclo-
sure that causes a reduction in the anonymity set size causes a greater
increase in KAPR than the same disclosure would if the anonymity set

size was preserved. []
Data availability
Some of data underlying this article cannot be shared publicly to

protect the privacy of individuals that participated in the study. Other
data will be shared on reasonable request to the corresponding author.
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