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Abstract

CHILL is a concurrent programming language, espe-
cially for implementing telecommunications software.
ETRI has used the language for the development of
switching software. Generally, switching software is
characterized by real-time execution, parallel and dis-
tributed processing, large scale source code, and high
complexity. The software is also developed on cross
development environments. In this paper, we present
a CHILL cross debugging system, in which the system
can test and debug the programs on remote system from
local system. The system provides the traditional de-
bugging features such as executing and tracing a pro-
gram, listing source code, setting breakpoints, examin-
g and setting program locations, and single-stepping.
It also provides parallel and distributed real-time debug-
ging, a powerful command language, signal sending ca-
pability, and graphical user interface for switching soft-
ware.

1. Introduction

CHILL, a general purpose high-level programming
language recommended by I'TU-T, is mainly used for
the development of telecommunications software, such
as TDX, ISDN, and ATM [1][2]. This language pro-
vides concurrent execution, modular and structured
programming, separation compilation, strong type
checking, and data abstraction features. Telecommuni-
cations software is generally characterized by real-time
and concurrent execution, very large source code, high
complexity, and high performance requirements [3].
CHILL is therefore considered as a suitable language
for switching systems with these characteristics.

ETRI is developing a large-scale ATM switching sys-
tem [4]. The development of the ATM switching soft-

ware is carried out on cross development environments.
In this environment, the software compiled at a host
system executes and operates at a target system. How-
ever, the target system has limited resources and func-
tional constraints, so it is difficult to use the testing and
debugging tools designed for general-purpose comput-
ers at the target system directly. To cope with these
problems, a cross debugging system has been devel-
oped, where a debugger in the host system can control
and monitor the execution codes in the target system
through a high speed communication line with the sup-
port of the target operating system [5].

This paper discusses the CHILL cross debugging sys-
tem, which has been developed jointly by ETRI and
Kvatro Telecom AS, a Norwegian company. The sys-
tem is intended to provide an integrated testing en-
vironment that makes it possible to perform debug-
ging and testing of CHILL switching software in a
convenient and efficient way. For this purpose, the
system provides parallel and distributed real-time de-
bugging, sending signals, debugger command language,
and graphical user interface (GUT). The paper is orga-
nized as follows. At first, we give an architecture of our
debugging system, in which we show a basic concept of
cross debugging and the target system configuration.
Then we introduce the features of the debugging sys-
tem in section 3. Section 4 deals with the debugging
target software, in which we show how to debug the tar-
get software. We also present important components
of the system: a CHILL debugger, debugging informa-
tion, and a communication protocol. We conclude the
paper with a summary of the system and the further
work.

2. Cross debugging

The cross debugging, sometimes called remote de-



bugging or tele-testing, is based on the client-server
model and used for the debugging of embedded sys-
tems such as a switching system [5][6]. This debugging
method makes it possible to debug programs in a target
system remotely from a host system. A debugger on
the host system needs a small agent, a debugger server,
on the target system that provides primitive debugging
support. The debugger, instead of creating debuggees
and expecting the operating system to give notification
of debugging events, sends and receives messages via a
serial line or a network to the target system.
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Figure 1: Basic concept of cross debugging

Figure 1 shows the basic concept of current debug-
ging system. The debugger can control and monitor
the program under test (PUT) with the support of the
debugger server, residing in the target operating sys-
tem. The debugger and the debugger server exchange
messages with specially designed communication pro-
tocol.

2.1. System architecture

Figure 2 shows the system architecture of the CHILL
cross debugging system. The system is largely com-
posed of three parts: a host system, a target system,
and a communication link. The host system 1s a gen-
eral purpose computer system. The users can access
the debugger by means of GUI to debug the CHILL
processes created from a PUT. When a new debug-
ging session starts, the debugger connects to the PUT
and exchanges debugging messages with the debugger
server. The debugger requires source code and debug-
ging information to control the PUT at source-level.

The scalable real-time operating system (SROS), a
distributed real-time operating system, is used as an
execution platform for the target ATM system [7]. Tt
is based on a micro-kernel architecture and mainly
composed of a micro-kernel and a group of system
servers. The micro-kernel provides the basic system
control functions and a real-time parallel processing
function. The system servers provide a wide variety
of services. They comprise I/O server, inter-process

communication server, time server, file system server,
Ethernet server, and debugger server. Among these,
the Ethernet server and the debugging server play crit-
ical roles for cross debugging. The former takes charge
of communications with the debugger, while the latter
provides the basic debugging functions. The debugger
server receives requests from the debugger and executes
the primitive debugging functions such as reading or
writing contents of memory or registers, setting traps
in instruction level, executing a piece of code, and so
on. The communication link connects the debugger and
the target system, downloads the target object code,
and passes the requests and results for the debugging
operations. The link is constructed on Ethernet and

UDP/IP.
2.2. Target system

The target, ATM switching system in our case, has a
distributed real-time architecture for supporting large
subscribers [4][8]. Tt consists of several subsystems as
shown in figure 3. It has one ATM central switching
subsystem for connecting of each subscriber and many
ATM local switching subsystems for the interface of
subscribers. Each subsystem consists of one on-board
processor and one network module. The processors are
duplicated for fault-tolerance. The central subsystem
takes a role of administration and maintenance, such
as charging and statistics. It has disk to keep the in-
formation for the management of switching systems.
The processor in a central subsystem is called an op-
eration and maintenance processor (OMP). The main
function of a local subsystem is the call processing of
broadband subscribers and trunks, so the processors in
the local subsystems are called a call and connection
control processor (CCCP). Each subsystem uses SROS
as an operating system and the developers can test and
debug their applications running on subsystems from a
host system.

3. Debugging features

The debugging system allows programmers to
run and debug programs symbolically in terms of
CHILL [9]. Tt provides the features of traditional se-
quential debuggers such as executing and tracing a pro-
gram, listing source code, setting breakpoints, examin-
ing and setting program locations, and single-stepping.
It also provides a powerful macro mechanism and a gen-
eral purpose debugging language, called a pilot com-
mand language (PCL), consequently making it possible
to prepare a variety of test scripts. The scripts are very
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useful for the regression testing of large-scale switching
software. In addition to these sequential features, the
system can control and monitor the execution states
of individual processes as well as the states of a whole
testing program.

For the proper execution of a software unit in switch-
ing system, it should communicate and exchange infor-
mation with related software units. The switching sys-

tem uses CHILL signals for synchronization and infor-
mation passing among units. The unit generally waits
for signals from other units. After the receipt of the
wanted signal, it can continue the execution. If a pro-
grammer intends to conduct a unit testing in the state
where development of other related units has not yet
been completed, it is necessary for the unit to receive
the required signals from the outside. The system pro-
vides the signal sending feature for the above case. It
i, therefore, possible to debug and test a unit, regard-
less of other related units. In addition to the feature,
the system will be strengthened by tracing signals, with
which users can analyze the dynamic behaviors of pro-
cesses and signals after the execution.

Simple usage is an important goal of a debugging
system. In this debugging system, the users can access
the system with GUIL

The following 1s a brief description of the major fea-
tures of the debugging system discussed in this section:

e Execution
— connecting and disconnecting to a remote pro-
gram under test
— starting and reloading a program under test
— accessing source files
— traps with conditional statements
— various stepping on source code
— examining stack frames
— forced procedure calls



e Parallel Programs Debugging
— showing the states of processes and programs
— execution and trace of a particular process
— multiple contexts
— displaying current state of target system
e Sending and Tracing Signals
— sending a signal to the destination process or
processor
— post-mortem analysis of signal behaviors
— displaying signals arrived at the specified pro-
cess
e Programmability
— PCL script language and powerful macros
— debugger locations and user-defined locations

— logging the testing result

Evaluation of Expressions

— accessing and modification the locations
— showing the mode of locations
— CHILL-like PCL expressions and evaluation

Graphical User Interface

4. Debugging target software

When a new debugging session starts, the debugging
system needs several steps. First, the CHILL cross
compiler on a host system compiles and links a pro-
gram being executed on the target system and gener-
ates a target code, an execution file running on the
target system. During compilation, the compiler gen-
erates debugging information for the source program.
The debugger requires the information to get informa-
tion about a source code and its symbol. After compi-
lation, the target code is loaded into the target system,
and then the debugger tries a connection to the target
code. Figure 4 shows the successful connection step-up
between host and target system. The upper window
is the host system, which show that the target code,
named main process, is in suspended state on target
OS. The user can start the debugging of the target
code by clicking the start button. The below window
is for the target system, which show that a user down-
loads the target code from the host system and that
the connection information.

The following summarizes the cross debugging steps
described above:

1. cross compilation for a target code

2. downloading the target code

3. connection setup between the debugger and the

target code

Figure 4: Connection setting

4. debugging session
5. disconnection

4.1. CHILL debugger

The CHILL debugger is a kind of remote debug-
ger. It can monitor the remote programs under test
with the support from a debugger server. The debug-
ger has many similar features as ordinary breakpoint
based source-level debuggers. But unlike ordinary de-
buggers, the debugger has unusual features such as
asynchronous operation, programmability, and multi-
ple sessions [10].

The debugger operates in parallel with the programs
under test. That is, the debugger and debuggees exe-
cute asynchronously. So, the debugger operations can
be performed without affecting program execution at
all. The debugger is also designed to guarantee that the
suspension of a particular process does not affect other
irrelevant processes. Through such design, the suspen-
sion of a process causes minimum impact on the execu-
tion of entire programs. The program, therefore, can
execute at full speed, even if some processes are being
manipulated by the debugger. Besides, the processes
in the debugger server execute with low execution pri-
ority, compared with processes in programs under test.
This causes minimum impact on the execution of real-
time programs.

Test script language is very important for large-scale
software testing and debugging. The users can write



several kinds of testing scripts with PCL, which pro-
vide many capabilities to help complete programmabil-
ity. It makes the users evaluate the CHILL expressions
in scripts and provide powerful macros. It also includes
CHILL constructs such as loop and conditional state-
ments. Furthermore, the user can define trap body
with a sequence of commands, which define what will
the trap do when a process hits the trap. Below shows
a simple script file.

— ‘-~ means comment

— start a log file for post-mortem analysis
LOG $sthis FILE F“test.result”;
— load the testing block
LOAD $xthis;
— set a trap for an inspection of a location value
TRAP (where)
IF value = 100 THEN
$test_result := TRUE;
ELSE
$test_result := FALSE;
value := 100;
FI;
RESUME;
END;
— start the testing block
RESUME;
— end of log file
CLOSE LOG

In a traditional sequential debugger, there is only
one debugging session. The debugger provides several
sessions at the same time. This is essential for parallel
debugging. The figure 5 shows the debugging of two
processes.

4.2. Debugging information

To describe the properties of a program under test to
the debugger, the CHILL compiler generates debugging
information about the program. The compiler uses the
debug information language (DIL) to represent it [11].
DIL represents symbolic information about the pro-
gram in the form of LISP style lists, which 1s human
readable and makes the implementor of DIL generator
to develop it easily. A DIL file includes two kinds of in-
formation: one is for the structure of the program and
another 1s for the symbols in the program. Program
structure information includes the source file name, line
numbers, block information, and so on. Symbol infor-
mation includes mode definition, mode and address of
the symbols, and so on.

The debugging information for a program is com-
posed of DIL compile information (ci) and DIL link
information (li). DIL ci is the set of debugging infor-
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Figure 5: Snapshot of two processes debugging

mation produced for one corresponding CHILL compi-
lation unit. A DIL 1i holds the key information about
the compilation units constituting a program. The DIL
li file is a catalog that can be read relatively fast at con-
nection time. With the DIL 1 file, DIL ci files can be
read incrementally by the debugger during a debugging
session. The debugger uses the DIL files and source
texts to control the program at source level.

4.3. Communication protocol

A communication protocol 1s used for communica-
tions between the debugger and debugger server. It is
composed of CHILL signals called “program execution
control services interface signals”. The signals define a
number of operations such as reading and writing loca-
tions, single-stepping of each process, forcing procedure
calls, suspending and resuming processes or programs,
and defining traps [6]. The protocol is asynchronous, so
that multiple operations can proceed simultaneously.

The following are important interface signals:

e setting up a debugging connection

e terminating a connection



e passing values

e controlling the program state
e handling processes

e handling locations

e trap handling

e stepping

e status reporting

5. Conclusions

In this paper, we described the CHILL cross debug-
ging system for large-scale switching software. First of
all, we introduced the basic concept and system archi-
tecture of the system. We also presented the features of
the system and each component in detail. The system
provides parallel and distributed real-time debugging,
a signal sending, debugging command language, and
GUI. We are now using the system for ATM switching
software.

As further research, we are developing a host CHILL
debugging system. In cross development environments,
it is impossible to conduct testing and debugging of
developed switching software if the hardware and op-
erating system of the target system are not completed
vet. To cope with these problems, the host debug-
ging system will conduct the testing and debugging of
switching software in the host environment. By using
the system, it is possible to develop software within a
short span of time, regardless of the implementation of
target hardware and operating system. It is also possi-
ble to test most functional requirements before loading
the switching software into the target system, thereby
making it possible to locate errors at an early stage.
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