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Conditional Anomaly Detection

Xiuyao Song, Mingxi Wu, Christopher Jermaine, Sanjay Ranka

Abstract— When anomaly detection software is used as a data nhaturally limits the number of candidate anomalies that a
analysis tool, finding the hardest-to-detect anomalies isat the  detection methodology may usefully produce. Given that thi

most critical task. Rather, it is often more important to make  ,,mper s likely to be small, it is important that most of taos
sure that those anomalies that are reported to the user are ifact didat i int ting to th d
interesting. If too many unremarkable data points are retured candidate anomalies are interesting 1o the end user.

to the user labeled as candidate anomalies, the software Wwiloon This is especially true in applications where anomaly de-
fall into disuse. tection software is used to monitor incoming data in order
One way to ensure that returned anomalies are useful is to tg report anomalies in real time. When such events are
make use of domain knowledge provided by the user. Often, yatacted, an alarm is sounded that requires immediate human
the data in question include a set of environmental attribues . tigati d Unlike the offl h th
whose values a user would never consider to be directly inditive investigaton an _responsg. nii e_ eo |nel Case whese
of an anoma|y. However’ such attributes cannot be ignored cost and frustra“on aSSOC|ated W|th human |nV0|Vement can
because they have a direct effect on the expected distriboth usually be amortized over multiple alarms in each batch of
of the result attributes whose valuescan indicate an anomalous data, each false alarm in the online case will likely resuln

observation. This paper describes a general-purpose metto 54 itional notification of a human expert, and the cost canno
called conditional anomaly detection for taking such differences be amortized

among attributes into account, and proposes three differen
expectation-maximization algorithms for learning the mocel that
is used in conditional anomaly detection. Experiments oveil3 . .
different data sets compare our algorithms with several oter A Conditional Anomaly Detection

more standard methods for outlier or anomaly detection. Taking into account such considerations is the goal of the
Index Terms— Data mining, Mining methods and algorithms. ~ research described in this paper. Rather than trying to find
new and intriguing classes of anomalies, it is perhaps more
important to ensure that those data points that a method does
find are in fact surprising To accomplish this, we ask the
Anomaly detection has been an active area of computgrestions: What is the biggest source of inaccuracy fotiegis
science research for a very long time (see the recent sur@pmaly detection methods? Why might they return a large
by Markou and Singh [1]). Applications include medicahumber of points that are not anomalies? To answer, we note
informatics [2], computer vision [3][4], computer secyrit that by definition, “statistical” methods for anomaly detec
[5], sensor networks [6], general-purpose data analysis dook for data points that refute a standard null hypothesis
mining [7][8][9], and many other areas. However, in conttas asserting that all data were produced by the same generative
problems in supervised learning where studies of classifita process. The null hypothesis is represented either ettpl{eis
accuracy are the norm, little research has systematicdly é@n parametric methods [10][11][12]) or implicitly (as innaus
dressed the issue of accuracy in general-purpose unsaeérvilistance-based methods [9][7][8]). However, the questiba
anomaly detection methods. Papers have suggested massumption made by virtually all existing methods is thateh
alternate problem definitions that are designed to boost tiseno a priori knowledge indicating that all data attributes
chances of finding anomalies (again, see Markou and Singsfguld not be treated in the same fashion.
survey [1]), but there been few systematic attempts to ramint  This is an assumption that is likely to cause problems with
high coverage at the same time that false positives are &epfdlse positives in many problem domains. In almost every
a minimum. application of anomaly detection, there are likely to beesal
Accuracy in unsupervised anomaly detection is importadata attributes that a human being would never consider to be
because if used as a data mining or data analysis tool, directly indicative of an anomaly. By allowing an anomaly
unsupervised anomaly detection methodology will be givetetection methodology to consider such attributes equally
a “budget” of a certain number of data points that it magiccuracy may suffer.
call anomalies. In most realistic scenarios, a human beingFor example, consider the application of online anomaly
must investigate candidate anomalies reported by an atitomadetection to syndromic surveillance, where the goal is tece
system, and usually has a limited capacity to do so. Thisdisease outbreak at the earliest possible instant. Imagin
that we monitor two variablesnaxdaily_tempandnumfever
The authors are with Computer and Information Sciences anginEering maxdaily_temptells us the maximum outside temperature on
Department, University of Florida, Gainesville, FL 32611. .
E-mail:(xsong, mwu, cjermain, ranka)@cise.ufl.edu a given day, anchumfever tells us how many people were
This material is based upon work supported by the Nationaérge admitted to a hospital emergency room complaining of a high
Foundation under Grant No. 0325459, 11S-0347408 and II52080. Any  feyer. Clearlymaxdaily_tempshould never be taken as direct
opinions, findings, and conclusions or recommendationgesged in this . . .
material are those of the author(s) and do not necessafigctehe views of evidence of an anomaly- Whether it was hot or cold on a given
the National Science Foundation. day should never directly indicate whether or not we think we

I. INTRODUCTION
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A A attributes. In this case, or in the case when the user is enabl
o Pt A cloarestoudlier or unwilling to partition the attributes (and so by defadlt a
Point B: a conditional anomaly attributes are indicator attributes) then the CAD methogyl
is equivalent to simply performing anomaly detection only
. on the indicator attributes. If such relationshig® present,
few o then the CAD methodology learns them and takes them into
very cold very warm account.

max_daily_temp

=
e
s
=

num_fever

, . . . B. Our Contributions
Fig. 1. Syndromic surveillance application.

In addition to describing the parametric CAD methodology,
the paper describes three EM-based [13] learning algosithm

have seen the start of an epidemic. For example, if the highf@f the parametric CAD model. The paper describes a rigorous
Gainesville, Florida on a given June day was oflydegrees testing protocol and shows that if the true definition of an
Fahrenheit (when the average high temperature is clos#r to'@homaly” is a data point whose indicator attributes are not
degrees), we simply have to accept that it was an abnormadllykeéeping with its environmental attributes, then the CAD
cool day, but this does not indicate in any way that an outbreB1€thodology does indeed increase accuracy. By comparng th
has occurred. CAD methodology and its three learning algorithms against
While the temperature may not directly indicate an anomafi/,everal conventional anomaly detection methods on thirtee
it is not acceptable to simply ignoreaxdaily.temp because different data sets, the paper shows that the CAD methoglolog
numfever (which clearly is of interest in detecting an out!S significantly better at recognizing data points wheredhe
break) may be directly affected byaxdaily_temp or by a is a mismatch among environmental and indicator attributes
hidden variable whose value can easily be deduced by ffd at ignoring unusual indicator attribute values that are
value of themaxdaily_temp attribute. In this example, we Still in-keeping with the observed environmental attrésit
know that people are generally more susceptible to illness furthermore, this effect is shown to be statistically sigant,
the winter. when the weather is cooler. We call attributeghsy@nd not just an artifact of the number of data sets chosen for
asmaxdaily_temp environmentattributes. The remainder of t€sting.
the date attributes (which the useould consider to be directly
indicative of anomalous data) are calledlicator attributes. C. Paper Organization

The anomaly detection methodology considered in this The remainder of the paper is organized as follows. In Sec-
paper, calledconditional anomaly detectioror CAD, takes tjon 2, we describe the statistical model that we use to model
into account the difference between the user-specified@Wi anyvironmental and indicator attributes, and the relatiqs
mental and indicator attributes during the anomaly dedectipetween them. Section 2 also details how this model can be
process, and how this affects the idea of an “anomaly”. FQgeq to detect anomalies. Section 3 describes how to learn
example, consider Figure 1. In this Figure, Paihtind Point  {his model from an existing data set. Experimental resuls a
B are both anomalies or outliers based on most conventloaﬁ}en in Section 4, related work in Section 5, and the paper is

definitions. However, if we make use of the additional inforzonciuded in Section 6. The Appendix gives a mathematical
mation that maxdaily_tempis not directly indicative of an yerivation of our learning algorithms.

anomaly, then it is likely safe for an anomaly detection ayst
to ignore PointA. Why? If we accept that it is a cold day,

then encountering a large number of fever cases makes sense, ] . e
reducing the interest of this observation. For this reasoa This Section describes the statistical model we make use

CAD methodology will only label Poin3 an anomaly. of for reducing the false positive rate during online angmal

The methodology we propose works as follows. We assurﬂstection._ Like o_ther parametric methods (sucfl as those enu
that we are given a baseline data set and a user-defiffggrated in Section 2.1 of Markou and Singh's survey [1]),
partitioning of the data attributes into environmentalibittes e détection algorithms described in this paper make use of
and indicator attributes, based upon which attributes te u@ tWO-Step process:
decides should be directly indicative of an anomaly. Our 1) First, existing data are used to build a statistical model
method then analyzes the baseline data and learns which that captures the trends and relationships present in the
values are usual or typical for the indicator attributes.eWwh data.

a subsequent data point is observed, it is labeled anomaloud) Then, during the online anomaly detection process,
or not depending on how much its indicator attribute values  future data records are checked against the model to
differ from the usual indicator attribute values. Howebe see if they match with what is known about how various
environmental attributes are not necessar”y ignoredam data attributes behave individually, and how they interact
it may be that indicator attribute values are conditioned on  With one another.

environmental attribute values. If no such relationships a Like many other statistical methods, our algorithms rely on
present in the baseline data, then the CAD methodolothe basic principle ofnaximum likelihood estimatiofMLE)
recognizes this, and will effectively ignore the enviromta [14]. In MLE, a (possibly complex) parametric distribution

Il. STATISTICAL MODEL
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f is first chosen to represent the dath.is then treated Step 1
as agenerative modefor the data set in question. That is,
we make the assumption that our data set of sizeas in
fact generated by drawing independent samples froni.
Given this assumption, we adjust the parameters govern
the behavior off so as to maximize the probability that
would have produced our data set.

Formally, to make use of MLE we begin by specifying ¢
distribution f(x|61, 62, . . ., i), where the probability density
function f gives the probability that a single experiment OFig. 2. The generative model used in conditional anomalgaiein. Given,
sample from the distribution would produce the outcome a vector of environmental attribute values, we first deteemishich Gaussian
The paramete® = <91’92’ e 9k> governs the specific char-from U generatedz (step 1). Next, we perform a random trial using the

. o . mapping function to see which Gaussian frdmwe map to (step 2). In
acteristics of the distribution (such as the mean and vegan example, we happen to chodkg, which has a probability 0.6 of being

Since we are trying to model an entire data set, we delected given that is from Us. Finally, we perform a random trial over the
not have only a single experiment rather, we view our Selected Gaussian to genertéstep 3).
data setX = (x1,x2,...,2,) as the result of performing

n experiments overf. Assuming that these experiments ar

independent, the likelihood that we would have observgi(fi)eS not g_enerate the enw_ronmental_att_rlbutes assocmt_ﬂzd
X = (21,29, ...,20) iS given by: a data point The PDF gives the likelihood that a single

experiment with input: will give outputy. Thus, a data point’s
n environmental attributes are taken as input, and used along
L(x|e) =[] f(xl®) with the model paramete® to generate the set of indicator
k=1 attributesy. The net result is that when we perform a MLE to
The MLE problem can then be succinctly stated as: givéii our model to the data, we will learn how the environmental
f and X, can we solve fo® so as to maximizd.(X |©) over attributes map to the indicator attributes. Formally, owrdel
all possible values 0B? Once we have solved fo®, then uses the following three sets of parameters, which together

p(V Uy =2
p(Val Uy =2
p(V31Up =6

Environmental Attribute #2

Ind Att #2

Environmental Attribute #1 Indicator Attribute #1

we have a complete model for our data set. make up the parameter st
« A GMM U consisting ofny Gaussians (or multidimen-
A. The Gaussian Mixture Model sional normal “point clouds”), each of dimensionality.

The purpose ofU is to model the distribution of the
data set’s environmental attributes. TH& Gaussian in
U is denoted byU; and the weight of theé‘" Gaussian
is denoted byp(U;). The distribution parameters of the
i Gaussian iU are given bylU; = (uy,,Su,).
« A set of ny, additional Gaussians of dimensionalidy
which we refer to collectively a$’. Each Gaussian in
V' models a portion of the data space for the indicator
attributes. The distribution parameters of ffe Gaussian
in V' are given byV; = (uy;, Xv;).
A probabilistic mapping functionp(V;|U;). Given a
Gaussiary; € U, this function gives the probability that
U; maps toV;. In other words, this function gives the
probability that a tuple’s indicator attributes are proeldic
by the Gaussiar¥}, if we know that the tuple’s environ-

One of the common applications of MLE (particularly in
machine learning) is to fit a multi-dimensional data set to a
model described using the PDf s (fonras refers to the
PDF for aGaussian Mixture Modela GMM is essentially a
weighted mixture of multi-dimensional normal variablesda
is widely used due to its ability to closely model even difficu
non-parametric distributions). A GMM can very easily bedise
as the basis for anomaly detection and is the most ubiquitous
parametric model used for the purpose (see Section 2.1 of
Markou and Singh [1]). The overall process begins by first |
performing the MLE required to fit the GMM to the existing
data, using one of several applicable optimization tealsq

Of course, the problem described in the introduction of
the paper is that if we allow all attributes to be treated in
the same fashion (g_s all existing parametric_ methods seem to mental attributes were produced by the Gaussian
do), then false positives may become a serious problem. Our_. . .

) . . . . ... Given these parameters, we assume the following generative
solution to this problem is to define a generative statiktica

model encapsulated by a PDF:1p that does not treat all process for each data point in the historical data set:
attributes identically. This model is described in detaithie 1) The process bfeglns_wnh the assumption that the values
next subsection. for a data point’s environmental attributes were produced

by a sample froniJ. Let U; denote the Gaussian i
- ] which was sampled. Note that the generative process
B. Conditional Anomaly Detection does not actually produce; it is assumed that was
focap can be described intuitively as follows. We assume  produced previously and the Gaussian which produced
that each data point is an ordered pair of two sets of at&ibut x is given as input.
values (z,y), wherez is the set of environmental attribute 2) Next, we useU; to toss a set of “dice” to determine
values, andy is the set of indicator attribute values. Our which Gaussian froml” will be used to producsy.
PDF will be of the formfcap (y|©,x). The PDF foap is The probability of choosing/; is given directly by the
conditionedon x, which implies that our generative model mapping function, and is(V;|U;).
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3) Finally, y is produced by taking a single sample frondata based upon thejfi-41p values, from lowest to highest.
the Gaussian that was randomly selected in S®Bp Next, letc = en. This is the index of the cutoff point in the
The process of generating a value fpmgiven a value existing data set. Any future observation which is found¢o b
for z is depicted above in Figure 2. more unusual than the’” existing point will be termed an

It is important to note that while our generative modetnomaly. To check if @ pointr,cw, Ynew) is @anomalous, we
assumes that we know which Gaussian was used to geneféply check if foap(Ynew|©, Tnew) < foap(yeO,zc). If
z, in practice this information is not included in the dat¥es, then the new observation is flagged as an anomaly.
set. We can only infer this by computing a probability that
each Gaussian ity was the one that produced As a result, I1l. L EARNING THE MODEL

feap (y]®,2) is defined as follows: Of course, defining a model liké-4p is not enough. It is

nu, % also necessary to define a process whereby it is possible to
foap Wl©,2) =Y p(x €U fa wlV;) p (V;|U:) adjust the model parameters so that the model can be fitted
i=1 J=1 to the existing data. In general, this type of maximizatien i
Where: intractable. This Section defines several learning algorst
« p(z € U;) is the probability that: was produced by the for comp_uting the model. T.he Secti_on. begins with a highdleve
ith Gaussian i/, and is computed using Bayes’ rule: introduction to theExpectation Maximizatiofi 3] framework
that serves as a basis for all three of the algorithms.
fa (z|U;) p (U;)

WU, fa(2|U)p(Uk)

pxel;) =

A. The Expectation Maximization Methodology
e fa(ylV;) is the likelihood that thej’® Gaussian inV/

would producey, and is the standard Gaussian distribu- While EM IS usgally called an algorithm”, in reality it
: . IS a generic technique for solving MLE problems. EM can
tion (see the Appendix).

« p(V;|U,) is the probability that the" Gaussian front/ either be easy or nearly impossible to apply to a specific MLE

maps to thej" Gaussian fronV’. This is given directly problem, but in ggneral its application is non-trivial. Wewn
. turn to a description of the EM methodology.
as a parameter i®.

. i . As mentioned previously, most interesting MLE problems
Given the functionfc.ap(y|©, =), the problem of modeling & 516 computationally intractable. In practice, this intadadity
data sef X, Y’) can be succinctly stated as: results from one or more “hidden” variables that cannot be
Choose® so as to maximize observed in the data, and must be inferred simultaneousfy wi
n ) the MLE. In the conditional anomaly detection problem, thes
A= ZIOg feap (yk|©,xx) over all possible values foB.  higden variables are the identities of the Gaussians thet we

k=1 used to produce the environmental and indicator attributes
In this expression)\ is referred to as thiog-likelihoodof the of each data point in the historical data set. The fact that
resulting model. these variables are not observable makes the problem difficu

if these values were included in the data, then solving for
C. Detecting Conditional Anomalies O becomes a mostly straightforward maximization problem
relying on college-level calculus. The EM algorithm is ugef

Like other parametr!c anomaly detec_non methods, ¢ precisely such cases. EM is an iterative method, whose bas
methodology for detecting future anomalies using the CA Ltline is as follows:

model is based on the observation that once an optimal va U8 e Basic Expectation Maximization Algorithm
for © has been learned, the functigp 4 p can be used to give ] . i _
a meaningful ordering over all data points past and futueenf ~ 1) While the model continues to improve:

the most astonishing to the most typical. When a new point @) Let© be the current “best guess” as to the optimal
is observed that has a small value f6f4p, this means that configuration of the model.
it occurs in a portion of the data space with low density, and b) Let © be the next “best guess” as to the optimal
it should be flagged as an anomaly. configuration of the model.

In order to determine the cutoff value fofizap below c) E-Step Compute@, the expected value of with
which a new point is determined to be anomalous, we allow respect to© over all possible values of the hid-
the user to first pick a fraction from 0 to 1, and then we den parameters. The probability of observing each
choose thefc4p value such that exactly a fractianof the possible set of hidden parameter values (required to
data points in the training set would have been flagged as compute the expectation df) is computed using
anomalies. A high value of means that the method is less ©. B
selective, and hence it increases the chance that an angnalo ~ d) M-Step: Choose© so as to maximize the value
event will be flagged for further investigation. Howeverta for Q. © then becomes the new “best guess”.

same time this will tend to increase the rate of false pasitivn. EM sidesteps the problem of not knowing the values of
Given e and the size of the training data setin order to the hidden parameters by instead considering the expected

choose a cutoff such that exactt§o of the training points value of the PDF with respect tall possible valueof the

would be considered anomalous, we simply sort the trainilgdden parameters. Since computing the expected value of
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with respect to the hidden parameters requires that we lee alhere:

to compute the probability of every possible configuratién o fa(zr|UDpU;) fa(yrVi)p(Vi|Us, ©)

the hidden parameters (and to do this we need to know thedkii = w5y '

optimal configuratiorD), at each iteration EM computes this Z Z {fa(zi|U)p(Ue) fa(yr|Vi)p(Vi |Us, ©)}
probability with respect to the best guess so far@rThus, t=1 h=1

EM does not compute a globally optimal solution at eaqf).step. In the M-Step, we now use standard calculus to
iteration; rather, it computes a best guess as to the answghximize the value of) over all ©. This results in a series
which is guaranteed to improve at each iteration. EM has tge equations that can be used to compute the new parameter
desirable property that while it does not always convergeeo ya|yes that will be used during the next iteration. The detai
globally optimal solution, it does always converge to a llyca of the derivation of each of the equations are reasonably
optimal solution, where no combination of slight “tweaks” ojqyolved and are given in the Appendix. However, thse
the various values i can improve the value af. of the equations is relatively straightforward, and reesir
only that we perform standard arithmetic and linear algebra
operations over the previous model parameters and the data
B. The Direct-CAD Algorithm set. The formulas for the components®fare as follows:

n ny n ny nvy

The remainder of this Section outlines three different EM » p(U;) = Z Zbkij/z Z Z brnj
algorithms for learning the CAD model over a data set. The k=1 j=1 k=1h=1j=1

n ny n ny

first of the three algorithms attempts to learn all of the para . b
. . | = i T bk
eters simultaneously: the Gaussians that govern the giorera ~ "% Z Z wig k/z Z Wi

. . . k=1j=1 k=1 j=1
of the environmental attributes, the Gaussians that govern n ‘nv ! n nv
the generation of the indicator attributes, and the mappinge Xy, = ZZbkij(:ck — v, ) (xk _ﬂUi)T/ZZb’”'J’
function between the two sets of Gaussians. This Section k=1 j=1 k=1 j=1

only outlines the approach, and gives the equations that are _ R I
¢ s ° } v, = D0 D brigyn/ D D b

used to implement the algorithm; the complete mathematical® Pt Pt
=] 1= =1 1=

derivation of the EM algorithm is quite involved and is left B n ny n nu
to the Appendix Il of the paper. As in any EM algorithm, « Sv, = > beij(ye — fiv,) (e — fiv,) /D D> biij
the Direct-CAD algorithm relies on the two classic stepg th k=1i=1 k=1 i=1

n

E-Stepand theM-Step — < —
e PV0) =S by i
E-Step. To begin the process of deriving an appropriate EM p(V3lU) ; ¥ J/kz::“; kil
algorithm, we first need to define the hidden parameters @lven the update rules described above, our EM algorithm for

the context of the conditional anomaly detection problemearning the conditional anomaly detection model is then as
In conditional anomaly detection, the hidden parametegs gpliows:

the identities of the clusters frofi and V' that were used  The Direct-CAD Algorithm

to produce each data point. To denote these parameters, W8 Choose an initial set of values fdpy., Sv.), (uo
3 3/ i

define: 0., p(VilU:), p(Us), for all 4, j.
« «y, tells which cluster iU produced the:'” value in X. 2) While the model continues to improve (measured by the
o'” denotes the assertion “thg" set of environmental improvement ofA):
attributes was produced by th# cluster inU.” a) Computeb;; for all k, ¢, andj as described under
o B tells which cluster inV' produced thek!” value in E-Step above; L
Y. 51(57) denotes the assertion “thé” set of indicator b) Compute(iiv,,Ev,), (iv,, Sv,), p(V;|Us), p(U;)
attributes was produced by th&" cluster inV.” for all 4, j as described undév-Step above;
Given these variables, we can then derive thefunction ©) S_et {pv;, By;) o= _Wm <HUi72.3Ui> =
required by the E-Step of the EM algorithm. LE(©, ©) ]SgrUa’”ZZU; p(V;lUs) = p(V;|Us), p(Us) = p(Us)

denote the expected value &fover all possibley, 8 given the

current parameter valugs. Then, as derived in the Appendix The time and space requirements of this algorithm can
I be derived as follows. To computéy;; in the E-Step,

we first compute f¢(z,|U;) and fa(yx|V;), which takes

Q(0,0) O(nnyd};) time and Qnnydi) time, respectively. Then it
n’ takes Qnnyny ) time to compute all théy,;; values. In the
_ s M-Step, we update the value for each componenBofit
=F lo T , g, Brl|zr, ©)| X, Y, 0 . _
[kz::l 8 foan (@, vk ok B, O) ] takes Qnnynydy) time to updateXy,, and Qnnynydy,)
n_nunv ([log fa(yk|Vj, ©) +log p(V;|Us, ©) time to updateSy,. To update the rest of the components, the

time complexity is @nnyny (dy + dy +ny)). Adding them
together, the time complexity for one iteration (E-Step and
M-Step) is Qnnyny (d?; + d3-)). The total time complexity
of the conditional anomaly detection algorithm depends on

= DS +log fo(wklU:,©) +logp(Uy) | % i
k=1i=1 j=1 —log f(x[©)
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the convergence speed, i.e., the number of iterations,hwhic 4) Run a second EM algorithm to learn the mapping func-

depends on the data set itself. tion. While the model continues to improve (measured
Accordingly, in the E-Step, storing the results for by the improvement of\):
fe(zi|Ui), fa(yklV;) and by;; requires Qnnyny) space. a) Computeh,; for all k, i, and;j as in the previous
Storing the updated components 6f requires Qnydz + Subsection.
nydy,) space. b) Computep(V;|U;) as described in the previous
Subsection.

C. The GMM-CAD-Full Algorithm ¢) Setp(V;|U;) = m

Unfortunately, the algorithm described in the previous-Sub pq time required for the GMM-CAD-Full algorithm con-
section has a major potential drawback. The EM approagiiys of two parts: the time to learn the Gaussians, which is

is k_nown to pe somewhat sensitive to converging to |°Cal@(nnU(dU+dv)2), and the time to learn the mapping function
optimal solutions that are far from the globally optimal SOy simplified Direct-CAD algorithm, which is @un?,). The

lution, particularly when it is used in conjunction with yer memory required for GMM-CAD-Full algorithm is @ny +
complex optimization problems. While standard methodé su o(dy + dy)?).

as multiple runs with randomized seeds may help [15], the

problem remains that the CAD problem is certainly complex . )

as MLE problems go, since the task is to simultaneousl Theé GMM-CAD-Split Algorithm

learn two sets of Gaussians as well as a mapping function,There is a third obvious way to learn the required model,

and the problem is complicated even more by the fact thifat is closely related to the previous one. Since the pusvio

the functionfcap is only conditionally dependent upon thealgorithm breaks up the optimization problem into two serall

set of Gaussians corresponding to the distribution of theoblems, there is no longer any reason to think that the

environmental attributes. GMMs for U andV should be learned simultaneously. Learn-
As a result, the second learning algorithm that we considiag them simultaneously might actually be overly restvieti

in this paper makes use of a two-step process. We begin digce learning them simultaneously will try to ledrand V'

assuming that the number of Gaussian§iandV is identical; so that every Gaussian i is “mated” to a Gaussian i

that is,ny = ny. Given this, a set of Gaussians is learnethrough a covariance structure. The CAD model has no such

in the combinedenvironmental and indicator attribute spacaequirement, since the GaussiandbandV are related only

These Gaussians are then projected onto the environmettiabugh the mapping function. In fact, the algorithm frore th

attributes and indicator attributes to obtdihand V. Then, previous Subsection throws out all of this additional caamee

only afterU and V' have been fixed, a simplified version ofinformation sinceX ., [j][k] is never used fof; < dy,k >

the Direct-CAD algorithm is used to compute only the valueg;) or (j > dy, k < dy).

p(V;|U;) that make up the mapping function. The benefit of As a result, the third algorithm we consider leathgind V'

this approach is that by breaking the problem into two, mudirectly as two separate GMMs, and then learns the mapping

easier optimization tasks, each solved by much simpler EMnction between them. The algorithm is outlined below.

algorithms, we may be less vulnerable to the problem of The GMM-CAD-Split Algorithm

local optima. The drawback of this approach is that we are1) |earnt/ and V' by performing two separate EM opti-

no longer trying to maximizefc4p directly; we have made mizations.
the simplifying assumption that it suffices fost learn the  2) Run Step (4) from the GMM-CAD-Full Algorithm to
Gaussians, anthenlearn the mapping function. learn the mapping function.

The GMM-CAD-Full Algorithm_ . i In GMM-CAD-Split algorithm, learning Gaussians in U
1) Learn a set ofiy (dy+dy)-dimensional Gaussians OVelynd V needs OmU(ng n d%/)) time. Learning the mapping
the data se{(z1,y1), (22, 42), s (0, yn)}. CaIhIS 0 ction needs Q@wn3,) time. The memory requirement for the

setZ. ; ; 2 2
_ . algorithm is + dy +dy)).
2) Let uz, refer to the centroid of thé" Gaussian inZ, 9 Qrny +nu(dy v))

and letXz, refer to the covariance matrix of thid"

Gaussian inZ. We then determiné& as follows: E. Choosing the Complexity of the Model

Fori =1 to ny do: Whatever learning algorithm is used, it is necessary to
p(Ui) = p(Z;) choose as an input parameter the number of clusters or

For j =1 to dy do: Gaussians in the model. In general, it is difficult to choose

wu; g = pz, il the optimal value of the number of Gaussians in a GMM,

For k =1 to dy do: and this is a research problem on its own [16]. However, our

Yu[4llk] = Xz, [5][k] problem is a bit easier because we are not actually trying to

3) Next, determind/ as follows: cluster the data for the sake of producing a clustering;erath

Fori =1 to ny do: we are simply trying to build an accurate model for the data.
Forj =1 to dy do: In our experiments, we generally found that a larger number o

wv; 9] = pz (i + dul clusters in the CAD model results in more accuracy. It is true

Fork =1 to dy do: that a very large number of clusters could cause over-fitting

v, [j]lk] =¥z, [j+du]lk+dy] butin the CAD model, the computational cost associated with
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any model large enough to cause over-fitting makes it vistual nonPerturbed, subject to the constraint thetitliers C
impossible to over-fit a data set of reasonable size. Thus, nonPerturbed.

our recommendation is to choose the largest model that cat) Next, the members of the sperturbed are perturbed
be comfortably computed. In our implementation, we use 40 by swapping indicator attribute values among them.

clusters for boti/ and V. 5) Finally, we use the anomaly detection software to
check for anomalies amongstData = perturbed U
IV. BENCHMARKING nonPerturbed.

In this Section, we describe a set of experiments aimed afvote that after this protocol has been executed, members of

testing the effectiveness of the CAD model. Our experimerff2€ Sewerturbed are no longer samples from the original data
are aimed at answering the following three questions: distribution, and members of the sebn Perturbed are still

. . . samples from the original data distribution. Thus, it skioul
1) :N?.'f?hOfég%threg |F?m'n3 ?Igorg]ms should be us relatively straightforward to use the resulting dats set
5 8 't the ¢ thmOCZDO a dala Sz ' the incid d]jfferentiate between a robust anomaly detection framkewor
) Can use of the model reduce e INclidence Ay one that is susceptible to high rates of false positives.

fals_e positives due to unus_ual values fpr enwronm_entg ecifically, given this experimental setup, we expect that
attributes compared to obvious alternatives for use in Adatul anomaly detection mechanism would:

anomaly detection system? Indi h latively | fracti £ th
3) If so, does the reduced incidence of false positives come® ndicate that a re apvey arge fraction of the set
perturbed are anomalies; and

at the expense of a lower detection level for actual . .
e Indicate that a much smaller fraction of the set

anomalies? X
nonPerturbed are anomalies; and
« Indicate that a similarly small fraction of the settliers
A. Experimental Setup are anomalies.

Unfortunately, as with any unsupervised learning task, it This last point bears some further discussion. Since these
can be very difficult to answer questions regarding the galirecords are also samples from the original data distributio
of the resulting models. Though the quality of the models e only difference betweeswtliers and (nonPerturbed —
hard to measure, we assert that with a careful experimengatiiers) is that the records irutliers have exceptional
design, itis possible to give a strong indication of the answeyalues for their environmental attributes. Given the dééini
to our questions. Our experiments are based on the followigfian environmental attribute, these should not be consiler
key assumptions: anomalous by a useful anomaly detection methodology. In

« Most of the points in a given data set are not anomalouggct, the ideal test result would show that the percentage

and so a random sample of a data set's points sho@tianomalies amongutliers is identical to the percentage
contain relatively few anomalies. of anomalies amonguon Perturbed. A high percentage of

. If we take a random sample of a data set’s points aghomalies among the setitliers would be indicative of a

perturb them by swapping various attribute values amoitgpdency towards false alarms in the case of anomalous (but

them, then the resulting set of data points should contaivginteresting) values for environmental attributes.

much higher fraction of anomalies than a simple random

sample from the data set. B. Creating the SePerturbed
Given these assumptions, our experimental design is as folthe apove testing protocol requires that we be able to
Iows: For each data set, the following protocol was repeatgfhate a set of pointgerturbed with an expectedly high
ten imes: percentage of anomalies. An easy option would have been

1) For a given data set, we begin by randomly designating generate perturbed data by adding noise. However, this ca

80% of the data points asaining datg and20% of the produce meaningless (or less meaningful) values of at&bu
data points asest data(this latter set will be referred We wanted to ensure that the perturbed data is structurally
to astestData). similar to the original distribution and domain values satth

2) Next, 20% anomalies or outliers in the sétstData it is not trivial to recognize members of this set becausg the

are identified using a standard, parametric test basedfsve similar characteristics compared to the training (thet
Gaussian mixture modeling — the data are modeled usiizg the environmental attributes are realistic and theciair
a GMM and new data points are ranked as potentiattributes are realistic, but the relationship betweemtineay
outliers based on the probability density at the point inot be). We achieve this through a natural perturbationraehe

question. This ba.S'C methOd IS embOd_'Gd in more than Let D be the set of data records that has been chosen from
a dozen papers cited in Markou and Singh’s survey [1]. test Data for perturbation. Consider a record = (z,y) from
However, a key aspect of this protocol is tiatliers are D that we wish to perturb. Recall from Section 2.2 thatis

. . a vector of environmental attribute values apds a vector of
chosen based only on the values of their environmental indicator attribute values. To perturh we randomly choosé
attributes(indicator attributes are ignored). We call this data points fromD; in our tests, we us& = min (50, |D|/4).
setoutliers. Let 2’ = (z’,y’) be the sampled record such that the Euclidean

. . . distance between andy’ is maximized over alk of our sampled
3) The set testData is then itself randomly parti- data points. To perturkz, we simply create a new data point

tioned into two identically-sized subsejgirturbed and (z,v"), and add this point tperturbed.



IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING

This process is iteratively applied to all points in the 6) Bodyfatdata se{13x2). The data is from CMU statlib. It depicts body

set D to perturbed. Note that every set of environmental

attribute values present iR is also present iperturbed after
perturbation. Furthermore, every set of indicator attelsu

present inperturbed after perturbation is also present in

D. What has been changed is only tidationship between

the environmental and indicator attributes in the recorfls o

perturbed.

8)

We note that swapping the indicator values may not always g)

produce the desired anomalies (it is possible that someeof th

swaps may result in perfectly typical data). However, sviagp

the valuesshouldresult in a new data set that has a larger

fraction of anomalies as compared to sampling the data set

from its original distribution, simply because the new da#s

not been sampled from the original distribution. Since some

10)

of the perturbed points may not be abnormal, even a perfect

method should deem a small fraction of fherturbedset to be
normal. Effectively, this will create a non-zero false ridga
rate, even for a “perfect” classifier. Despite this, the expent

11)

12)

is still a valid one because each of the methods that we test

must face this same handicap.

C. Data Sets Tested

thirteen data set. For each data set, the annotati@nx j)
indicates that the data set haénvironmental ang indicator
attributes, which were chosen after a careful evaluatiothef

data semantics. A brief description of the environmenta an

indicator attributes for each data set is also given. Thréetn
data sets used in testing are:

1) Syntheticdata set(50 x 50). Synthetic data set created using the
CAD model. 10,000 data points were sampled from the generati

model f. f has 10 Gaussians iti and V' respectively. The centroids
of the Gaussians are random vectors whose entries are chosbe
interval (0.0, 1.0). The diagonal of the covariance matrix is set jat
of the average distance between the centroids in each dionerfthe
weight of the Gaussians is evenly assigned and the mappidida
P(V;|U;) for a certain value ofi is a permutation of geometric
distribution.

2) Algae data set(11 x 6). The data is from UCI KDD Archive. We
removed the data records with missing values. The enviratahe
attributes consist of the season, the river size, the fluidcity,
and some chemical concentrations. The indicator attrsbate the
distributions of different kinds of algae in surface water.

3) Streamflowdata set(205 x 100). The data set depicts the river flow

levels (indicator) and precipitation and temperature iferwnental) for

California. We create this data set by concatenating the@mmental

and indicator data sets. The environmental data set israutarom

National Climate Data Center (NCDC). The indicator data iset
obtained from U.S. Geological Survey (USGS).

4) EINino data set(4 x 5). The data is from UCI KDD Archive. It
contains oceanographic and surface meteorological rgsdiaken
from a series of buoys positioned throughout the equatdétéific.
The environmental attributes are the spatio-temporalrin&ion. The
indicator attributes are the wind direction, relative hdityi and
temperature at various locations in the Pacific Ocean.

5) Physicsdata set(669 x 70). The data is from KDD Cup 2003. For a

large set of physics papers, we pick out frequency inforonafor key
words (environmental) and a list of most referred articlesli¢ator).
One data record, which represents one physics paper, haglQ&d
attributes, corresponding to the appearance/absencee dieth word
(or referred-to article) respectively.

lwe have conducted an experiment on a pre-labeled data satjgested.
Refer to Appendix | for the results

13)

fat percentages (indicator) and physical characteri¢éogironmental)
for a group of people.

Houseddata se{8x 1). The data is from CMU statlib. It depicts house
price (indicator) in California and related environmerdharacteristics
(environmental) such as median income, housing median tatg,
rooms, etc.

Bostondata sef(15 x 1). The data is from CMU statlib. We removed
some attributes that are not related to environmentataidr rela-
tionship. The data depicts the house value of owner-ocdup@nes
(indicator) and economic data (environmental) for Boston.
FCAT-mathdata set(14 x 12). The data is from National Center
for Education Statistics (NCES) and Florida Informations®erce
Network (FIRN). We removed the data records with missingiesl

It depicts Mathematics achievement test results (indifatbgrade 3
of year 2002 and regular elementary schools’ characesigénviron-
mental) for Florida.

FCAT-readingdata set(14 x 11). The data is also from NCES and
FIRN. We processed the data similarly as with the FCAT-matia det.

It depicts the reading achievement test scores (indicatod) regular
elementary schools’ characteristics (environmental)Hiorida.
FLFarmsdata set(114 x 52). The data set depicts the Florida state
farms’ market value in various aspects (indicator) and then$’
operational and products statistics (environmental).

CAFarmsdata set(115 x 51). The data set depicts the California
state farms’ market value in various aspects (indicatod) tae farms’
operational and products statistics (environmental).

CAPeaksdata set(2 x 1). The data set depicts the California peaks’
height (indicator) and longitude and altitude positionvisnmental).

) ~ D. Experimental Results
We performed the tests outlined above over the following

We performed the tests described above over six altersative

1)

2)

3)

4)
5)

6)

for anomaly detection:

Simple Gaussian mixture modeling (as described at the
beginning of this Section). In this method, for each data
set a GMM model is learned directly over the training
data. Next, the sékestData is processed, and anomalies
are determined based on the value of the funcfie 1

for each record intest Data; those with the smallest
fomar values are considered anomalous.

E"-NN (kth nearest neighbor) outlier detection [9] (with

k = 5). k*"-NN outlier detection is one of the most
well-known methods for outlier detection. In order to
make it applicable to the training/testing framework we
consider, the method must be modified slightly, since
each test data point must be scored in order to describe
the extent to which it deviates from the training set.
Given a training data set, in order to use & method

in order to determine the degree to which a test point is
anomalous, we simply use the distance from the point
to its 5! in the training set. A larger distance indicates
a more anomalous point.

Local outlier factor (LOF) anomaly detection [8]. LOF
must be modified in a matter similar f6"-NN outlier
detection: the LOF of each test point is computed with
respect to the training data set in order to score the point.
Conditional anomaly detection, with the model con-
structed using the Direct-CAD Algorithm.

Conditional anomaly detection, with the model con-
structed using the GMM-CAD-Full Algorithm.
Conditional anomaly detection, with the model con-
structed using the GMM-CAD-Split Algorithm.

For each experiment over each data set with the GMM/CAD

methods, a data record was considered an anomaly if the
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probability density at the data point was less than the nmedieomputed using a bootstrap re-sampling procedure [17].
probability density at all of the test data points. Fgf- The second table is similar to the first, but rather than
NN/LOF, the record was considered an anomaly if its distancemparing the recall/precision with which the methods can
was greater than the median distance over all test dataspoiidentify the perturbed points, it summarizes the recaiésion
The median was used because exactly one-half of the pointdninidentifying as non-anomalous points in the seitliers.
the settest Data were perturbed. Thus, if the method was ablRecall that thevutliers set are points with exceptional values
to order the data points so that all anomalies were before fat their environmental attributes, but which are non-pdréd
non-anomalies, choosing the median density should resultand so they are actually obtained from the training distidu
a recalf rate of100% and a false positive rate 0f% (a false Thus, this table gives an indication of how successful the
positive rate 00% is equivalent to a precisiérof 100%). Also  various methods are in ignoring anomalous environmental
note that since exactly one-half of the points are pertugbetl attributes when the points were in fact sampled from the
each method is asked to guess which half are perturbed, ibiseline (or training) distribution. Just as in the firstleab
always the case that the recall is exactly equal to the poeciseach cell gives the winner, the number of trials won, and the
when identifying either anomalous or non-anomalous rezordssociateg-value of the experiment. The second column gives
in this experiment. the average precision/recall. This is the percentage of non
The results are summarized in the two tables below. Tiperturbed points with exceptional environmental attgisuhat
first table summarizes and compares the quality of the ngere considered to be non-anomalous.
call/precision obtained when identifying perturbed psiirt
testData. Each cell indicates which of the two method
compared in the cell was found to be the “winner” in terms
having superior recall/precision over th8 sets. To compute Our experiments were designed to answer the following
the “winner”, we do the following. For each of ti8 sets and question: If a human expert wishes to identify a set of
each pair of detection methods, the recall/precision otwiee environmental attributes that should not be directly iatlie
methods is averaged over the different training/testing parti- of an anomaly, can any of the methods successfully ignore
tionings of the data set. Letethod, andmethod, be the two exceptional values for those attributes while at the same ti
anomaly detection methods considered in a eelthod, is taking them into account when performing anomaly dete€tion
said to “win” the test if it has a higher average recall/psemi The first part of the question is addressed by the results
in 7 or more of thel 3 data sets. Likewisenethod; is declared given in Table Il. This Table shows that if the goal is to igmor
the winner if it has a higher recall/precision inor more of anomalous values among the environmental attributes, then
the data sets. In addition, we also give the number oflthe the CAD-GMM-Full algorithm is likely the best choice. This
data sets for which the winning method performed better, antethod declared the lowest percentage of data points with
we give ap-value that indicates the significance of the resultexceptional environmental attribute values to be anonsalou
Finally, the second column in the table gives the averagie every head-to-head comparison, it did a better job for at
recall/precision over all experiments for each method.sThieast 77% of the data sets (60 out of 13).
is the average percentage of perturbed points that have probThe second part of the question is addressed by the results
ability density less than the median (for GMM and CADJiven in Table I. This table shows that if the goal is to not
or have a score/distance greater than the median (LOF amdy ignore exceptional environmental attributes, bubéts
5"-NN) Though these numbers are informative, we cautidake the normal correlation between environmental atietbu
that the number of head-to-head wins is probably a beti@nd the indicator attributes into account, then the CAD-GMM
way to compare two methods. The reason for this is that tRell algorithm is again the best choice. Table | shows that
recall/precision can vary significantly from data set tcads#t, compared to all of the other options, this method was best
and thus the average may tend to over-weight those data sdite to spot cases where the indicator attributes were Rot in
that are particularly difficult. keeping with the environmental attributes because they had
This p-value addresses the following question. Imagineeen swapped.
that the whole experiment was repeated by choosing a newfinally, it is also important to point out that no method was
arbitrary set of13 datasets at random, and performin@ uniformly preferable to any other method for each and every
different training/testing partitionings of each data. sEhe data set tested. It is probably unrealistic to expect thgt an
p-value gives the probability that we would obtain a diffarermethodwould be uniformly preferable. For example, we found
winner than was observed in our experiments due to choosthg the CAD-based methods generally did better compared
different data sets and partitionings. A lowvalue means to the two distance-based methods (and the GMM method)
that it is unlikely that the observed winner was due mostign higher-dimensional data. The results were most striking
to chance, and so the results are significant. A higlalue for the thousand-dimensional physics paper data set, where
means that if the experiment was repeated again with a ntwe precision/recall for LOF an@'"-NN when identifying
set of data sets, the result may be different. Phealue was perturbed data was worse than a randomized labeling would
, o _ _ _ have done (less thah0%). In this case, each of the CAD
N gr?(;:rérilllalligst.hls context is the fraction of perturbed pointattare flagged athods had greater thad0% precision/recall. For lower-
dimensional data, the results were more mixed. Out of all of

SPrecision in this context is the fraction of anomalies that actually > -
perturbed points. the head-to-head comparisons reported in Tables | ancelieth

. Discussion
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TABLE |

10

HEAD-TO-HEAD WINNER WHEN COMPARING RECALL/PRECISION FOR IDENTIFYING PERTURBED DATA AS ANOMALOUSEACH CELL HAS WINNER, WINS
OUT OF 13 DATA SETS, BOOTSTRAPPEp-VALUE)

| | Avg rcliprc ]| CAD-Full | CAD-Split | Direct CAD |  5'*-NN LOF |
GMM 720 Full, 11, 0.01 | Split, 8, 0.25_| CAD, 8, 0.35 | GMM, 8, 0.25 | GMM, 8, 0.16
CAD-Full 793 = Full, 10, 0.04_| Full, 10, 0.03 | Full, 10, 0.0 | Full, 10, 0.01
CAD-Split 737 = = Split, 7, 0.47 | _Spiit, 7, 0.41 Split, 8, 0.23
Direct CAD 730 = = = CAD, 8,028 | CAD, 9, 0.13
5'"-NN 721 - - - - 5'-NN, 7, 0.41
LOF 721 = = = = =
TABLE i

HEAD-TO-HEAD WINNER WHEN COMPARING RECALLU/PRECISION FOR IDENTIFYING NONPERTURBED OUTLIER DATA AS NONANOMALOUS (EACH CELL

HAS WINNER, WINS OUT OF 13 DATA SETS, BOOTSTRAPPELDp-VALUE)

| [ Avg rcliprc | CAD-Full | CAD-Split | Direct CAD | 5"-NN | LOF |
GMM .500 Full, 12, 0.00 | Split, 10, 0.06 | CAD, 9, 0.12 [ GMM, 9, 0.23 | GMM, 7, 0.34
CAD-Full 749 - Full, 1T, 0.01 | Full, 10, 0.01 | Full, 13,0.00 | Full, 10, 0.01
CAD-Split 687 - - CAD, 7, 0.49 | Split, 10, 0.01 | Split, 9, 0.09
Direct CAD 681 - - - CAD, 11, 0.00 | CAD, 9, 0.12
517-NN .500 - - - - LOF, 7, 0.37
LOF 549 = = = = =

is only one case where any method wbh out of 13 times authors test several methods and conclude that LOF [8E(test
(CAD-GMM-Full vs. LOF in terms of the ability to ignore in this paper) does a particularly good job in that domain.
anomalous environmental attributes). Thus, our resulteao  \While most general-purpose methods assume that all at-
imply that any method will do better than any other methogliputes are equally important, there are some exceptions t
on an arbitrary data set. What the resultsimply is that if thjs. Aggarwal and Yu [19] describe a method for identifying
the goal is to choose the method thatrisst likelyto do better outliers in subspaces of the entire data space. Their method
on an arbitrary data set, then the CAD-GMM-Full algorithmyentifies combinations of attributes where outliers angipa-
is the best choice. larly obvious, the idea being that a large number of dimersio
can obscure outliers by introducing noise (the so-calledse
of dimensionality” [20]). By considering subspaces, tHieet
can be mitigated. However, Aggarwal and Yu makearmiori
Anomaly and outlier detection have been widely studiediStinctions among the types of attribute values using doma
and the breadth and depth of the existing research in the af8gwledge, as is done in the CAD methodology.
precludes a detailed summary here. An excellent survey ofOne body of work on anomaly detection originating in
so-called “statistical” approaches to anomaly detectian cstatistics that does make ampriori distinction among different
be found in Markou and Singh’s 2003 survey [1]. In thigttribute types in much the same way as the CAD methodology
context, “statistical” refers to methods which try to idént is so-calledspatial scan statistic§21][22][23]. In this work,
the underlying generative distribution for the data, anenth data are aggregated based upon their spatial location, and
identify points that do not seem to belong to that distribati then the spatial distribution is scanned for sparse or dense
Markou and Singh give references to around a dozen pap&gas. Spatial attributes are treated in a fashion anasogou
that, like the CAD methodology, rely in some capacity ognvironmental attributes in the CAD methodology, in thesgen
Gaussian Mixture Modeling to represent the underlying dataat they are not taken as direct evidence of an anomalyerath
distribution. However, unlike the CAD methodology, nearlyhe expected sparsity or density is conditioned on the alpati
all of those papers implicitly assume that all attributesidti  attributes. However, such statistics are limited in thatyth
be treated equally during the detection process. cannot easily be extended to multiple indicator attrib\ftee
The specific application area of intrusion detection is thgdicator attribute is assumed to be a single count), notree
topic of literally hundreds of papers that are related t#eant to handle the sparsity and computational complexity
anomaly detection. Unfortunately, space precludes alddtaithat accompany large numbers of environmental attributes.
survey of methods for intrusion detection here. One key The existing work that is probably closest in spirit to our
difference between much of this work and our own proposaln is likely the paper on anomaly detection for finding
is the specificity: most methods for intrusion detection amtisease outbreaks by Wong, Moore, Cooper, and Wagner
specifically tailored to that problem, and are not targetddd]. Their work makes use of a Bayes Net as a baseline to
towards the generic problem of anomaly detection, as the CAl@scribe possible environmental structures for a largebsum
methodology is. An interesting 2003 study by Lazarevic et af input variables. However, because their method relies on
[18] considers the application of generic anomaly detecti@ Bayes Net, there are certain limitations inherent to this
methods to the specific problem of intrusion detection. Thapproach. The most significant limitation of relying on a

V. RELATED WORK
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Bayes Net is that continuous phenomena are hard to describe
in this framework. Among other issues, this makes it very
difficult to describe the temporal patterns such as time lags
and periodicity. Furthermore, a Bayes Net implicitly asssm
that even complex phenomena can be described in terms
of interaction between a few environmental attributes, and
that there are no hidden variables unseen in the data, which
is not true in real situations where many hidden attributes
and missing values are commonplace. A Bayes Net cannot
learn two different explanations for observed phenomerh aFig. 3. Precision rate on KDD Cup 1999 data set by 10-foldstagidation.
learn to recognize both, for it cannot recognize unobserv&ff minimum and maximum precision rates over 10 runs arectigpias
. . . . cirgles and the overall precision is depicted as a star sign
variables. Such hidden variables are precisely the type of
information captured by the use of multiple Gaussian chsste

in our model; each Gaussian corresponds to a different hidqﬁnlike the thirteen data sets described in the paper, this da

state. set is labeled, and so we know if a particular test record is

F|_|nally, we mlgntlon th?jt tlradfmonal pr_edlct2|gn Zr:;odelsg;u actually anomalous. After partitioning into causal andutes
as linear or nonlinear models of regression [25][26] can attributes, we used a 10-fold cross-validation test to canep

potentially used for deriving the cause-effect interiekahips the precision of the different detection methods on thisadat

that. the CAtDlmtft.EO? usels. Fortex.angle, for a glvme\zmset &&t; error bars showing the low and high accuracy of each
environmental attribute values, a trained regression € method as well as the mean are provided in Figure 3. The

predict the indicator attribute value, and by comparingithw results show that this particular task is rather easy, arntliso

the actual indicator attribute value, we can determine & trHifﬁcult to draw any additional conclusions from the result

test point is anomalous or not. However, there are import%ﬁ of the methods except for LOF perform very well, with
limitations on such regression methods as compared to tzﬂﬁwost perfect overlap among the error bars '
CAD model. First, in regression there is typically one resm '

variable (indicator variable) and multiple predictor \edofies

(environmental variables), while the CAD method allows an APPENDIXII
arbitrary number of indicator attributes. Second, it islaac EM DERIVATIONS
how a regression-based methodology could be used to rg0ky E Goal.

the interest of data points based on their indicator attegu
Distance from the predicted value could be used, but this
seems somewhat arbitrary, since the natural variation may

change depending on indicator attribute values. A =1log [ [ fean(velax)
k=1

precision

L L L L L L
GMM CAD-Full  CAD-Split ~ Direct CAD  5th-NN LOF

The goal is to maximize the objective function:

VI. CONCLUSIONS ANDFUTURE WORK

n nu nyv

In this paper we have described a new approach to anomaly = Z log Zp(xk € Ui)z fa(yelVi)p(V;|Us) ¢ (1)
detection. We take a rigorous, statistical approach whege t k=1 i=1 j=1
various data attributes are partitioned irovironmentabnd
indicator attributes, and a new observation is considered
anomalous if its indicator attributes cannot be explained i .
the context of the environmental attributes. There are mannyAD(yk'xk) =>
avenues for future work. For example, we have considered
only one way to take into account a very simple type of
domain knowledge to boost the accuracy of anomaly detectidh Expectation Step.
How might more complex domain knov_vledge boqst accuracy The expectation of the objective function is:
even more? For another example, an important issue that we
have not addressed is scalability during the constructisghee  Q(©, ©)
model. While the model can always quickly and efficiently be gA (X, v, o, 8| X, 0)| X, Y, O]
used to check for new anomalies, training the model on a
multi-gigaby_te database may be slow without a modificatngE[Z log foap (Th Yk, ak, Belzr, ©)|X,Y, O]
of our algorithms. One way to address this may be to use a ;_—;
variation of the techniques of Bradley et al. [27] for scglin _» ~
standard, Gaussian EM to clustering of very large databasesY _ Y Y _{log foan (yk, o, Bilzk, ©) f (an, Bi| X, Y, ©)}

where:

v € Ui)Y falyelVip(Vi|U:) (2)

i=1 j=1

k=1 ar B
APPENDIX I n_nu nv ) . _
EXPERIMENT ONKDD cuUP 1999DATASET :ZZZ{logchD(yk,ozgj),ﬂ,(cj)m, 0)

One of the anonymous referees for the paper suggestel=!*=!7=1
that we apply our algorithms to the KDD Cup 1999 data set. x f(a,(j),ﬁ,?)|:ck,yk, 0)} (3)
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Now we derive the two sub-expressions(B):

£, 89z, i, ©)
7f($€k,0<§g )

B J(zr, yk|©)

_ [k, 0l 10)f (o B |, 01, ©)
a f(@k|©) f (yk|z, ©)

~ Flan, af10) f (ks B o, 0f, ©)

f(zr]©) { (zk € Ut,®)Z[fc(yleh)p(VhlUt,@)]}
t=1 h=1
(4)
Since:
f(@ra’1©) = f(zk,Ui|®) = fo(z|UNp(U;)  (5)
Through(2), we can get:

P B |ax, 01, ©) = fa(yV))p(V;|U3,0)  (6)

ny
Zp(:vk e U;) = 1,p(zy € U,) is the membership of;, in

=1
clusterUy, so:

play € Uy, ©) = nl{c(:cklUt)p(Ut)

Z Ja(zk|Us)p(Us)

fa(xk|U)p(Uy)
f(zx|©)

)
Inserting (5), (6) and (7) into (4), we get:

f(a;(;) ) ﬁ](cj) |xk7 Yk, 9)

__ Ja(mlU)p(Us) fo(yrV5)p(V5|Ui, ©) (®)

SN {falar|Un)p(U) fa (v Vi)p(ValUr, ©)}

t=1 h=1
For simplicity, we introduceéy;;:

brij = flay, B9 |z, v, ©) ©)

With the new denotatior,;;, the  function in (3) be-
comes:

Q(0,0)

n ny ny

_Z ZZ {longAD yk7ak 761@ |(Ek, )X bkz]} (10)

k=11i=1j5=1
where:
b — fa(zi|U)p(Us) fa (yul Vi)p(V; (Ui, ©)
7 T ny ny
SO {felar|U)pU) fo (yk|Vi)p(Va|Ur, ©)}
t=1 h=1
(11)
The remaining sub-expression ¢ function is:
fCAD(ykvagj)aﬁ(j)Wkaé)
=F (e B lan, o), ©) x f(af |1, ©)
— —~ X Ui Ui
—fol V) x p(V;{U, 8) x JETHTIT) g

12
Inserting (12) into (10), th&) function becomes:
Q(®,0)
n_ny_nv ([log fa(yelV;) + logp(V;|Us, ©)
=>_ > D3| +logfolaxlUi) +logp(T) | * bris
k=1i=1 j=1 —log f(xx|O)
(13)

In the @ function from (13), we have log f(zx|0) =
ny

log ng(:zrkﬂjt)p(Ut), which is hard to differentiate. We can
t=1

play an approximation “trick” by usingf(zx|©)to approxi-

matef(xx|©). To make the maximization target clear, we can

rewrite the (13) as:

Q'(©,0)

n ny ny n ny ny
=N b log fa(uel V) + > byij log p(V;[U;)

k=11:=1 j5=1 k=11:=1 1

n ny Ny

+ Z Z Z brij long(xk|U_i)
k=11i=1 j=1

-2
k=1

=1i=1 j=

ny

brij log p(Us;)
1

Jj=
n ny
22
k=11i=1 j=

ny nv

bii; log f(z1|O) (14)
1

We will perform the maximization of)’ by maximizing each
of the four terms in (14).

C. Maximization Step.

1) : First, we want to maximize:

n ny ny

>3 bwijlogp(Th)

k=1i=1 j=1

(15)

with respect top(U;). Note that thep(U;)

ny
ZP(UZ) =
i=1

n ny ny

Here, we do not countz:ZZbkij log p(V;|U;) when

k=11i=1 j=1
maximizing (15). Through the method of Lagrange multigjer

maximizing (15) is the same as maximizing:

+/\Zp i) — 1]

Taking the derivative of (17) with respect pdU;) and setting
it to zero:

;) Is constrained by:

(16)

n ny ny

h=> 3" b;logp(U.

k=11=1 j=1

(17)

bkz]

D) ST
Ui) kl]lp
n ny

> “biij + Ap(Us) =

k=1 j=1

M

(18)
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We now sum (18) over all and solve forA:

n ny

5 [zzbw Vi)
h=1 | k=1 j=1

n ny ny

D> D i

P S )
Zm k=1h=1j=1
h=1
Combining (18) and (19) and solving fe(U;),
n ny
D> e
p(U) = =1 ief{l,2,...,ny}  (20)
DD b
k=1h=1j=1

2) : Now we want to maximize:

n ny Ny

3NN brijlog fa(yx|V;) with respect tqiy, andSy, .

k=1 i=1 j=1
Recall that by linear algebra, il is symmetric matrix:
(b7 Ab) = 2Ab,
A (b7 Ab) = bbT,
ValAl=ATA]

n ny nvy

ZzzbkijIngG(ykﬂ/:j)

k=1 i=1 j=1

n o ny ny _
:ZZZ[);”] lngG(yk|ﬂVjaEVj)

k=11i=1 j=1

n ny ny e p_l(y —lﬂ, )Ti
S35 g T

k=11=1 j=1

v, (= fiv;)]
41— 1
™ |y, [*

(21)

Taking the derivative of (21) with respect fo,, and setting
it to zero:

n ny
ZZbk” {—x2><2vj1><(yk—ﬂvj)} =0 (22)
k=1 =1
Solving (22) forpy,,j € {1,2,...,nv }:
n nu n nu
Av; = Z Zbkijyk/z Zbkij (23)
k=1 i=1 k=1 i=1

Now taking the derivative of (21) w.r.ti(,jl and setting it
to zero:

n ny
oD i, — (e — vy — ;)1 =0 (24)
k=1 1i=1
Solving (24) forSy,,j € {1,2,...,nv}:
n ny n ny
=3 briilye — ) (e — ;)T /DY baij
k=11i=1 k=11i=1
(25)

13

n ny ny

We can maximizez Z Z brij log fo (x| U;) in the similar

k=11i=1 j=1 B B
way and get the update rule fadv; = (au,,2u,),i €
{1, 2,.. .,TLU}:
n ny n ny
Z Z klek/Z Z brij (26)
k=1 j=1 k=1 j=1
B n ny n ny
Yy, = Zbk” (zr — b)) (zk — fiv,) /Z Zbklj
k=1j=1 k=1 j=1
(27)
3) : Now we want to maximize:
n ny ny
Z Z Z brij log p(V;|Us) (28)
k=1 i=1 j=1
w.r.t. p(V;|U;).
We can set a constraint on théV;|U;):
ny -
YoVl =1 ie{1,2,... ny} (29)
j=1

Again by the method of Lagrange multiplier, maximizing (28)
is the same as maximizing:

nyg ny

h :Z Z Zbkij log p(V;|Us)
k=1

=1i=1 j=1
ny

+ MY PV -
j=1

Taking the derivative of (30) w.r.ip(V;|U;) and setting it to
zero:

1),ie{1,2,...

,ny } (30)

(31)

We now sum (31) over alf and solve for);:

ZV[Z brin + XNip(Va|U;)] =0

h=1 k=1

n ny
DD buin
k=1 1

=1 h=
> p(Valh)
h=1

Finally, combining (31) and (33) and solving fpV;|U;), i €
{1,2,...,nuy},j € {1,2,...,ny} we have:

zbk”/izbm

k=1h=1

(32)

n ny

:_Zzbkih

k=1h=1

A =— (33)

p(V;|U:) (34)
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