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The research paper by Dr. Shigang Chen et al. proposes a new routing
architecture (PAP) for difierentiated services domain that integrates admission
control signaling and the QoS routing. It difiers from traditional routing in its
ability to route most expedite forwarding (EF) tra—c along the shortest possible
paths while making use of alternative paths to absorb transient overload. Once
an EF data ow is admitted, its performance is assured. The overhead for storing
alternative path information is minimal since only one routing entry at a branching
point is needed for each alternative path.

This thesis focuses on a simulation implemented to demonstrate the above
proposed routing architecture and compare it with the traditional routing proto-
cols. A GUI has been designed and implemented to show the simulation results
graphically on the generated topologies. It displays the paths generated by the new
routing protocol and by the shortest path routing protocol for difierent bandwidth
requirements, difierent sources and destinations and compares them on the basis of

speciflc parameters.



CHAPTER 1
INTRODUCTION

As the efiort of converging voice and data into a single network accelerates, a
wide range of multimedia applications emerges. The requirement for timely delivery
of digitized audio-visual information raises new challenges for broadband networks.
It is a challenging problem to commit network resources in a scalable way so
that the delay or throughput sensitive tra—c is appropriately treated as they are
routed through the network. Difierent system functions like Admission control,
QoS routing should co-operate with each other to achieve this. Admission control
ensures that the total tra—c in the network does not overwhelm the available
resources. Traditional routing protocols make sure that the packets get to their
destinations, while QoS routing protocols make sure that the QoS tra—c is well
spread on difierent paths to increase the utilization of the network’s capacity.
Packet scheduling and resource management at the routers allow difierentiated
treatment for packet streams with varied service requirements

1.1 QoS Technologies

QoS support roughly falls in two broad categories: Integrated Services
(IntServ) and Difierentiated Services (DifiServ). IntServ supports protocols
like RSVP where the required resources are reserved at every router along the path
of tra—c stream to guarantee the performance of a tra—c stream. But this has
a drawback of storing per stream information at every core router and for even
millions of such stream going through and hence is not so scalable.

DifiServ solves this problem by pushing the complexity to the edge of the
network, where the data tra—c is classifled into difierent service classes by setting

a code point in the IP header of every packet. Inside the DifiServ domain, the



packets are treated according to the service classes they belong to. In this way, the
per-stream information is eliminated inside the domain. The resource management
is conducted at a course level based on service classes. In spite of this, routing
support for DifiServ is still an open problem. Although the design of DifiServ

is independent from routing, the routing function has a signiflcant impact on

the efiectiveness of some classes like the expedite forwarding (EF). The routing
function directly afiects the admission control, which determines the tra—c volume
that a DifiServ network can accommodate for each service class.

1.2 The New Routing Architecture (PAP)

In the research paper by Dr. Chen et al.[2], a new routing architecture for
DifiServ domains has been compared to traditional routing protocols like the
shortest path routing. Shortest path routing is good for best efiort tra—c but too
restrictive for QoS tra—c. Before a tra—c stream is delivered, the sender or the
receiver activates the QoS routing protocol to establish a routing path that has
the required resources. A routing entry is inserted at each router on the path thus
depositing per stream information at each router. Another option is to carry the
routing path in the source-routing IP option which causes excessive overhead on
the routers. The core idea of the paper focuses on the fact that there might be
several other paths other than the shortest path that might support the required
QoS when the shortest path cannot.

1.2.1 The Protocol

The paper by Dr. Chen et al.[2], thus proposes a new architecture for routing
of particularly the Expedite Forwarding tra—c class for DifiServ domains. It relies
mainly on the destination-indexed shortest path called as the primary path. But
when the primary path is saturated and cannot support more tra—c without QoS
degradation, temporary alternate paths are established on demand. The tra—c on

these alternate paths will switch back to the primary path whenever it is again



able to support the tra—c. The major advantage of this architecture is that no

per stream routing information is needed in normal conditions and in overloaded
conditions, alternate paths are used to absorb the overloaded tra—c and only

one extra entry is needed at the branching point to store an alternate path. The
admission control signaling is an integrated component in the new architecture and
the existing QoS routing protocols find their place in the DifiServ world.

1.2.2 The Simulation

A simulation based on a simple DifiServ network model can demonstrate the
advantages described above. This thesis focuses on developing a GUI based on
the simulation to model the topology graphically, select the required source and
destination nodes in the network, select and compare the traditional shortest path
routing and the new architecture (PAP) based on certain bandwidth requirements
for thousands of requests generated. A simulation has been implemented in C++
to demonstrate the new routing architecture, creating several topologies by the
Waxman model, generating thousands of requests for each by selecting a random
source and destination node, and then comparing the new architecture with
the traditional routing protocols. The GUI depicts this comparison graphically
displaying paths for a single Waxman topology.

1.3 Organization of Thesis

The thesis is organized as follows: Chapter 2 provides an overview of difier-
entiated services and QoS routing. Chapter 3 introduces the proposed routing
architecture (PAP). It also describes admission control and QoS routing in the new
architecture. Chapter 4 describes the implementation of this architecture in the
form of a simulation (in C++) and a GUI developed for this simulation (Using
MFCJ14, 10]). It also describes the comparison of the new architecture and the
shortest path routing based on the simulation results. Chapter 5 gives conclusions

and discusses scope for further research in this area.



CHAPTER 2
QOS ROUTING AND DIFFERENTIATED SERVICES NETWORKS

2.1 QoS Routing Overview

Today, network tra—c is highly diverse and each type of tra—c has unique
requirements in terms of bandwidth, delay, loss, and availability. The IP protocol
was originally designed to reliably get a packet to its destination with less consid-
eration to the amount of time it gets there. Many of the applications supported
over IP require low latency and the end-user quality may be signiflcantly afiected
or in some cases, the application simply does not function at all. V oiceOverlIP
could be a good example of an application which requires this type of behavior
(low and flxed amount of delay with minimum loss), to function properly. The
best-efiort 1P network introduces a variable and unpredictable amount of delay to
the voice packets and also drops voice packets when the network is congested. QoS
techniques could be applied to this best efiort IP network to make it capable of
supporting VoIP with acceptable, consistent, and predictable voice quality[9].

QoS based routing has been regarded as an essential mechanism for providing
QoS guaranteed services in the Internet[15]. Its primary aim is to manage limited

resources of IP networks e—ciently. It aims to achieve two key goals:

T Improving network resource utilization,

T Achieving user’s QoS satisfaction.

Networks are built by concatenating network devices such as switches and routers.
They forward tra—c among themselves using interfaces. If the rate at which tra—c
arrives at an interface exceeds the rate at which that interface can forward tra—c

to the next device, then congestion occurs[8]. Thus, the capacity of an interface



to forward tra—c is a fundamental network resource. QoS mechanisms work by
allotting this resource preferentially to certain tra—c over other tra—c.

In order to do so, it is flrst necessary to identify difierent tra—c. Tra—c
arriving at network devices is separated into distinct ows via the process of packet
classiflcation. Tra—c from each ow is then directed to a corresponding queue on
the forwarding interface. Queues on each interface are serviced according to some
algorithm. The queue-servicing algorithm determines the rate at which tra—c from
each queue is forwarded, thereby determining the resources that are allotted to
each queue and to the corresponding ows. Thus, in order to provide network QoS,

it is necessary to provision or conflgure the following in network devices:
1. Classiflcation information by which devices separate tra—c into ows,

2. Queues and queue servicing algorithms that handle tra—c from the separate
OWs.

This thesis focuses on one such tra—c handling mechanism called Difierentiated
Services.

2.2 Overview of Difierentiated Services

The growth of business requirements and new applications has set a clear need
for simple methods of providing difierentiated classes of service for Internet tra—c.
Difierentiated Services is a modular, high performance, incrementally deployable
and scalable approach on the way of developing end-to-end QoS of Internet[5]. It is
a set of technologies that allow the network service providers to ofier difierent kinds
of services to difierent customers and their tra—c streams.

DifiServ follows the philosophy of mapping multiple ows into a few service
levels, sometimes referred to as Class of Service (CoS). DifiServ does not deflne
signaling mechanisms; instead, packets are marked with a DifiServ Code Point
(DSCP), which provides information about the QoS requested for a packet[6]. The

code point enables network routers to handle IP packets difierently depending on
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Figure 2{1: The difierentiated services domain architecture showing the types of
DifiServ routers

the code point and hence the relative priority. DifiServ code points are located in
the 8-bit Type of Service (TOS) fleld in the IP header in the lower order 6 bits.

Difierentiated Services is a combination of

1. Marking packets with a DSCP at boundary nodes;
2. Using the DSCP to determine how packets are forwarded by interior nodes;

3. Conditioning packets at boundary nodes.

2.2.1 Types of DifiServ Routers

There are three types of routers in a DifiServ domain[2]:

1. Edge Routers,
2. Interior Routers,

3. Ingress and Egress Routers.

Figure 2{1 shows the three types of routers in the Difierentiated Services
domain architecture.

Figure 2{2 shows the functions of the the difierent types of routers in the
Difierentiated Services domain.

Edge routers. As shown in Figure 2{2, an edge router is at the boundary of
a DifiServ domain. It negotiates and enforces a Service Level Agreement (SLA)

with a customer. SLA may consist of parameters like maximum packet loss,
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Figure 2{2: The difierentiated services domain architecture showing the types of
DifiServ routers and their functions in the domain.
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maximum packet delay. The SLA specifles the terms and conditions of the service
being ofiered. The edge router implements shaping, routing, policing, packet
classiflcation, marking, monitoring and other functions.

Ingress and egress routers. Between two domains, the router from which the

tra—c leaves a domain is called an egress router, and the router from which tra—c
enters a domain is called an ingress router. These are responsible for ensuring that
incoming tra—c conforms to the SLA between the two domains. Thus most of the
workload is shifted on to the edge routers and the interior core routers remain
simple.

Interior routers. The interior core router only needs to know how to handle

a few tra—c classes rather than keeping knowledge about thousands of individual
tra—c streams. In this way, per-stream information is eliminated inside the domain.
They do not implement tra—c conditioning. Resource management is conducted

at a course level based on service classes. Difierentiated services can thus alleviate
core network and boundary router bottlenecks by better managing high priority

tra—c.
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Figure 2{3: The architecture of a DifiServ router with its internal components

2.2.2 DifiServ Router Architecture

A DifiServ router consists of flve components as shown in Figure 2{3, a packet
arrives at the classifler and will be classifled according to the bilateral service level
agreement[6]. The classifler forwards the packet to the tra—c conditioner. The

tra—c conditioner may include a meter, a marker, a shaper and a dropper.

T Meters measure the temporal properties of the stream of packets selected
by a classifler against a tra—c proflle specifled in a Tra—c conditioning
Agreement (TCA.

T Shapers delay some or all of the packets in a tra—c stream in order to shape
the stream into compliance with a tra—c proflle.

T Droppers discard some or all of the packets in a tra—c stream in order to
bring the stream into compliance with the tra—c proflle. This process is
known as policing the stream.

2.2.3 Difiserv Per-Hop Behaviors

The service of DifiServ is realized by mapping the DSCP contained in the IP
packet header to a per-hop Behavior (PHB) at each network node along the path of

the packet. There are two primary PHBs deflned for DifiServ networks[6]:

1. Expedite Forwarding
2. Assured Forwarding



Expedite forwarding. EF is a service with low loss, low latency, low jitter and

guaranteed bandwidth[1]. It has the following properties: peak bit rate on ows
or on aggregated ows, no bursts, only within the peak bit rate, and low queuing
delay. The idea is to always keep the total EF tra—c passing through any link in
the network under a limit, which is set to be smaller than the link bandwidth.
Tra—c that exceeds this limit must be discarded. A simple priority queue is then
used to schedule EF packets before packets from other service classes. If EF PHB
is implemented by a mechanism that allows unlimited preemption of other tra—c,
the implementation must include some means of to limit the damage EF tra—c
could do to the other tra—c. Since the receiving rate of EF tra—c is always smaller
than the sending rate at every router, EF tra—c is guaranteed for minimized delay
and assured bandwidth. In order to provide this high service level in practice, the
amount of tra—c injected into the EF class needs to be carefully policed. EF PHB
is in charge for guaranteing a minimum departure rate for some tra—c and this rate
is independent of the rest of the tra—c to be forwarded by the same router at the
same time. Admission control and routing are essential to make sure that EF tra—c
never exceeds the link bandwidth. It is most idly suited for VolP.

Several types of queue scheduling mechanisms may be employed to deliver
the forwarding behavior described above and thus implement the EF PHB. A
simple priority queue will give the appropriate behavior as long as there is no
higher priority queue that could preempt the EF for more than a packet time at

the conflgured rate.?

! This could be accomplished by having a rate policer such as a token bucket as-
sociated with each priority queue to bound how much the queue can starve other
tra—c
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The host that sends out an EF stream is called the source host. The edge
router that the source host connects to is called the source router. The host that
receives the EF tra—c stream is called the destination host. The edge router that
the destination host connects to is called the destination router. An EF tra—c
stream is a one-way tra—c stream. Two EF streams in opposite directions model
two-way tra—c. Two-way tra—c is admitted into the network only after its two
EF streams are both accepted by the admission control[2]. In the paper and this
implementation, only a single EF tra—c stream has been considered.

Assured forwarding. AF does not provide bandwidth guarantee but packets

are given a higher priority. It is mainly used for delay insensitive tra—c. The AF
PHB group deflnes the dropping precedence among difierent classes of AS tra—c
when network congestion occurs[6]. Queue management is more essential to the
implementation of AF service.

2.3 Summary

The chapter describes the need for QoS routing to route delay sensitive
tra—c through the network with guaranteed bandwidth and minimum delay.
Difierentiated Services is one such tra—c handling mechanism that does provide the
classiflcation of network tra—c and provides QoS guarantee for each class according
to its requirements, by difierentiating packets on the basis of Code Points at the
edge routers. It scores over IntServ by eliminating per stream information to be
deposited inside the domain and thus making interior routers simple.

Expedite Forwarding service is the focus of this thesis since it provides
guaranteed QoS if admission control and routing are properly done. Clearly EF
tra—c has distinctive characterization from AF tra—c. Hence the new routing
architecture described in the paper by Dr. Chen et al.[2] and its implementation

in this thesis is concerned mainly for EF tra—c because of the important role that



routing and admission control plays in e—cient working of EF PHB. The next

chapter will discuss the new routing architecture for DifiServ domains.

11



CHAPTER 3
PAP: A ROUTING PROTOCOL FOR DIFFSERV DOMAINS

This chapter discusses a new routing protocol that can be used with the
proposed routing architecture for Difierentiated Services domains[2].

3.1 Overview

Expedite forwarding tra—c can be routed by the traditional routing table
(TRT) as is done in the case best-efiort tra—c. The traditional routing tables
provide a single path between each pair of nodes. If the path is overloaded by the
EF tra—c, the TRT approach lacks the exibility of using alternate paths.

As proposed in the research paper, the new routing architecture primarily
uses TRT to route the EF tra—c but relies on alternate paths to handle the
overload condition. The alternate paths are stored in the QoS routing tables (QRT)
which are constructed on demand by the QoS routing protocols. The QoS routing
protocols are invoked only when the EF tra—c overloads the primary routing path.
Under normal conditions when the network is not overloaded, the system will not
see the existence of the QoS routing protocols.

When an EF stream arrives, the source host issues a request to the source
router. The source router initiates the admission control signaling between the
source router and the destination router. A REQUEST message is sent towards
the destination router to check the bandwidth availability along the path. In the
proposed routing architecture, all control messages and non-EF data packets are
routed along the primary paths by TRT in the same way the current IP networks
route packets.

As a router on the primary path receives the REQUEST, it performs a

simple acceptance test to check if it has enough bandwidth for the EF tra—c.

12
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If it does, the REQUEST s forwarded to the next hop on the primary path. If
the acceptance tests of all intermediate routers are passed and the REQUEST
successfully arrives at the destination router, it means that the primary path can
support the new EF tra—c. The destination router sends an ACCEPT message
to the source router, which in turn notifles the source host to start sending data
packets. The data packets will be routed by TRTs and follow the primary path to
the destination host.

On the other hand, if the acceptance test fails at an intermediate router, which
means the primary path can not support the tra—c, then a QoS routing protocol is
triggered to flnd an alternative path. If an alternative path that supports the tra—c
is found, an ACCEPT message is sent to the source router and the data packets
of the EF stream will follow the alternative path. If an alternative path cannot be
found, a REJECT message is sent to the source router, which will either reject the
EF tra—c or retry the admission control at a later time.

The alternative paths are stored in QRTs. In order to keep the size of the
QRTs small, tra—c using an alternative path merges back to the primary path
when there is su—cient bandwidth freed up on the primary path. The difierence
between the Traditional routing table and QoS routing table is discussed, noting
how data packets are forwarded by these routing tables.

3.2 TRT and QRT

Each router has one TRT maintained by the traditional routing protocols such
as RIP, OSPF, IGRP, and/or BGP. In addition, it has a QRT for each network
interface. The QRTs are maintained by the QoS routing protocols. The reason
to use multiple QRTs instead of one for the entire router is to reduce the size of
each QRT. It is clear that each incoming packet will be matched against one QRT,

smaller table size results in faster processing.
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Figure 3{1: TRT and QRT: When an EF packet arrives, the QRT at the incoming
interface is flrst looked up. If there is a match, the packet is forwarded
to the next hop and TRT is not checked; otherwise the TRT is looked

up

TRT is indexed by destination IP addresses. Each TRT table entry consists
of a destination IP address, a next-hop IP address, and other information. The
outgoing interface to which a packet is forwarded can be determined from the next-
hop IP address. QRT is indexed by EF tra—c identiflers. An EF tra—c identifler
is composed of a source IP address, a destination IP address, a protocol identifler,
a source port number, and a destination port number. Each QRT table entry
consists of an EF tra—c identifler, a next-hop IP address, and other information. In
this architecture the route map needs to be dynamically updated by QoS routing
protocols in order to support EF.

For all non-EF packets, only TRT is looked up to flnd the next hop, which is
exactly what the current IP networks do. Figure 3{1 illustrates how an EF packet
is forwarded at a router. After the packet arrives at the incoming interface, the
QRT at that interface is looked up. If there is a matched table entry, the packet
bypasses TRT and proceeds directly to the outgoing interface which sends the
packet to the next hop. If there is not a match in the QRT, the TRT is looked up
and the default shortest-path is used.

The main objective is to minimize the size of the QRT. Most of the EF tra—c

is kept on the primary path. If the network is in normal conditions without any
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congestion, all EF tra—c will travel along the primary path and the size of QRT
will be zero. In this case, only TRT is looked up for all packets. On the other
hand, when the aggregated EF tra—c on a primary path reaches the maximum
allowed quota for EF tra—c, a QoS routing protocol will be triggered to flnd
alternative paths for new EF streams. New table entries are inserted into QRT for
the duration of the tra—c streams. It should be stressed that only the overload
portion of the EF tra—c is routed via QRT along the alternative paths, and this
portion of the tra—c will switch back to the primary path whenever possible.

3.3 Admission Control

The task of admission control is to determine whether a new EF tra—c should
be accepted into the network or rejected. In our routing architecture, the admission
control and the QoS routing is closely related. In fact, if the admission control
function flnds out that the primary path does not support the new tra—c, it will
trigger the QoS routing function to flnd an alternative path. If the QoS routing
function flnds such a path, the admission control accepts the tra—c, otherwise, it
rejects the tra—c.

Admission control is done only for the EF tra—c, which receives assured
bandwidth and fast forwarding under our routing architecture. The signaling
process starts from the source router and follows the primary path towards the

destination router. The signaling message, REQUEST, carries:

t The tra—c identifler (source IP address, destination IP address, protocol
identifler, source port, and destination port),

t The service class identifler (EF),

t The bandwidth requirement B.

In order to assist the admission control, each router keeps track of its resource

availability. Two variables are maintained for each outgoing interface:

T EFmax: EFmax iS the maximum sustainable bandwidth allowed to be used for
sending EF tra—c from this interface
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T EFay: EFagg is the aggregated bandwidth currently used by all EF tra—c on
this interface.

EFmax Is set at the conflguration time, while EF 4 is measured at run time.
When a router receives a REQUEST, it uses TRT to flnd the outgoing interface to
the next hop on the primary path. A simple acceptance test is performed at the

outgoing interface to see if there is enough bandwidth for the new tra—c.
If B ® EFmax i Bagg,

the REQUEST is sent to the next hop.
If B > EFmax i Bagg:

the tra—c can not be admitted by using this outgoing interface. A QoS routing
protocol is triggered to flnd an alternative routing path. If an alternative path

is not found, a REJECT message is sent to the source router that rejects the
tra—c or retries the admission control after certain delay. On the other hand, if
the REQUEST successfully arrives at the destination router or the QoS routing
protocol flnds an alternative path, an ACCEPT message will be sent to the source
router. The source router will notify the source host to send data tra—c.

3.4 QoS Routing

If the primary path has the bandwidth to support the new EF tra—c stream,
the QoS routing protocol is not triggered by the admission control. All data
packets will follow the primary paths directed by TRT because there is no matched
table entry in QRT. Under congestion conditions, however, an intermediate router
may not have the required bandwidth. As shown in Figure 3{2 (b), suppose i fails
the acceptance test at the outgoing interface connecting to j. The corresponding
link (i;j) is called an infeasible link, which is represented by a dotted line. A link
that passes the acceptance test is called a feasible link. The admission control

signaling can not proceed along link (i; j), and a QoS routing protocol is activated.
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Figure 3{2: QoS routing

The proposed routing architecture is independent of any particular QoS routing
protocol. For the purpose of completeness, only one QoS routing protocol has
been implemented in this thesis to show how it flts in the architecture. One big
advantage of the protocol is that it relies only on the local state stored at each
router, which makes it scalable and easy to implement. The basic idea is as
follows: When an infeasible link is encountered, it is considered as an indication
of local congestion. The QoS routing protocol tries to flnd an alternative path by
detouring around the infeasible link. Without the knowledge about the extent of
the congestion, the protocol branches out towards multiple directions and searches
multiple paths for one that can support the new EF tra—c.

In Figure 3{2 (c), i sends out ROUTING messages along all adjacent feasible
links. 1 is called the branching point. Apparently, a ROUTING message should not
be sent to the link from which the REQUEST was received, and it will not be sent
to (i; ), which is an infeasible link. A ROUTING message carries two IP addresses:
bpAddr, which is the address of the branching point, and nbAddr, which is the
address of the neighbor that receives the message. It also accumulates the delay of
the path it traverses.

After a ROUTING messages arrive at the neighbor node k (or m), it is routed

by TRTs from there on. Hence, the ROUTING message follows the primary paths
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from k (or m) to the destination router. This has a very important implication:

in order to store an alternative path, it is su—cient to add a single table entry

in the QRT at i to direct tra—c to k (or m). From k (or m) on, TRTs will be
used. Similar to REQUEST, a ROUTING message causes an acceptance test to be
performed at every router it traverses.

The ROUTING message is sent to the next hop only if the acceptance test is
passed. Therefore, if the ROUTING message successfully reaches the destination
router, an alternative path for the new EF tra—c is found, the path that the
message has just traversed is. In this case, an ACK is sent back to the branching
point i, whose IP address is bpAddr that was carried in the ROUTING message.
The ACK copies nbAddr and the accumulated path delay from the ROUTING
message. Upon receipt of the ACK, i inserts a table entry in the QRT at the
incoming interface from which the REQUEST was received. The next hop in the
entry is set to be nbAddr. Also stored in the entry is the delay carried back by
ACK, which is the total expected delay for EF tra—c on the alternative path. In
addition, i sends an ACCEPT message to the source router to admit the tra—c.

As Figure 3{2 (d) shows, the source router will notify the source host. As
shown in Figure 3{2 (e), the data packets follow the primary path until it reaches
the branching point i, where the QRT at the incoming interface directs the packets
away from the primary path. Once the packets reach the neighbor router k,
they are again routed by TRTs. If multiple ROUTING messages arrive at the
destination router, then multiple alternative paths are found and multiple ACKs
are sent back to the branching point. When the branching point receives an ACK
and flnds that there is already a table entry in the QRT for the EF tra—c stream,

it checks if the delay in the ACK is smaller than the delay in the entry. If it is
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smaller, the next hop in the entry is replaced by the nbAddr value in the ACK.
Therefore, the best found alternative path will be used. *

When a router receives a ROUTING message, if the acceptance test fails,
it sends a NACK message back to the branching point. If the branching point
receives a NACK from every ACK sent out, it concludes that the QoS routing
protocol fails in finding an alternative path. A REJECT message is sent back to
the source router, indicating that the tra—c can not be admitted at this moment.

The above routing protocol allows only one branching point to deviate from
the primary path. More sophisticated design may allow multiple branching points.
When a ROUTING message reaches a router that fails the acceptance test, the
router can branch again and send ROUTING messages to the neighbors other than
the one pointed by TRT. In such a design, every branching point needs a table
entry in QRT in order to store the alternative path

In order to cancel the alternative path and switch back to the primary path
whenever possible, the branching point periodically sends CHECK messages
down the primary path to see if the primary path can now support the EF tra—c
stream. It is a mini-version of admission control. If the CHECK message passes the
acceptance test at all intermediate routers and successfully reaches the destination
router, the source router will be instructed to not send KEEPALIVE. The EF
tra—c will automatically follow the primary path when the alternative path times

out.

1 An ACK for an alternative path with smaller EF delay may arrive later be-
cause the control messages are not EF tra—c and hence may experience a difierent
delay
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3.5 Summary

The chapter describes the new PAP routing architecture for DifiServ domains
in detail. The PAP QoS protocol can be used to flnd alternate routing paths for
Expedite Forwarding tra—c streams when the primary routing protocol fails at
a branching point. Support for admission control and QoS routing has also been
integrated in the new architecture to route Expedite Forwarding tra—c class with
guaranteed bandwidth and minimum delay.

The next chapter describes a simulation that has been implemented to
demonstrate the advantage of the above proposed routing protocol in use with the
DifiServ domains. It compares the new protocol PAP with the traditional routing
protocols like the shortest path routing with respect to the admission ratio (number
of requests that are admitted) and also considers the performance afiected due
to the number of RT entries deposited per admitted ow on average. A GUI has
also been described which will display graphically, the network topology, source
and destination nodes selected and the paths as generated by the two compared
protocols. It also shows the branching point in case when the acceptance test fails
at a certain node along the shortest path and displays the QoS path ( as generated

by the new QoS protocol) from the branching point to the destination node.



CHAPTER 4
SIMULATION

This chapter describes the simulation and the GUI that has been implemented
to demonstrate the advantage of the PAP QoS routing protocol in the new routing
hierarchy for the difierentiated services domains.

4.1 Overview

The simulation generates a number of network topologies based on the
Power-Law model. Each link is assigned randomly a link success probability. It
is the probability of the link that it will pass the acceptance test. A large link
success probability corresponds to a light load condition thus increasing the
probability that the particular link will be able to forward the tra—c stream.
A low link success probability on the other hand corresponds to a heavy load
condition[2]. The network topology can be generated using either the Inet or the
W axman topology model, which are described later in this chapter. For each of
the topologies generated, several thousand requests are generated which are routed
from a speciflc source to destination. The source and destination are selected at
random or can be input implicitly as a parameter. For this particular set of source
and destination nodes, the new routing protocol PAP is compared with the shortest

path routing protocol. The basis of comparison for the two protocols is:

Tt Admissionratio (percentage of requests that are admitted)

Tt AverageRTentries deposited per admitted ow(for PAP).

The GUI that has been implemented uses the same simulation design, but ofiers
several facilities with respect to generation of the topology by allowing conflgura-

tion of its parameters like the number of nodes, type of topology generator, the

21
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out degree exponent value for Waxman model, minimum and maximum link delay,
minimum and maximum link bandwidth. It generates a single request for a speciflc
source and destination node that can be selected by the user. It then displays

the path as generated by the shortest path routing protocol. If at certain point
along the shortest path, the acceptance test fails, then the QoS routing protocol is
triggered and the remaining QoS path from the branching point to the destination
is also displayed. If the bandwidth requirements are such that the existing links are
not able to support the tra—c request, then the routing fails and the path only up
to the branching point is shown. It also displays the comparison results of the two

protocols. The simulation is thus modelled in two parts.

1. Generate a single network topology by using the Waxman topology genera-
tion method, specify the source and destination for which the path is to be
found, specify a single request with the bandwidth requirement for the tra—c
and select the protocol to be used.

2. Generate several network topologies based either on the Inet model or the
Waxman model. Specify the number of requests to be generated along with
the min and max bandwidth and delay values. The source and destination are
taken at random for each request.

The comparison results for the second simulation part are shown in terms of the
factors stated above.

A brief overview of topology generators and the power-law model has been
provided to get a brief knowledge of topology generation methods used in the
implementation and how the link success probabilities are assigned to the nodes in
the network.

4.2 Network Topology Generation Methods

The internet can be decomposed into connected sub networks that are under
separate administrative authorities. These sub networks are called as domains or
autonomous systems. This way, the topology of the Internet can be studied at two

levels of granularities. At the router level, each router is represented by a node
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and each link between the routers by an edge. At the inter-domain level, a node
represents each domain and each edge is an inter-domain connection. Protocols
are developed for both inter-domain and intra-domain communication. Network
protocols are designed to be independent of the underlying network topology.
While topology should not have an efiect on the correctness of the protocol, it
does have a major impact on the performance of the network protocols[11]. Hence
topology generators are used often to generate realistic topologies in simulations.
These topology generators do not aspire to produce the exact replicas of the
current Internet, but they merely attempt to create network topologies that
embody the fundamental characteristics of real networks[12]. There are mainly

three categories of topology generators[11]:

1. Random,
2. Degree based,

3. Structure (hierarchical) based.

4.2.1 Metrics

The metrics that have been used to describe graphs are mainly the nodeout j
degree and the distance between the nodes. Given a graph, the out-degree of
a node is deflned as the number of edges incident on that node. The distance
between two nodes is the number of edges of the shortest path between the nodes.

4.2.2 Random Topology Generators

The process of generating random topologies can be generally stated as follows:
Given an input of N nodes and a 2-dimensional plane of size n by m, flrst the
placement of the nodes is to be decided[3]. The nodes can be distributed uniformly
across the plane, or clustered around some region. The out degree for each node
is then decided, which is the number of nodes that it is connected to. After the
nodes are positioned and their out degree has been decided upon, the links are

to be identifled to decide which nodes should be linked to which other nodes.
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The probability of creating an edge (link) between two nodes can be uniformly
distributed or weighted by the Euclidean distance between them. The edges are
then added to the network until all the nodes have their out-degrees satisfled.

A minimum spanning tree can be built prior to the generation of other edges to
ensure that the graph is a connected graph. If the graph is disconnected then extra
edges can be added to nodes at random to ensure that the graph is connected.

Waxman model. Waxman introduced one of the most popular network models.

Waxman topology generator is a random graph topology generator. The generator
produces random graphs based on the Erdos-Renyi random graph model, but it
includes network speciflc characteristics such as placing the nodes on a plane and
using a probability function to interconnect two nodes, which is parameterized, by
the distance that separates them in the plane. The Waxman topology generator
uses the Euclidean distance between the nodes to govern their connectivity. It
starts by placing the nodes in a nxn plane. Once the nodes have been placed, it
calculates the probability of creating an edge between two nodes u and v using the

following probability function:

id(u;V))

P(u;v) = fleC T

where

P (u; V) is the probability of linking nodes u and v,
d(u;v) is the Euclidean distance between u and v
L is the Euclidean diameter of the network * ,

fi is the average out degree

fl determines the average edge length

! Euclidean diameter is the maximum Euclidean distance between any two nodes
in the graph
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Then a random number is generated between 0 and 1. An edge is created
between nodes u and v only if the random number is smaller than P (u; v) which
is calculated as above. Finally, a spanning tree can be connected to ensure that
the resultant graph is connected. The use of Euclidean distance now makes
the geographic distribution of nodes a factor in the topology. Thus Waxman is
concerned only with randomly generated networks. Waxman has been used in this
simulation GUI to generate such random network topologies with several nodes to
demonstrate the new routing architecture.

Inet model. The Inet model generates a topology by placing N nodes on an
nxn plane[3]. Each node is assigned and out degree based on Power Law 2. Then a
full mesh is used to connect the top ¢ most connected nodes. For these nodes, 25%
of their edges are connected randomly selected nodes with out degree 2. To create a
fully connected topology, the remaining nodes are either connected to one of these
nodes or connected to a node that can reach one of these ; nodes. The Inet-1.0
model has a second phase where the top most connected nodes are expanded into
networks with ¢ nodes each. This phase is used to expand the top most connected
autonomous systems into networks with router-level connectivity.

4.3 Simulation

4.3.1 Network Model

The network model used in the simulation is described below:

The simulation generates a random network topology based on the input
parameters given. The flrst part of the simulation in which the paths(shortest path
and/or QoS path) are graphically displayed, a single topology is generated using
the Waxman topology generation method and a single request is considered. In
the second part where the simulation is run with several topologies and several
thousand requests, topology is generated using either the Waxman or the Inet

topology generation method.
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The simulation takes as input the following parameters to model the network

topology:

-+ =+ =+ =<+ =+ —+ —+ —+

Number of nodes

Number of requests

Number of topologies ?

Topology generation type (Waxman / Inet)
Minimum and Maximum bandwidth
Minimum and Maximum delay

For Waxman: the average outdegree fi

A random number seed which will afiect the assignment of links in the
Waxman model

The input parameters for a speciflc topology can be saved to a flle and

later the parameters could be read from the flle in order to re-generate the same

topology.

4.3.2 The Graphical User Interface

A view of the GUI that has been implemented to demonstrate the new routing

architecture is shown in Figure 4{1.

The main parts of the user interface can be stated as

The main display window - The topology generated according to the given
parameters is displayed in the main window.

Parameter Entry - The input parameters stated above for the topology
generation are entered here

Multiple topology simulation parameters are entered below along with the
choice of topology type (Waxman / inet) and the number of requests

A text window which displays the results of the simulation

The node information window which gives the properties of a selected node

2 For the flrst part of the simulation, the number of topologies = 1 and number
of requests =1
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Figure 4{2: Network topology generated by Waxman method for 30 nodes with an
average out-degree of 3

6. The link information window which gives the properties for a specifled link

The individual parts of the user interface are now described in detail:

Topology display window. Depending upon the parameters entered for the

simulation, a network topology is generated using the Waxman generation method.
The nodes are placed in a x j y plane corresponding to the blank white area seen
on the display window.

Then using the Waxman probability function, the links are calculated and the
nodes along with the links between them are displayed as shown in Figure 4{2.

The nodes are represented by blue circles and the links between them by gray
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Figure 4{3: A denser network topology generated by Waxman method for 30 nodes
with an average out-degree of 5

lines. Each node is assigned a unique identity with an integer starting from 0 to the
number of nodes. Each node also has its corresponding ID displayed besides it.

As stated previously, a higher value for the fi out degree value for Waxman
will generate a denser network topology. This can be seen in Figure 4{3 which
shows a topology with all the same parameters as in Figure 4{2 but with a fi value
of 5.

The Parameter entry window. The input parameters specifled above will be

entered by the user in the parameter entry window as shown in Figure 4{4. The
default values for the input parameters are given in the following table

The bandwidth values for the links in the topology are assigned from the range
MinBandwidth § MaxBandwidth and the delay values are assigned from the

range MinDelay j Maxdelay. The average out-degree value for Waxman is given
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Figure 4{4: The parameter entry window with default values

Table 4{1: Default Values for Input Parameters

Parameter Default Value

Number of Nodes 50

Random Number seed 333
Alpha out-degree (Waxman) 3
Minimum Link Bandwidth 0

Maximum Link Bandwidth 100
Minimum Link Delay 0

Maximum Link Delay 100




31

Simulstion Parameters

Mumiber of Req &000 Parameters for multiple topology,
multiple request simulation
Mumber of
10
Topologies
&) iisxman Choice of Inet{ Waxman
Topology Type ——
O Inet topology

Figure 4{5: The simulation parameter entry window with default values

by the parameter alpha. A higher value for fi will result in denser topology while
a lower value will give a sparse topology. These values are also used when multiple
topology, multiple request simulation is run.

Simulation parameter entry window. Figure 4{5 shows the input boxes for the

parameters required for the multiple topology, multiple request simulation. It takes

as input the number of topologies to be generated, the number of requests and the

choice of the topology generation method to be used (Waxman=inet). The other

parameters are the taken from the parameter entry window as described above.
This generates a simulation with several topologies and chooses a source

and destination node at random from the generated topology for each request.

It generates several thousand requests as specifled by the input parameter for

that particular source and destination and then compares the results of the new

protocol with the shortest path routing protocol, by calculating the averages of the

comparison parameters for the thousands of requests. The default values for the

window are given in the following table

Table 4{2: Default Values for Multiple Topology, Multiple Request Simulation

Parameters
Parameter Default Value
Number of Requests 6000
Number of topologies 10
Topology Type Waxman
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Figure 4{6: Reset parameter values to default for new simulation
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Figure 4{7: The node information window displaying properties of a clicked node

After a path is generated or the simulation is run, the values in both the
parameter entry windows can be reset to the default values given in the tables by
clicking "Reset" from the "Simulation™ option on the GUI as shown in Figure 4{6

The Node information window. The node information window displays the

following properties for a given node:
t Node ID
T Number of links for the node (its out degree)

T Its neighbors

The neighbors of the node are the IDs of the nodes in the topology to which it
has a link. When any node in the topology is clicked, its corresponding properties
would be displayed in the node information window. The window is shown in
Figure 4{7.

The Link information window. The link information window accepts the start

and end points of a node which are the node IDs of the nodes between which the
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link exists. Given the "start” and "end" nodes(IDs) of a link, clicking the "Get

Link Information™ window will display the following properties of a link:
t Bandwidth
T Delay

The bandwidth for a link is taken from the range MinBandwidth j
MaxBandwidth and similarly the delay from the range MinDelay j MaxDelay,
which are specifled in the parameter entry window. This information is useful to
check and verify whether a particular link can pass the acceptance test for the
incoming request. The information can demonstrate how the new protocol chooses
an alternate path over the shortest path when the shortest hop from the branch-
ing point cannot support the requested bandwidth. Figure 4{8 shows the link
information window.

Selecting the source and destination nodes. For the single topology, single re-

quest simulation, once the topology has been generated, the source and destination
for the generated request can be selected by clicking the "Generate Path™ button
on the parameter entry window.

The following window is displayed as shown in flgure 4{9. The source and

destination nodes can be specifled along with the bandwidth requirement for the
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Figure 4{9: Selecting the source and destination nodes. The bandwidth require-
ment for the request is also specifled.

request to be routed from the source to the destination. The request corresponds
to an EF tra—c stream to be routed from the source to the destination with the
specifled bandwidth requirement. The requirement states that every hop(link) on
the generated path from the source up to the destination should have a bandwidth
greater than the requirement specifled, to ensure guaranteed delivery of the the
EF tra—c stream. The link that has a bandwidth less than the specifled required
bandwidth for the request cannot be used on the path.The protocol to be used for

the routing can be chosen here.

T If ShortestP athRouting protocol is chosen, then if any of the links in the
shortest path calculated by the protocol, does not pass the acceptance test,
then the protocol fails and the partial path from the source to the node of
failure is shown. The link at which the test fails is also highlighted. This link
is called as an InfeasibleLink as stated in the PAP protocol description in
chapter 3. An example later in this chapter will demonstrate such a case.

T If the new P AP QoS protocol is chosen, it starts of with calculating the
shortest path between the source and destination nodes. But if any link along
the path fails to satisfy the EF request, then the QoS protocol is triggered as
described in chapter 3. It looks for alternates paths from the branching point
which would satisfy the EF request. If it finds any, then the alternate path is
shown along with the partial shortest path. If the protocol is not able to flnd
even an alternate path, then only the partial path is displayed with the link
of failure highlighted.



Tale Input Paransters

Generate the Topology using Waxman

Set the domain STATE by assigning bandwidths to the links
Select the source and destination for routing

Select the protocol to be used for routing

Generate a request by specifving the bandwidth requirement

IF Shorte=st Path REouting chosen
{

Call SPRE() to do shortest path routing

IF SPE i= successful

{
Display the Shorte=st Path Generated by SPR
I
ELSE
{
Display the partial path and the link of failure
I

I
IF FPAF chosen
{

Call PAP() to do the QoS Routing
IF PAP successful
{

Display the Partial Shortest Path Generated

Dizplay the 005 Path Generated from branching point

Figure 4{10: Algorithm for path generation by PAP / SPR
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Algorithm.The algorithm to generate and display a path between the selected

source and destination is shown as in Figure 4{10

SPR and PAP are successful, if they flnd a path such that all links on that

path have bandwidths assigned , required bandwidth.

4.4 Path Generation by Shortest Path Routing{Example 1

An example path generation by shortest path routing is flrst shown.

44.1

Input Parameters

The input parameters for the sample path generation are as given in the table

below.
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Table 4{3: Parameter Values for Example SPR Simulation

Parameter Value
Number of Nodes 50
Random Number seed 333
Topology Type Waxman

Alpha Out degree 3
Minimum Bandwidth 0
Maximum Bandwidth 100

Minimum Delay 0

Maximum Delay 100

Topology Parameters

Mumber of Modes 50

Rand Mumber Seed 33

Alphe Cutdegres 3
Topology Type (& Waxman
Min Link Bancwicth [0
Max Link Bancwicth {100
Wir lirik chelay ’n—
hdax Link Delay 100

Figure 4{11: The parameter entry window for the example SPR path generation
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Show Path (%]
Enter Source Nade 1D 24 Bandwidth 10

f* Shortest Path Routi
Enter Destination Mode 1D |26 Protocal SNSRI E REHTE
" PAP Routing

ok Cancel

Figure 4{12: Selecting the source and destination for the example SPR simulation

The parameter input window corresponding to the values above is shown in
Figure 4{11.

Given these parameters, a topology is generated using the Waxman model for
50 nodes and an average out-degree of 3.

4.4.2 Selecting Source and Destination

Once, the topology has been generated, the source and destination nodes are
selected, for the EF stream has to be routed. The EF bandwidth requirement is
also specifled and the protocol to be used which would be Shortest Path Routing
in this case. As an illustration of the path generation, the following table gives the
values selected:

Table 4{4: Parameter Values for Example SPR Simulation Source and Destination

Parameter Value
Source Node ID 24
Destination Node ID 26
Bandwidth 10
Protocol SPR

The window corresponding to the selections made is as shown in Figure 4{12

4.4.3 SPR Successful

When the "OK" button is clicked, the Shortest Path generation algorithm

will calculate a shortest path by the Dijkstra’s algorithm from the source to the
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Figure 4{13: SPR protocol successful.The shortest path generdtéor the speci ed
source and destination is shown in GREEN.The total delay is shown
in the text window below

destination. If the acceptance test is passed by all the links alg the shortest

path, then the protocol is successful. In this case, the topologyindow will display
the calculated shortest path with a green highlighting, showm all the links along
the path. For the example simulation input speci ed above, the sirtest path
calculated is as shown in Figuré{13. The source and the destination have been
shown in the gure. The green line represents the shortest path lveten the source
and the destination nodes, by which the EF tratc will be routed wih guaranteed

bandwidth.
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