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Abstract

Distributed denial of service (DDoS) is a major threat to &vailability of Internet services. The anonymity allowegd b
IP networking, together with the distributed, large scadure of the Internet, makes DDoS attacks stealthy and wliffio
counter. To make the problem worse, attack traffic is ofteisimguishable from normal traffic. As various attack goécome
widely available and require minimum knowledge to operatgpmated anti-DDoS systems become increasingly importan
Many current solutions are either excessively expensivequire universal deployment across many administratiraains.
This paper proposes two perimeter-based defense meclsafusimternet service providers (ISPs) to provide the &idieS
service to their customers. These mechanisms rely conhptate¢he edge routers to cooperatively identify the floodingrces
and establish rate-limit filters to block the attack traffitie system does not require any support from routers outsidteside
of the ISP, which not only makes it locally deployable bubadsoids the stress on the ISP core routers. We also study a new
problem of perimeter-based IP traceback and provide thokeiens. We demonstrate analytically and by simulatidra the
proposed defense mechanisms react quickly in blockinglattaffic while achieving high survival ratio for legitimatraffic.
Even when 40% of all customer networks attack, the survaiib ifor traffic from the other customer networks is still sdoto

100%.

Keywords:Network-Level Security and Protection

|. INTRODUCTION
A. Background

The goal of a DoS (denial of service) attack is to complet@yup the resources of a server, which

prevents legitimate users from accessing the service. Aesgtul DoS attack achieves two objectives:
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overpowering the victimndconcealing the attacker’s identityfo overpower the victim, the attacker needs
a strategy that small resource consumption at the attadkeicauses much larger resource consumption
at the victim side. For example, a small packet generatechbyattacker causes a buffer space to be
held for an extended period of tinie at the victim. While the attacker can generate a large number o
packets during’, the buffer space at the victim is going to overflow, which emides the SYN flooding
attack [1], [2], [3] and the connection table overflow attacko conceal the attacker’s identity, forged
source addresses are often used in the packets sent frortabkea In a DDoS (distributed denial of
service) attack, multiple malicious hosts launch a co@t#id offense against one victim, which increases
the resources for the offense while making it harder to tidmkn the attacker(s). Moore, Voelker, and
Savage’s work demonstrated that DoS attacks were widaspre¢éhe Internet. By using a novel traffic-
monitoring technique, called “backscatter analysis”ytbbserved 12,805 attacks on over 5000 distinct
Internet hosts belonging to more than 2000 distinct orgdins during a three-week period [4].

To mitigate DDoS attacks, much of the current research fgaoa anti-spoofing such as ingress filtering
[5], route-based packet filtering [6], and various IP trasprotocols [7], [8], [9], [10], [11], [12], [13].
Their effectiveness often depends on a universal deploymethe Internet. With a partial deployment,
source-address spoofing remains feasible.

Sung and Xu pointed out that, while many existing technidoess on tracking the locations of the
attackers after-the-fact, little is done to mitigate th&eetf of an attack while it is raging on [14]. An
intelligent packet-filtering solution based on IP tracdbaas proposed. The victim constructs an attack
graph from the received traceback marks. Based on the graiplentifies the “infected” edges and the
“clean” edges with the former more likely to carry attackffica It then informs a line of defense to
preferentially filter out packets from the “infected” eddessed on the marks in the packet header. Note
that the IP-traceback function must be implemented on theers outside of the defense line to mark the
packets before they reach the line.

Mahajan et al. proposed the aggregate-based congestitmolo@CC) to rate-limit attack traffic [15].

The congested router starts with local rate limit, and thesggessively pushes the rate limit to some
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neighbor routers and further out, forming a dynamic ratatliree, which can be expensive to maintain.
Every router in the tree performs filtering based on its sbérate limit, which is necessary because not all
routing paths are always covered by the leaves of the trdeoiéters in the tree measure the traffic arrival
rates, which are propagated upstream towards the congestted, allowing it to know the total arrival rate

and decide whether to continue the rate limiting.

B. Our Contributions

This paper proposes a class of perimeter-based defenseami&tis, which allows Internet service
providers (ISP) to provide an anti-DDoS service to its comts. The edge routers of an ISP form a
perimeter separating the customer networks from the resieointernet (Fig. 1). Our first contribution is
to study how to turn the ISP perimeter into a defense bargamat DDoS attacks. Depending on how the
edge routers communicate with each other, we present tvemsefimechanisms, DPM (defense perimeter
based on multicast) and DPIT (defense perimeter based aadBhiack). Our second contribution is to
design an IP traceback scheme that is deplaydg along a perimeteto suit the perimeter-based defense
solutions. This traceback scheme is more practical as ibedncally deployed; it is also more efficient
than the existing ones as it specializes to the task of iyemgi the entry points instead of the paths of an
DDoS attack. Our third contribution is to provide an evalmatframework to study the perimeter-based
defense analytically and by simulations. Several perfoiceanetrics are proposed and studied.

The main difference between this work and [14] is that ouedsé perimeter iself-completavhile
their line of defense is not. In [14], the routers on the lidedefense (also called perimeter) perform
packet filtering, but it requires support from inside theipeter and outside the perimeter. Inside the
perimeter, the victim constructs the attack graph, ide#ithe “infected” edges, and informs the packet-
filtering routers about these edges. Outside the perintb&elnternet routers must support the IP-traceback
scheme proposed in [14]. Our defense perimeter does noreegpy assistance from the victim except
optionallyto signal the occurence of an attack. It does not require ssigtance from outside the perimeter

either. One of our proposed defense mechanisms also uses#ack, which is however deployed locally



on the perimeter only.

Differing from Pushback [15], we study a one-dimension de&perimeter instead of a two-dimension
defense tree. It requires a new set of techniques to redlzeimilar goals. We believe a perimeter-
only solution is more appealing due to administration andgoenance reasons. Some advantages of the
self-complete perimeter-based defeaselisted below.

e Defense at the border and efficiency at the cota:order to reach a customer network of an ISP, any
attack traffic must enter the ISP first by passing an edgenddénce, the perimeter is the earliest location
of defense. By stopping an attack before it enters the ISReheneter-based defense not only mitigates
the attack but also minimizes the resources consumed byttdek draffic. Since the defense mechanisms
are implemented solely at the edge routers, the core is kaptesand stateless.

e Separation of attack traffic and legitimate traffid:he further away the attack traffic is from the victim,
the less it is mixed with the legitimate traffic. Hence, it dvantageous to perform blocking at the furthest
possible locations, which reduces the collateral damagocking legitimate traffic.

¢ Single administrative domain‘All edge routers of an ISP are under the same administratiaal,
which simplifies the deployment in terms of managementcpesdi and politics.

e Extensibility: The implementation of the perimeter-based defense by odRelé®s not require any
assistancdrom the other ISPs. On the other hand, we allow ISPs to cabpdor better performance.

If neighboring ISPs both implement the perimeter-baseersed, they can work together to extend the
defense across multiple administrative domains. Thisigesva positive feedback and encourages ISPs to
follow when more and more peer ISPs have implemented thersyst

The rest of the paper is organized as follows. Section Il ides/the models of ISP and DDoS attacks.
Section Ill and Sections IV propose two perimeter-basedrsaf mechanisms. Section V shows how the
neighboring ISPs cooperate to defend against DDoS atté®éstion VI presents the simulation results.
Section VII addresses the limitation of the proposed defaystem. Section VIII draws the conclusion.

The proofs for the theorems can be found in Appendix A.
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Fig. 1. Edge routers form a defense perimeter against DDoS.
IIl. MODELS
A. Internet Service Providers

Most businesses, institutions, and homes access the éhtgenlSPs. An ISP network interconnects its
customer networks, and routes the IP traffic between themlsdt connects to other ISPs to provide the
access to the rest of the Internet. Two neighbor ISPs mayasiggntract to be each other’s customers.
As shown in Fig. 1, an ISP network has two types of routedge routersand core routers An edge
router has at least one direct connection to a customer nletwtocan be a BGP router connecting to an
enterprise network, a router responsible for the regioallecinternet access, or a router at a local office for
residential DSL or dialup Internet access. The core routensot have direct connections to any customer
networks. They route traffic between edge routers. To madrtiie efficiency and improve the scalability,
a common design philosophy is to push the complexity of ngtvilanctions (e.g., packet classification,
filtering, etc.) towards the edge while keeping the core t@mapd free of state information about specific

traffic flows.

B. High Bandwidth DDoS Attacks

The goal of a high-bandwidth DDoS attack is to send a largeusutnaf traffic to exhaust a target resource
so that legitimate users cannot access the resource. Thwweesnay be link bandwidth, buffer space, or

processing capacity. The offending traffic can be charaetgras araggregateof packets [15]. A traffic
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aggregate is defined by matching the fields in the packet heéatdP, UDP, TCP, and/or application layers)
against a set of values. For example, the traffic aggregate3'N attack consists of all SYN packets to a
destination address/port pair, and the aggregate for af stttack consists of all ICMP echo-reply packets
from a subnet to a destination address.

During a DDoS attack, the attack traffic is often indistirgiiable from the legitimate traffic, which
makes it difficult to block the attack traffic while lettingeHegitimate traffic through. Indiscriminative
random dropping reduces the attack traffic to an acceptabtd, Ibut also blocks the legitimate traffic
proportionally.

We assume all attack traffic is generated by some compronhissts on peer customer networks, or
generated from other locations on the Internet and theredooxer via the neighboring ISPs. We do not
address the problem that some ISP routers are compromisethan used to generate attack traffic or

assist the attack in other ways.

C. Rate-Limit Filters

A rate-limit filter is a tuple{a, ), wherea is a traffic aggregate andis the rate limit fora.. After being
installed at an edge router, it requires the router to sipatieé the arrival traffic ot so that the acceptance
rate is bounded by.

A token-bucket implementation for rate-limit filters is pemted below. Let be the bucket size. Each
filter is assigned two variables: is a counter and is a timestamp, which are initialized to be zero and
the current system-clock value, respectively. If a packat thatches the filter is received, the following

algorithm is executed.

RateLimit(a received packet that matclgs

(1) ¢ < min{c + (the current clock value ) x r, s}
(2) t < the current clock value

(3) if (¢ > the packet size)

4) accept the packet



(5) ¢ < ¢ — the packet size
(6) else

(7 drop the packet

Consider a customer netwoskwhere some malicious hosts launch attack (Fig. 1). Becagsatthck
traffic from x is mixed with the legitimate traffic from, when the edge router afattempts to block most
attack traffic, it will block most legitimate traffic as welClearly, the rate-limit filtering is not designed to
save the legitimate traffic from. Instead it is to save the legitimate traffic from other costo networks

that do not harbor attacking hosts.

D. Perimeter-Based Defense

The perimeter-based defense has two major tasks. The firstidentify the attack aggregates, and
the second is to identify the flooding sources and instaltr@mate rate-limit filters on the edge routers
connecting to the flooding sources.

The first task may be carried out automatically by specidinsot [15] or manually by system admin-
istrators. We want to stress that attack aggregatés not the collection of attack packets, but rather a
traffic aggregate thatontainsthe attack packets (as well as the legitimate packets ofaime «ind). It is
difficult, if not impossible, to separate attack packetsifilegitimate packets of the same kind. However,
it is @ much easier job to identify an aggregate that is brgandeuding but not only including the attack
packets. A straightforward one is “all IP packets to the sefer the subnet) under attack”, which can be
reported by the server (or the router to the subnet) undaclatbr by a properly-configured firewall on
the routing path. This paper addresses how to block thekgtiackets in an attack aggregate but save the
legitimate packets in the same aggregate. While the abovegafg is already quite narrow, more specific
attack aggregates can be identified for specific types afksttdor example, a SYN attack can be detected
by the server whose SYN queue is kept full, or by an edge rdaoteirewall) configured with a security
policy that measures the SYN rate and triggers a warning wieerate is beyond the server’s capacity (e.qg.,

10,000 SYN per second). In this case, the attack aggregaaél BYN packets to the server”, including



both malicious and legitimate SYNs, which may be indistisgable from each other.

This paper focuses on the second task: Assuming that thekatggregate and the desirable rate for
the aggregate are known, the problem is how to bring the tattiic volume to the desirable level, min-
imizing the overhead and the reaction time while maximizimg survival ratio of legitimate traffic. The
proposed defense system will only interfere with the at@gf§regates and attempt to save the legitimate
packets within them. Our discussions will be centered attaime algorithmic and protocol aspects of
the perimeter-based defense for an ISP. The engineeringsisd planning, auto-deployment, provision-
ing, and management are beyond the scope of this paper. dheivable that the security management
tools from the major venders (e.g., Cisco VMS, Netscreerb@l®ro, and Checkpoint Provider-1) can be
extended to assistant the deployment of perimeter-bagedsiein a large ISP.

In the text of this paper, the (ISP-side) edge routers ardefeult place for implementing the perimeter-
based defense. However, the actual deployment can be dosggerfirewalls or even dedicated devices
behind the edge routers. This does not change the fundaienhthe proposed defense system but allows

the flexibility of adding resources to handle large cust@ner

E. Terminology

Consider an aggregate A packet belonging ter is called am packet. Tharrival rate of « at an edge
router is defined as the total size (number of bytes) packets received by the router from outside of the
ISP per unit of time; th@cceptance rates defined as the total size afpackets that are forwarded by the
router into the ISP network per unit of time. The acceptaate may be smaller than the arrival rate due
to rate-limit filtering. The edge router connecting with thesstination network o is called theexit router
of a; the link between the exit router and the destination netwscalled theexit link. The actual data rate
of o observed on the exit link is called tlegit rate denoted as!(«).

In the description of our system, it is not important to digtiish between multiple attackers and a single
attacker launching the offense from multiple Zombies. Whersay “multiple attackers”, we mean either

of the two cases.



[1l. DEFENSEPERIMETER BASED ONMULTICAST (DPM)
A. Overview

Ouir first perimeter-based defense mechanism is called Di?Mhich the edge routers of an ISP form
a designated, exclusive multicast group. The address afrthe is local to the ISP and any external join
requests must be rejected.

Given a DDoS attack, the edge router connecting to the viogtwork is responsible of coordinating
the defense and is thus called tteordinator. The coordinator initiates the defense process afteréives
an anti-DDoS request, consisting of the description of theck aggregater and the desirable rate(«)
of the aggregate. The anti-DDoS request may be generatétlsetver under attack, by the management
console from the customer/ISP side, or by firewalls, roytamd intrusion detection devices based on pre-
configured policies. The coordinator starts DPM by insingcthe other edge routers to install rate-limit
filters for the attack aggregate It then monitors the exit rate @f and periodically multicast a new base
rate to the other edge routers, which update their ratedifoita: according to the received base rate. This
process repeats until the exit rate converges to the désiate.

During the attack, the exit raté(«) to the victim can be much higher than the desirable i4te). The
goals of DPM are 1) to reduce the exit rate to a range closestdehirable rate, i.e(] —7)D(a) < A(a) <
(14+7)D(«), wherer is a small constant (e.g., 5%), and 2) to minimize the amotletitimate traffic that

is mistakenly blocked by the edge routers. The victim’s cépas expected to be at leagt + 7) D(«).

B. Detailed Description

The coordinator relies on a single type of multicast messtmeommunicate with the other edge routers.
The message format is RATE, r), wherer is the base rate that the edge routers should enforce on the
attack aggregate. After receiving this message, an edge router creates dimatdilter for « if it does
not have one, and then sets the rate limit of the filter based on

The legitimate traffic may have different arrival rates dtedent edge routers. In Fig. 1, under normal

conditions, the traffic entering the ISP network from theesdguter A is likely to be heavier than from
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other edge routers. Traffic-differentiation policies canused to capture such differences. A traffic-
differentiation policy assigns a coefficient (1) to an aggregate, which can be as broad as all TCP traffic
or as narrow as HTTP traffic to a specific server. Each edgerasiconfigured with a list of policies,
which are updated by the ISP based on traffic statistics. Wheedge router receives RAT&, r), it
checks whether there is a policy that matchedf there is, the router sets the rate limit@fto bec x r,
wherec is the coefficient of the policy. If there is not, the routetssihe rate limit to be-.

DPM consists of two phases. The first phase rapidly redueesxitrateA(«) below the desirable level
D(«). The second phase iteratively improvégy) to be close taD(«).

e Phase One: The coordinator starts with a multicast message RATE («)), which sets the base
rate to beD(«) at all edge routers. After that, the coordinator continlypogeasures the exit raté(«). It
reacts to the new value of(«) periodically after each time intervdl, which should be greater than the
maximum round-trip delay between any two edge routers andldhallow enough time for the new rate
limits to take effect at the edge routers. For instance, somable value fof’ can be half a minute, as the
actual Internet round-trip delay is typically in tens or dugds of milliseconds.

The coordinator maintains a variablg which is the base rate that it sends out in the previous RATE
message. After each time intervg] it takes one of two actions. W(«) > (1 + 7)D(«), the coordinator
calculates' = r, xmin{D(«)/A(«), 1/2}, and sends a RAT(, ) message, which reduces the rate limits
of « at all edge routers at least by half. Af«) < (1 + 7)D(«), it enters the second phase.

e Phase Two: After each time interval’, if (1 — 7)D(«a) < A(«) < (1 + 7)D(«), no action is taken.

If A(a) < (1 —7)D(c) or A(a) > (1 + 7)D(e), * the coordinator calculates= r, x D(a)/A(a). If
r < D(a), it sends a RATRy, 7) message; otherwise, it takes no action.
In order to prevent attackers from injecting forged RATE nages, all edge routers must block any

external packets whose destination is the multicast addesponsible for the communication between the

raffic fluctuation may send () aboveD () again.
2Suppose all attack traffic withdraws in the middle of Phase two. If the totabarate of legitimate traffic is smaller thai — 7)D(a),

A(a) will be always smaller thal — 7) D(«) and the coordinator will keep sending RATE messages with increasmfues. Hence, the

coordinator should stop oneereachesD («).
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edge routers.

C. Removal of Rate-Limit Filters

Each rate-limit filter has an expiration time, after whick filter should be removed. The lifetime of a
rate-limit filter must be sufficiently long to cover the ducet of a typical DoS attack; however, it should
not be too long, causing unnecessary overhead to the edigz even after the attack stops. A reasonable
default lifetime can be one day. An edge router may keep afagaently expired filters. If an attack
aggregate appears repetitively in the log, the lifetime néaly created filter for the aggregate should be
enlengthed, proportional to the number of expired filtersti@ same aggregate. On the other hand, if a
rate-limit filter does not cause any packet to be dropped afiereation, it can be removed sooner (e.g.,
after 10 minutes). Hence, filters can be removed quickly ftbenedge routers that do not receive any
attack traffic, while those filters that effectively bloclethttack traffic are left in the system. An exception
is that a filter should be kepted by an edge router if it is reguig reinstalled after removal.

In an unsynchronized attack, a malicious host (with dela@tbn) may participate in the attack after
DPM completes and the rate-limit filter at its edge router l@sn removed (e.g., after 10 minutes of no
packet match). In this case, the victim will be flooded andsegpently trigger DPM again, which starts
Phase one from the base rate that was left off previously.nEReRATE messages will be received by all

edge routers and their rate limits will be adjusted appeiply according to the protocol of DPM.

D. Analysis

We study two important performance metricenvergence timandsurvival ratio. The former answers
the questions of whether the system will stablize and how Ibtakes to block out the attack traffic. The
latter answers the questions of how well the system contallateral damage and what percentage of
legitimate traffic will survive the rate limiting after thegstem converges. We only consider the survival
ratio among customer networks that do not send attack traffroofs for all theorems in this and next
sections can be found in Appendix A.

Theorem 1:If the arrival rates of an aggregateremain steady at all edge routers and the total arrival
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rate is larger tha(«), then it takes DPM at mostlog, fjfj + 1+ |—log,_,2|)T time to stablize the

exit rate such thatl — 7)D(«) < A(a) < (1 +7)D(«a), whereC' is the maximum coefficient far at any
edge router and is the number of edge routers.

Example 1:Suppose: = 1000, C' = 100, 7 = 5%, andT = 30 seconds. The maximum convergence

Cxn
147

time is (|log,

| +1+|—log,_,2|)T = (174 13)T = 307 = 15 minutes. It takes no more than
17T = 8.5 minutes to reduce the exit rate such thdty) < (1 + 7)D(«). Then it takes no more than
13T = 6.5 minutes to improve the exit rate to within + 7)D(«). The above is the worst-case time. In
our simulation, the average convergence time for this cardiipn is less than 4 minutes.

Theorem 2:The survival ratio of legitimate traffic after DPM convergesio less than

H 1—7
o, MIN(r(€), ~5ele)D(e)
EEEZiEkT(e)

whereF is the set of all edge routerg;, is the set of edge routers that receive attack traffie) is the
arrival rate of legitimate traffic at, andc(e) is the coefficient at, Ve € E.

The above theorem gives a lower bound on the survival ratiar <Inulation shows that the actual
survival ratio is close to one even when 40% of customer nédsvearry attack traffic.

Corollary 1: Suppose the total arrival rate of legitimate traffic is no enttranD(«) andc(e) o r(e),

Ve € E. The survival ratio of legitimate traffic after DPM convesge no less thaim — .

The above corollary can be easily derived from Theorem Zrgihhe assumptions th;iéﬁEr(e) < D(«)
andc(e) xx r(e), Ve € E. It means that, it(e) is configured to be proportional ide), then the worst-case
success ratio only depends oywhich is a configurable system parameter.

We have analyzed the worst-case performance with resp#uoe t®ystem parameters. In particular, the
worst-case survival ratio is in proportion to— 7 (or even less sensitive todue to the min operation).
A smaller means slower convergence time and higher survival ratio.adaptive mechanism may be
employed to make tradeoff between convergence time andvabratio. Suppose an ISP wants the average
convergence time to be bounded by a target value. The ISF kesagk of the convergence times for the

past attacks. If the average convergence time is largertti@marget,r is gradually increased. If the
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average convergence time is smaller than the targstgradually reduced such that the best survival ratio

can be achieved, given the constraint for the convergene ti

IV. DEFENSEPERIMETERBASED ONIP TRACEBACK (DPIT)

A disadvantage of DPM is that, even when there is only one ff@pdource, the rate-limit filters are
temporarily placed on all edge routers though most are rechafter a short period of time since they
do not cause any packet to be dropped. In this section, weopeopn alternative approach, called DPIT,
which generates less rate-limit filters at the cost of addél overhead at the coordinator. DPIT finds the

flooding sources by IP traceback.

A. Perimeter-Based IP Traceback Problem

The problem is for the coordinator to determine where eachived packet enters the ISP perimeter.
This allows the coordinator to estimate the acceptanceafatach edge router based on the received
packets. The coordinator then informs the edge routers exitiessive acceptance rates to perform rate-
limit filtering. To do this, it must also determine the IP aglskes of the edge routers.

Unlike traditional IP traceback schemes that are deplogedlsa the Internet, the design philosophy of
perimeter-based defense requires that the deploymerstigcted to the perimeter, i.e., on the edge routers
only. It does not require the external Internet routersjriternal core routers, or the victims to implement

the traceback functions.

B. Background

There exist numerous IP traceback proposals [7], [8], []],[[11], [12], [13], [16]. Some (e.qg., Pi[16])
are not suitable for our problem because they do not deterthim router addresses; the trackback marks
carry only address hashes, from which addresses cannatdesred. Some others can solve our problem,
but not optimal because they are designed to construct aokatitee, which is a harder problem than
finding the attack entry points along a perimeter. Theseback schemes incur considerable computation

overhead [10], storage overhead [12], or communicationh®aed [17] to keep track of the routers that each
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Fig. 2. 16-bit traceback mark of Solution 2

packet traverses. Take [10] as an example. The router addrase encoded in the 16-bit IP identification
field. Each packet can only carry a fragment of an address.rdd¢wver has to piece up the fragments
correctly to identify individual routers and form an attdaode. To accomplish this, hash bits are also carried
in the IP identification field, and exhaustive combination®ag the fragments are performed to identify
those combinations with matching address bits and hash Intgs original design, the computation is
supposed to be done by @&md systemwhich can be a designated machine. In addition, it can focus
on a narrow band of traffic, and there is no real-time requénem In our problem setup, however, such
computation burden can be destructive because it is doneduter, specifically, the coordinator.

In the following, we propose three perimeter-based IP tvack solutions. The first two are simpler but

have certain requirements on the system. The third one resrtbwse requirements.

C. Solution 1

The simplest solution is to assign a unique ID to each edgeerowAn edge router replaces the IP
identification field with its ID before accepting a packetirthe ISP. This approach requires each edge
router to keep a mapping database between IDs and IP adslreNete that there is not just a single
coordinator; any edge router can be a defawm®dinatorwhen its customer network is under attack. An
ISP may have tens of thousands of edge routers. Whenever adgewauter is added or the address of an
existing one is changed, the mapping databases at all edggrsanust be updated, which is undesirable
from the management point of view, considering that an IS Ina&e many separate management teams,
each for a different geographical region or business domaosolve this problem, we introduce two

fully-distributed multi-field solutions that do not maimtahe mapping database at any edge router.
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D. Solution 2

The structure of the 16-bit traceback mark is shown in FigSRBppose the ISP possesses an address
space oR*, e.g.,x = 24 in case of a Class A network. Sin¢& — z) address bits are fixed, onlybits
need to be encoded. These bits are partitioned into 2-lgtrfests. Each packet carries one fragment,
which is selected randomly with equal probabilities. Theeedd = [log, 7] offset bits to identify the
location of the fragment in the address. The (é8t— d — 2) bits store the router ID. When the coordinator
receives the marked packets, it can group the address fraginased on router IDs, without performing
exhaustive combinations.

A problem is that the number of router-ID bits places an ufymemd @'5~¢-2) on the number of edge
routers. A simple solution is to loosely synchronize thetesysclocks of all edge routers. Lét be the
maximum clock skew. The edge routers are placed into grabpsgroup ID and the router ID together
uniquely identify a router. Leg be the number of groups arftlbe a time period larger that\. Starting
from timet¢ = 0, during each period € [i P, (: + 1)P),Vi € Z, only the routers in thé&; mod g)th group
perform traceback marking, while the other routers simphtlse router-ID bits to be all zeros, a reserved
ID that should not be assigned to any router. The coordiretamines the traceback marks with non-zero

router IDs during P + A <t < (i + 1)P — A for the (¢ mod g)th group.

E. Solution 3

Solution 2 has two requirements: unique router-1D assignraed loosely-synchronized system clocks.
Our third solution removes these requirements. The coctstru of the traceback mark is shown in
Fig. 3. The hash field carries the hash value of a router asldeeg., by selectingl6 — d — 3) bits
from MD5(address). From the received traceback marks,dbedmator maintains a table that maps each
hash value to a set of address fragments and their offseten@ihash value, if there is exactly one frag-
ment for each offset, then there is no address conflict; ifetlaee more than one fragment for an offset,
then two or more router addresses have the same hash vakese Ebinflicting addresses may share some

identical fragments but differ in the other fragments @adonflicting fragments which we must separate
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Fig. 3. 16-bit traceback mark of Solution 3

in order to construct the correct router addresses. Theneats from the same address (router) have the
same arrival frequency at the coordinator. We have theiatig two cases.

Case 1: If the packet rates from the conflicting addresses (routaes)different, we can easily sepa-
rate the conflicting fragments into different groups basedheir arrival frequencies, where each group
corresponds to one router address.

Case 2: If the packet rates from the conflicting addresses (routaes}oo close to tell the difference,
the conflict is resolved by the flag bit. Each edge router setflag bit of the traceback mark with certain
probability, which is randomly chosen but may change pecadty. While the fragments from the same
address have the sarflaggedarrival frequency at the coordinator, those from differadtresses most
likely have differenflaggedfrequencies, which allows the coordinator to set them apart

There may exist rare cases where even the flagged frequarasiast resolve the hash conflict. Now
because the coordinator cannot identify the individualflicimg addresses, it is not able to inform those
routers to install rate limits when they carry attack traffitthis happens, the coordinator has to act on

behalf of those routers by filtering packets that carry theswolved hash values in their traceback marks.

F. Identifying and Blocking DDoS Attack Sources

The coordinator starts the defense by inspecting the teméelmarks of alla packets. Using the
perimeter-based IP traceback, it can determine the adtredshe edge routers from which it receives
« packets and estimates the data rate from each router. Tiheicaior creates a table, call&dPIT table
which stores the estimated acceptance rates af the edge routers. Each table entry consists of three
elements: the IP addres®f an edge router, the estimated acceptancerratnd the estimated coefficient
c. (initialized to be one).

At the end of each time intervdl, if A(a) < (1 + 7)D(«), no action is taken by the coordinator. If
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A(a) > (1 +7)D(«), the coordinator calculates a base rageich that
(1-7)D(a) < ZEmin{ceT, re} < D(«) 1)
ec

wherekF is the set of edge routers in the table. This can be done byaaybsearch-like algorithm.
CalcBaseRaté)
(1) 1<0; h—D(a); r<— (L+h)/2

(4) while( eEEmin{cer, re} < (1—7)D(«)

(5) or ¥ min{er,r.} > D(a) )
(6) if (£ minfeer,r.} < (1—7)D(a))
7) [—r

®8) else

) her

(10) r— (l+h)/2

(1) return r

The basic idea of DPIT is that, if every edge routeets its rate limit to be.r, then the new acceptance
rate ate will become mifc.r,r.}. Assume that packet loss due to network congestion insieldSR
network is insignificant.A(«) is equal to the summation of the new acceptance rates of gdl exliters.
By Eq. (1),(1 - 7)D(a) < Aa) < D(a).

One observation is that, if, < c.r, the installation of a rate limit.r at e is not necessary because
the rate ofa. coming out ofe is already under the limit. To install those necessary liaté-filters, the
coordinator sends a unicast RAKE r, c.) message to every € E with . > c.r. Note that the RATE
message in DPIT is different from that in DPM: it has an exteddfto carryc, and it is a unicast message.
Whene receives the message, if it has already a filterofpit changes the rate limit tor, wherec is the
coefficient ofa; otherwise, it creates a new filter farwith rate limitcr. If ¢ is different frome, (received
from the RATE messagey, sends a COEfe) message back to the coordinator, which updates the table

and changes the value afto bec.
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Because the initial value af, in the DPIT table is always one and may be smaller than theahctu
coefficient, some edge routers may set the rate limits highanstead ofc.r), which causes more traffic
to be accepted. For every subsequent time intéry#the coordinator repeats the calculation @ind sends
out new RATE messages, until«) falls between(1 £+ 7)D(«).

The removal of the rate-limit filters is done similarly as ci@sed in Section I11-C.

G. Analysis

Theorem 3:If the arrival rates of an aggregateremain steady at all edge routers and the total arrival
rate is larger thaD(«), then it takes DPIT at mogi1/7]| + 2)7" time to stablize the exit rate such that
(1—7)D(a) < A(a) < (1 +7)D(a).

Example 2:For7 = 5%, the worst-case time complexity 22T, independent of the ISP size.

Theorem 4:The survival ratio of legitimate traffic after DPIT convesgs no less than

Y min{r(e), El;cze,)c(e)D(a)}

ecE—Fy, =

Y r(e)

ecE—FEy

whereF is the set of all edge routerg;, is the set of edge routers that receive attack traffie) is the
arrival rate of legitimate traffic at, andc(e) is the coefficient at, Ve € E.
Corollary 2: Suppose the total arrival rate of legitimate traffic is no enthranD(«) andc(e) « r(e),

e € E. The survival ratio of legitimate traffic after DPIT convesyis no less thah— 7.

V. COOPERATION AMONGNEIGHBORING ISPs

Two neighboring ISPs, if both implement DPM or DPIT, can cexgte to narrow the rate-limit filtering
towards the actual attackers. Fig. 4 illustrates the ideans{der an attack aggregate In ISP2, Link 6
is the exit link ofa. The traffic then passes ISP1 and takes Link 1 as the exitdim&dch the destination.
One attacker is shown in the figure, which generates a larlygmeoof o and causes a DoS attack at a
victim host behind Link 1. Legitimate traffic of enters ISP1 and ISP2 from other edge routers with much
smaller arrival rates.

Under the attack, the victim signals router A to initiate trefense. With either DPM or DPIT, a rate-
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Fig. 4. cooperated defense between neighboring ISPs

limit filter will be installed at router B, which blocks most tife attack traffic. Consequently, the exit rate
on Link 1 drops to the normal level, and packetsxdfom Links 2, 3, 4, and 5 can reach the victim host.
However, packets from Links 7, 8, 9, and 10 are still mixechwiite attack traffic and thus rate-limited
together with the attack traffic. Router B treats itself asarra@DoS attack, and the rate limit specified in
the filter is the desirable rate affrom ISP2. It signals router C to initiate the defense in ISR2ate-limit
filter is consequently stalled at router D, which reducestherate on Link 6 to the desired rate and allows
the packets from Links 7, 8, 9, and 10 to pass into ISP1 witheirtig blocked. The filter at router B is
then removed if it does not drop packets. The defense mesthanmplemented in ISP1 and ISP2 do not
have to be the same.

A nice property of our perimeter-based defense is ¢joatd behaviois rewarded; ISPs that deploy the
system can benefit from the existing deployment in the peRes.IR different rewarding property exists
within an ISP. As we will see in the next section, the survialos for customer networks that do not
generate attack traffic are close to one, while those théonanalicious hosts may suffer. It rewards the
customers that protect their hosts from being compromised.

We want to stress that the cooperation between ISPs is asluntAlthough the cooperation brings
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Fig. 7. Survival ratio at the server. Consider legitimasdfit ~ Fig. 8. Survival ratio at the server. Only consider legitiena
from all customer networks. traffic from non-attacking customer networks, i.e., those
networks that do not generate attack traffic.
significant value, the defense operations within one ISP doé need the support from other ISPs. In the
above example, suppose ISP2 does not implement DPM/DPéTaftack traffic will still be blocked aB.
The customers within the defense coverage, i.e., thosedélmks 2-4, can still access the victim host,
but the customers outside of the defense coverage, i.aseg thehind Link 7-10, can no lonber access the

victim host. The anti-DDoS service is only offered to thetousers within the defense coverage.

VI. SIMULATION

We use simulations to evaluate DPM and DPIT in terms of awecagvergence time and average sur-
vival ratio. The default simulation parameters are givefodews. The ISP has 1000 edge routers con-

necting to its customer networks. Consider a server under@3ddtack. The desirable rate to the server
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is 10,000 kbps (kilobits per second). The policy coefficseiot the traffic at the edge routers follow an ex-
ponential distribution with the mean equal to five. Iniyathe distribution of legitimate traffic follows the
distribution of the coefficients. The average arrival rage gxge router is equal to 7 kbps. The total arrival
rate of legitimate traffic is thus 7,000 kbps. The simulai®performed at ticks of 6 seconds each. The
arrival rate of legitimate traffic at each edge router flusaip to+50% over each tick. The attack traffic
enters the ISP from 100 randomly selected edge routers widtverage attack rate of 400 kbps, following
an exponential distributioh Although a DDoS attack may involve a large number of compseatihosts,
they typically reside on a small number of networks (suchadseb-2000 attack on Yahoo and [18]). The
default choice of 10% edge routers carrying attack trafficasdue to the limitation of DPM and DPIT.
One of our simulations will scale this percentage up to 95%e arrival rate of attack traffic at an edge
router fluctuates up t6-20% over each tick. The time intervdl for periodic update of rate limits is 30
seconds for both DPM and DPIT.= 5%. The default parameters are always assumed unless thesfigure

indicate otherwise.

A. Effectiveness against DDoS

Our first simulation demonstrates that DPM and DPIT resparickty against DDoS by establishing the
appropriate rate limits at the edge routers, which blocktratack traffic while allowing most legitimate
traffic to pass.

Fig. 5 shows how DPM reacts to a DDoS attack. The five curvesritbesthe total arrival rate of attack
traffic, the total exit rate towards the server, the exit mdtattack traffic, the exit rate of legitimate traffic,
and the desirable rate. The attack starts at time = 1 min, faadotal exit rate shoots up, which floods
the server. After DPM is activated, as the rate limits arerekesed at each time interval, the total exit
rate is reduced. The figure shows that, while more and moaelattaffic is filtered, the exit rate of
legitimate traffic changes little. Phase one terminatesreg + 4.5 min after the total exit rate drops below

the desireable rate. Then Phase two gradually improve®takexit rate to approach the desireable rate.
3Suppose the attack is launched from compromised hosts on 100 diftergomer networks. Some hosts may have high-speed Internet

connections while some others may have low-speed links.
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Fig. 9. convergence time and survival ratio with respectei@entage of customer networks that generate attackéc traf

Combining the two phases, the convergence time is 5 minutas fime = 1 min to time = 6 min). DPM
is reactivated at time = 7 min due to traffic fluctuation andddsr another minute. Fig. 6 shows how
DPIT reacts to the same DDoS attack. DPIT reduces the tatate more quickly towards the desireable
rate. Its convergence time is 1.5 minutes. DPIT is rea@tat time = 4 min due to traffic fluctuation and
another rate-limit update is made.

When the exit rated(«) is above the server’s capacity, after the traffic exits the #d reaches the
server, the server must randomly drop the excess packetacaegt the arrival traffic up to its capacity.
Fig. 7 shows the survival ratio at the server, which is the@etage of all legitimate traffic that arrives at
and is accepted by the server. After the attack starts, tivevatratio drops below 27% as the server drops
most legitimate traffic due to overwhelming total arrivaierétotal exit rate from the ISP’s point of view).
It then recovers quickly and stays above 92% after DPM/DRiiverges.

Fig. 8 shows that the survival ratio at the serverrion-attacking networks onig consistently above
99.99% after convergence; for these customers, the drapgiéid can be easily handled by TCP retrans-

mission.

B. Scaling with the Number of Attacking Customer Networks

Our third simulation demonstrates that, even when 40% ofwdtomer networks send attack traffic,
DPM and DPIT can still protect the rest customer networksfleing affected.

Fig. 9 presents the average convergence time and surviiaiwdh respect to the percentage of cus-
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TABLE |
AVERAGE NUMBERS OFRATE AND COEFMESSAGES SENT BYDPIT PER TIME INTERVAL WITH RESPECT TO NUMBER
OF EDGE ROUTERS AND NUMBER OF ATTACKING CUSTOMER NETWORKS

edge routers attack networks RATESs COEFs
1000 50 81 54
5000 50 47 22
1000 100 178 113
5000 100 147 91
1000 200 317 177
5000 200 387 255

tomer networks that have attackers (or compromised hoslt®) left plot shows that both DPM and DPIT
converge faster when there are more attackers, due to higteeof attack traffic and thus faster reduction
of rate limits according to the design of DPM/DPIT. The righdt shows that the survival ratio of legit-
imate traffic (at the server for non-attacking customer oeka) is close to 100% unless more than 40%
of all customer networks attack. It is consistently true llroar simulations that most blocked legitimate
traffic comes from attacking networks.

We also performed simulations with the ISP scaling from @,@910,000 edge routers. The average

convergence time and the average survival ratio are largs@nsitive to the size of the ISP.

C. Communication Overhead

The communication overhead of DPM is one multicast messagdipe interval, and the message
reaches every edge router. The average communicationeackdi DPIT is shown in Table I. The number
of (unicast) messages sent by DPIT per time interval is mash than the number of edge routers. The
overhead is not significant considering that the time irstkis set to be 30 seconds and DPIT typically
converges after 2-3 intervals as shown in the previous fgguvehile DPIT performs consistently better
than DPM in terms of convergence time, its coordinator magha process hundreds of messages per time
interval while DPM’s coordinator needs to process only onéhen the attack traffic comes from a small
number of customer networks, DPIT is a better choice. On therdvand, when the attack traffic comes
from a large number of different customer networks, DPM esdletter due to less computation/storage

overhead at the coordinator.
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D. Unsynchronized Attacks

Our fifth simulation studies the unsynchronized attacksthénsimulation, 50 customer networks start
an attack at time = 1 min, 25 additional networks join the dke after each 11-minute interval at time =
12, 23, 34, 45, and 55, respectively, and 25 more networkgl@ offense at random times between 1 and
60 min. For DPM, an edge router will remove a rate-limit filtieit does not cause any packet to drop for
10 minutes after its creation, but will keep the filter if ireinstalled twice after removal (Section I1I-C).

Fig. 10 shows the survival ratio of legitimate traffic (at #exver for non-attacking customer networks)
when DPM is implemented. For the initial 50 attacking netwgoit takes 4.5 minutes (from time =1t0 5.5

min) for DPM to converge and achieve close to one survivad r&tor the subsequent 25 attackers at time
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=12 (or 23) min, becaues the filters have been removed from edge routers (except for the 50 initial
attackers) at time = 11 (or 22) min, the attack traffic is ableriter the ISP and cause the survival ratio to
drop, which triggers DPM again to restore the filters at ajjeetbuters and return the survival ratio to about
one. The convergence time is very small because the indise Ibate of this DPM is the final base rate of
the previous DPM (whose initial base ratdi$«), causing much larger convergence time). For the 25 new
attackers at time = 34 (or 45, 55) min, because the edge sokeep the filters after two reinstallations at
time = 12 and 23 min, most new attack traffic cannot pass tligje eouters and their impact on survival
ratios is small.

The simulation results for DPIT are omitted. They are corapkerto those for DPM.

E. Attacks across ISPs

Our sixth simulation studies attacks across ISPs. Condigezxample in Fig. 4. Suppose each ISP has
500 customer networks, of which 50 networks attack. ISPlempnts DPM. We consider two cases: a)
ISP2 does not implement the perimeter-base defense (Fjgadd b) ISP2 implements DPM (Fig. 12).
In both cases, the survival ratio for non-attacking netwarklSP1 is close to one. The survival ratio for

non-attacking networks in ISP2 depends on whether ISP2Zimg@hts DPM.

VII. L IMITATION

As demonstrated by our analysis and simulations, DPM and R&nh effectively protect the legitimate
traffic from customer networks that do not carry attack tcaffiowever, they are ineffective for legitimate
traffic from customer networks that contain compromised$asnd send attack traffic. The reason is
that the legitimate traffic from those networks are indgtiishable from the attack traffic. To solve this
problem, the cooperation from the customer side will be se&®y, and the perimeter-based defense alone

is not sufficient.



26

VIIl. CONCLUSION

The edge routers form a natural boundary between the ISPorieamd the rest of the Internet. This
boundary, called the ISP perimeter, can be turned into andefbarrier against network intrusions. We
proposed two perimeter-based defense mechanisms, DPM Bh ®hich mitigate DDoS attacks by
blocking the flooding sources while allowing most legitimataffic to reach the destination. To the best
of our knowledge, this is also the first work that studied peter-based IP traceback and proposed three
solutions. Our analysis and simulations demonstrateddRa& and DPIT selectively block out the attack
traffic and quickly converge to the desirable rate. We alsowdised how neighboring ISPs can cooperate

to improve the performance.
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APPENDIXA. PROOFS

Proof of Theorem 1. We first compute the maximum time for Phase one to completiéially the
coordinator sends a RATE, D(«)) message, and the highest rate limit at any edge routérisD(«).
After that, one RATE message is sent after each time intdhas long asd(a) > (1 + 7)D(«). Suppose
Phase one sends; RATE messages. Each RATE reduces the rate limits at all edgersmat least by half.
When the highest rate limit among all edge routers drops b&leW“, we haved (o) < D2, —

(14 7)D(«r), which will cause Phase one to complete. Therefore, pritimédast RATE, the highest rate

limit (C' x D(a) x (3)™ ') should be greaterthagﬁw.

1 1 D
C x D(a) x (—)ml_1 > —( +7)D(a)
2 n
my < lo an+1
1 g21—i—7’

Sincem, is an integer, we haver; < |log, (fjfj + 1. The maximum time for Phase one to complete is

thus(|log, 2] + 1)T"
Next, we consider Phase two. There are two cases.
Case one: Prior to the last RATE message of Phase one)ft)/A(a) < 1/2, thenr = r, x

D(«a)/A(«). Since the rate limits at all edge routers are reduced by @rfad D(«)/A(«), the exit
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rate ofa will be reducedat mostby a factor ofD(«) /A(«). Hence, after the last RATE message, we must
haveA(a) > D(«). Since it is the end of Phase one, we also haye) < (1 + 7)D(«). Therefore, no
message will be sent in Phase two.

Case two: Prior to the last RATE message of Phase oné)(if) /A(«) > 1/2, thenr = r, /2. Because
the RATE message cuts the rate limits at all edge routers ByahdlA(«) > (1 + 7)D(«) before the
message, we must havéa) > (1 + 7)D(«)/2 after the message.

The goal of Phase two is to send RATE messages that graduetBaised («) to within (1 £+ 7)D(«).
Suppose Phase two sends RATE message. Each RATE message increases the rate limitsaloyoa 6f
D(a)/A(a). Consequently, the exit rate is increasganostby a factor ofD(«)/A(«). Hence,A(«) will
remain smaller thai («) after each RATE message. It follows that the total increasatimlimits by all
mo RATE messages should be smaller than a factor of 2. Otherthwseate limits would become no less
than those prior to the last RATE message of Phase one, whisllweeanA(«) > (1 + 7)D(«).

Prior to each RATE messagéd,(«) < (1 — 7)D(«); otherwise, the RATE would not be sent. =

rp X D()/A(e) > 1=r,,. ms can be calculated as follows.

1
1—7

(

)" <2
my < —log,_. 2

Sincem, is an integer, we haver, < |—log,_, 2|. The maximum time for Phase two to complete is

thus|—log, , 2| x T.

Therefore, the total time for DPM to complete is no more thdog, fjfj + 1+ |—log,_,2])T. Ifthe
total arrival rate is greater thabi(a/), DPM completes only whefl — 7)D(a) < A(a) < (14 7)D(«).

O

Proof of Theorem 2: Letr be the last base rate that the coordinator sends before DR iges. The

rate limit ate € E is c(e)r. After DPM converges, ifd(a) < (1 — 7)D(«), r > D(«) because otherwise
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DPM would not have stopped. In this case, the survival ratibi0%. IfA(«) > (1 — 7)D(«), we have

Ye(e)r > Ala) > (1 —71)D(a)

ecE
1—71
D
S c(e) ()
eck

The acceptance rate of legitimate traffieate € £ — E}, is

min{r(e), c(e)r} > min{r(e), ;;C(Z/)C(G)D(a)}

e'cE

Therefore, the survival ratio is no less than

H 1—7
o, MIN(r(6), ~5ele)D(e)
EEEZiEkT(e)

O

Proof of Theorem 3: Suppose the defense starts at time 0. Edbe the set of edge routers whose
arrival rates ofx is not zero. At time OYe € E, the arrival rate equals to the acceptance rate, denoted as
Te0. Suppose the exit rate stablizes aftaime intervals with(1 — 7)D(a) < A(a) < (14 7)D(cr). We
determine the worst-case valuekoin the following.

RATE messages are sentout at tifie1 < ¢ < k. Immediately before timél’, the estimated coefficient
and acceptance rate for= £ in the DPIT table is denoted as;_, andr.;_, respectivelyc. ;,0 < i < k,
takes one of two values: one or the correct coefficieniof@t e. The value is one until the first RATE
message is sent toand a COEF message is subsequently received étdfmom then on, it becomes the
correct coefficient.

At time T, a base rate, is calculated such that

(1-7)D(a) < EEmin{c&O X711, Teo} < D(a) (2)
ec
Let By = {e | 1.0 > cco X 11, € € E'}. RATE messages are sentfp. By Eq. (2), we have
<
eEEZ—Elr&O - D(O./) (3)

Attime T, 1 < i < k, a base rate; is calculated such that

(1—-7)D(a) < gEmi”{Cevi—l X Ti, Teic1) < D(a) (4)
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Let E; be the subset of such thatve € E;, (1) ;-1 > c.;—1 x r; and (2) no RATE message has been
sent toe previously. Ve € E;, c.,_1 = 1. After RATE messages are sent, the new exit rate is noted as
A; (). We must have

Ai(a) < 6€EE_Eimin{Ce,i—1 X T, Teio1} + ee%ire,o

because only the edge routersinmay set rate limits higher than,_, x r; and possibly allow all arrival
traffic (r.c) to be accepted. Sinde< k, we also haved;(a) > (1 4+ 7)D(«); otherwiseA;(«) would

stablize right away befork time intervals. Hence,

eeEE—Eimm{ce’i_l X Tiy Teio1} + eEEEiTe’O > (14 7)D(«)

Do)+ X reo>(1+7)D()

eckE;

Y reo > 17D()

ecFE;
Since the above is true for dll< 7 < k, we have
k—1 k;
i§2(e€EEire’O) > (k—2)7D(«)

Becauser; C EandE, NE; =0, Vi,j, 1 <i<k, 1<j<k, i#j wehave

eeEXiElrep > (k—2)7D(«)

By Eg. (3), we have

D(a) > (k—2)7D(«)
1
E<—+2
T
Because: is an integer, we havie < |1/7] + 2. Hence, the worst-case convergence timeg igr | + 2)T.

O

The proof of Theorem 4 is identical to that of Theorem 2.



