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Abstract—In order to provide more value added sewices,
the Internet needsto classify packets into flows for different
tr eatment. This function becomesa bottleneckin the router. High
performance packet classificationalgorithms are therefore highly
demanded.

This paper describesa new algorithm for packet classification
using the concept of independent sets. The algorithm has very
small memory requirements.The searich speedis neither sensitve
to the sizeof the rule table nor to the percentageof wildcards in
the fields. It also scaleswell from two dimensional classifiersto
high dimensional ones.In particular, the algorithm is inherently
parallel. Hardware tailored to this algorithm can achieve very
fast search speed.The update algorithm proposedis also very
fast in general.

Index Terms— Packet Classification, Independent Set, Algo-
rithm

I. INTRODUCTION

NTERNET serviceprovider (ISP)is goingto provide more

value added servicesto end users. Examplesof these
servicesare firewall paclet filtering [1], policy routing [2],
virtual private network (VPN) implementations[3], traffic
billing [4] and quality of service(QoS) applicationssuchas
integrated services(IntServ) [5] and differentiated services
(DiffServ) [6]. In orderto provide theseservices,the router
needsto classifythe pacletsinto flows accordingto different
criteria. Thesecriteriaform ruleswhich arebasedn L2/L3/L4
fields in the paclet header This function of routeris called
packet classification

High speedinternet relies on high speedpaclet classifi-
cation functions. In the near future, 40 Gigabit per second
(OC768) wire speedis expectingto be achieved. Given the
smallestpaclet size of 40 bytesin the worst-casethe router
needsto lookup paclets at a speedof 125 million paclets
per second.That, togetherwith other needsin processinga
paclet, amountsto lessthan 8ns per paclet lookup. Nowa-
days,one accesso on-chip memorytakes 1-5ns for SRAM
and about10ns for DRAM; One accesgo off-chip memory
takes 10-2(ns for SRAM and 60-100ws for DRAM. This
figure shavs that it is highly demandingto develop high
speedpaclet classificationalgorithms. It also shavs that it
is very difficult for serial algorithmsto achieve ideal wire
speedDeveloping parallelalgorithmsandintegrating parallel
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or pipeline mechanisminto hardware seema must for the
future paclet classification.

The speedof a paclet classificationalgorithmis measured
by the times of memory access.Other performancemetrics
for a paclet classificationalgorithm include memory storage
requirementsypdatespeedandscalabilityto both the number
of the rules and the numberof fields includedin the rules,
amongpossibleothers.

We proposea new algorithm using the concept of in-
dependentsets. The new algorithm is theoretically sound.
Experimentalstudieshave shavn that its performanceis at
leastcomparableo bestavailable algorithms.Specifically the
algorithm could corvert a higher dimensionalclassification
probleminto alower dimensionabne.The algorithmhasvery
small memory requirementsThe memory factoris expected
to be smallerthan two (the memory factor is the ratio of
the total amountof memoryusedto that neededto storethe
rules). This factorwas bestreportedin existing algorithmsas
four [7]. Thesearchspeedof our algorithmis neithersensitve
to the size of the rule table nor the percentageof wildcards
in the fields. It scaleswell from two dimensionalclassifiers
to high dimensionalones. The update algorithm proposed
is also very fastin general.In particulay the algorithm is
inherentlyparallel.lt is easyto exploit the parallelmechanism
in the hardware. One of the possiblelimitations of the new
algorithmis that it dependson the characteristicsn the rule
table. Experimentsshav that the memory accesstimes can
be as low as 15 and as high as 100 for two-dimensional
classificationproblemswith a table size of 30000 (assuming
thatonedimensionalangesearchusesfour memoryaccesses).

The restof the paperis organizedasfollows. In Sectionll,
we highlight resultsfrom someexisting algorithms.In Section
[, the paclet classificatiorproblemis definedandtherelated
notationis developed.The conceptof independentsetsand
the detailsof the new algorithm are describedin SectionlV.
In SectionV, resultsof experimentalstudiesare presented.
Concludingremarksare madein SectionVI.

Il. PREVIOUS WORK

Suneys on paclet classificationalgorithmswere given in
[8], [9]. Here, we highlight performancemeasurement$or
someof the algorithms.

The Recursve Flow Classification(RFC) [10] is very fast
for a search.However, the memory requirementis so large
andthe preprocessingime is so slow thatit is not suitablefor
large classifiers.Reference/11] proposeda Bit Vector (BV)
searchalgorithm. For a d-dimensionalclassifier the storage
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PERFORMANCE COMPARISON WITH OTHER SCHEMES.

Algorithm Worst-case | Worst-case
searchtime storage
This Paper I N
Tuple SpaceSearch[13] N N
Grid-of-tries [15] w1 dW N
FIS-tree[7] 1+ 1w INTH1/
BV [11] dW + N/m dN?Z
RFC[10] d N4
HiCuts [14] d N@
Cross-producting15] dW N@

requirementis O(dN?), where N is the numberof rulesin
the classifier Query time is d times that of the time needed
for a range search,plus d times that of the time for a bit
vector fetching. This is equalto N/w, wherew is the size
of cacheline Referencq12] addednew techniquego the BV
algorithm and reportedan order of magnitudeimprovement
on performanceover the standardBV algorithm, with a
small price of increasingmemory requirements.The tuple
spacesearchalgorithm[13] hasa small memoryrequirement
(O(N)), however, the searchspeeddependson the number
of tuplesin the classifierand it supportsonly prefixesrather
than arbitrary ranges.In addition, the use of hashingmakes
the time compleity of searchesnd updatesnondeterministic
[8]. The Fat Inverted Segmenttree (FIS-tree)was proposed
in [7]. The level of the FIS-treecan be adjustedto make a
tradeof betweenthe searchspeedand memoryrequirements.
Underthe assumptiorthat the cachelineis 32 byteslarge and
the entry size of a rule is 12 bytes, [7] reportedthat for
a two dimensionalclassifier with more than 10° rules, the
searchneedslessthan 22 (17 respectiely) memoryaccesses
using three (two respectiely) levels of the FIS-tree. The
memory is at most 4.1 (7 respectiely) times that of the
rule table size. They did not report ary experimentalstudy
on multifield classifiers.However, they pointed out that the
memory requirementand memory accessesncreasewith a
factorof [ asthe dimensiond increaseswherel is the number
of levelsin the FIS-tree.OtheralgorithmsincludeHiCuts[14],
Grid-of-tries[15], Cross-productingl5] and Set-pruningries
[16]. By referingto [8], we madea table(Tablel) to compare
performanceof our paperwith others.In the table, m is the
memory width usedin [11]. W is 32 for IPv4 and 128 for
IPv6. I is numberof independensets(explainedin this paper)
whichis comparablevith W andmuchsmallerthan N. From
this table,we canseeour algorithm usesthe smallestamount
of memory Thoughthe time of RFC and HiCuts is smaller
thanours,the amountof memorythey consuméds muchlarge.

I1l. PACKET CLASSIFICATION PROBLEM

In the pacletclassificatiorapplication pacletsareclassified
into flows accordingto policy or routing information. The
policy is specifiedusing fields in the headerof a paclet.
Specification®f fields are calledrules Soflows are specified
by rules appliedto incoming paclets. Each rule consistsof
severalfields,sayd. A collectionof rulesis calleda classifiet

Eachfield is eitheran exact value or a prefix or a range.In
fact,exactvaluesandprefixesarespecialrangesln this paper
we treatfieldsasarbitraryrangesEachrule alsohasa priority
index number Usually the rules in a classifier are sorted
accordingto their priorities. This index numberis necessary
sincea packet may matchmorethanonerule. In this case the
rule with the highestpriority index is chosen.Let C' be the
classifier;or C = {Ry,..., Ry}, whereR; (i=1,...,N)is
arule and N is the numberof the rulesin the classifier For
eachrule R;, let R; = (FY,..., F}), whereF} (j =1,...,d)
is the jth field. Throughoutthe paper a field or a rangeof
integersis expressedas F' = [b, e], which meansall integers
greaterthan or equalto b and smallerthan or equalto e. b
ande are calledthe begin point and end point of the field ¥
respectiely. For example,if the field is an IPv4 destination
addresstheneitherpoint is aninteger between0 and232 — 1.

When a paclet is arriving, the values f; (i = 1,...,d)
from therelevantd fields are extractedand expressedas P =
(fi.-.., f2). We saythatarule R = (F, ..., F,) is matched
by the paclet, if f; € F; forall i = 1,...,d. Amongthe all
matchedrules, the rule with the highestpriority index defines
the flow that the paclet belongsto.

With the above definitions,a rule canbe consideredisa hy-
perrectanglén the d-demensionaspaceA classifieris a setof
suchhyperrectanglesHyperrectanglesn the classifiermight
be overlapped A paclet is thena point in the d-demensional
space.Thus, paclet classificationis equivalentto finding all
hyperrectangles/hich containthe querypoint. This resembles
the point location problem in computationalgeometry[17].
The differencebetweenthe paclet classificationandthe point
location problemis that hyperrectangle the point location
problem are nonoverlapping, while hyperrectanglesn the
paclet classificationproblemmay overlap. Hence,the paclet
classificatioris morecomplex thanthe pointlocationproblem.
However, structuresand characteristicsn classifierscould be
exploited to develop high performancepaclet classification
algorithms.Suchpaclet classificatioralgorithmsmay sidestep
the performanceupper bound achieved in the point location
background.The algorithm to be developed in this paper
senesasone suchexample.

IV. DEVELOPING THE ALGORITHM
A. Independentets

Our algorithm is basedon the new conceptof the inde-
pendentsetsof rules. We first give the formal definition of
the independensetsand then explain the motivation behind
the concept.Definition: Let C = {Ry,..., Ry}, where R;
(i =1,...,N)is arule. For index k, 1 < k < d, two
rules R; = (F{,...,F;) andR; = (F{,...,F7) arecalled
independenalongdimension, if FNF} = ¢. For asetS of
rules,if ary two rulesin it areindependentlong dimension
k, we call S anindependensetalongdimensionk, which is
denotedasan I-setor simply an I-setif no confusionarises.

The numberof the elementdn a set A is referredto asthe
sizeof theset A denotedby |A|. For aclassifier consideiits all
possibleindependensetsalongdimensionk. An independent
setwith the largestsizeis definedasa maximumindependent
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Fig. 1. An exampleof anindependentet.

setalongdimensionk in C. A classifierC' mayhave morethan
one maximumindependenset. An independenset with the
largestsize amongall independensetsalong all dimensions
is called a global maximumindependenset

The motivation of introducingI,-setsis thatrulesin an I-
setare easyto distinguish.For example, S = {R;, Ry, R3}
asin Fig. 1 is an I -setin the two-dimensionalspace.by, b,
and b3 are the begin points of field one in rules Ry, R
and R3 respectiely. by, bo and bs definethe searchintervals,
say [b1, ba), [b2, b3) and [bs, c0), in a one dimensionalspace.
Apparently eachinterval containsonly one rule. Let each
interval storeall fields of the correspondingule. In orderto
query a point, say P = (f1, f2), we only needto searchfor
the interval that f; belongsto in one dimension.After the
interval hasbeenfound, we comparethe point with the rule
storedin theinterval. If the pointis containedn therule, there
is a match.Otherwise thereis no rule matchedby the point.

We caneasilyfind two advantagesiere.Oneis thatwe only
needthe begin points of the field in rules to form a range
searchstructureinsteadof using both begin points and end
points.This reduceghe searchpointsto asat mostonehalf as
in a traditional rangesearchalgorithm, e.g.in [7]. The other
adwantageis that we only needto searchin one dimension
ratherthanin all dimensions.This meansthat we may only
needto perform one range searchfor a multidimensional
paclet classificationproblem.

Basedon the conceptof independensets,we candevelop
a new algorithm. The generalprocedureof implementingthe
algorithm is describedas follows. Given a classifier C =
{R1,..., RN}, we try to separatdrom it a global maximum
independentset. Then, from the set of the remaining rules
(treatedas a new classifier),we separatea global maximum
independensetwith respecto the new classifier andcontinue
the processuntil the set of the remaining rules is empty
More formally, assumethat I[1] is a global maximum in-
dependentset separatedrom C. Let C, = C — I[1], we
thenfind a global maximumindependenset[2] with respect
to C;. Let Cy = Cy — I[2], we continuethe processuntil
the resulting classifieris empty Thus, C is divided into a
collectionof independensets{I[1],I[2],....,I[s]}. Next, we
groupthe independensets{I[1], I[2],...,I[s]} accordingto
the dimension. Two independentsets belong to the same

Considerdimensioni. Let C' bethe classifier Projectall rules
in C into dimensioni. Let R be the resultingsetof rangesin
this dimension.R is sortedaccordingto the right end points.
Let M bethe setof selectechon-overlappingrangesof R. Let
S = ¢.

1.If RisemptythenM is amaximumnon-overlappingrange
set; terminate.

2. From R selecttheranger with the smallestright endpoint.
If thereare morethanone suchrangesrandomlyselectone.
Add r to M. Remaoe r from R. Remove from R all ranges
that overlapwith r. Go to step1.

Thesetof ruleswhich projectto M is amaximumindependent
setalong dimensioni.

Fig. 2. A greedyalgorithmfor finding a maximumindependenset.

groupif they areindependenalongthe samedimension.Let
G1,Ga, ..., G4 betheresultinggroupswhered is thenumber
of dimensionsfor rulesin the classifierC. G; (i = 1,...,d)
is the group of independensetswhich areindependenalong
dimension:. Notethata groupmaybe empty We searchn all
nonemptygroupsof G, G, ..., G4 respectiely. The query
result can be obtainedby comparingall the matchesto find
the rule with the highestpriority.

In thefollowing, we will discusshow to find a maximumin-
dependensetandhow to createa datastructurefor searching
G; (i=1,...,d).

B. Finding a Global MaximumIndependenSet

For a classifier there are two stepsfor finding a global
maximumindependenset. First, a maximumindependenset
along eachdimensionis found and then by comparingthe
size of thesemaximumindependensets,a global maximum
independensetis identified.

A greedyalgorithmin Fig. 2 canbeusedto find amaximum
independensetalong one dimension.

Essentially through projecting rules into a dimension,the
algorithmin Fig. 2 turnsthe finding a maximumindependent
set problem into the finding a maximum non-overlapping
rangesproblem.

We can prove the set of rulesfound is really a maximum
independenset. In orderto do so, we only needto prove M
is @ maximumnon-overlappingrangeset.

We first prove a Lemma.

Lemma: Let R;, Ry be two arbitrary rangesets.Let the
sizesof a maximumnon-overlappingrangesetof R; and R,
be n; andns respectiely. Let R = R; U Rs. Thenthe sizes
of a maximumnon-overlappingrangesetof R is not greater
thann; + no.

Proof: We prove this by contradiction.Assumethereis a
maximumnon-overlappingrangeset M of R, the size of M
is greaterthann; + ny. Let My beall the rangesof M which
arefrom R;. Then M — M, is from R,. Since M, is a hon-
overlappingrangeset,its sizeis lessthanor equalto n;. Since
M — M, is alsoa non-overlappingrangeset, its sizeis less
thanor equalto n,. Thusthe sizeof M is lessthanor equal
to ny1 + ny which is a contradiction.A



Input: ClassifierC.
Output: Groupsof independensetsG, Ga, . .
array to store the I-sets.

.,Gq. 1] isan

/ *Begi n Pseudocode*/
count =0;
while(Cis not enpty) {
[ count] =Fi nd a maxi num i ndependent sets
in C
count ++;
C=C-I[count];
}

/ *End Pseudocode*/

DivideI[] into groupsGy, G, ..., G4 accodingto dimension
along which they are independent.

Fig. 3. Algorithm for dividing a classifierC' into the setof independensets.

We next prove the M in Fig. 2 is a maximum non-
overlappingrangeset.

Theorem: Let R and M be definedasin Fig. 2. Then M
is @ maximumnon-overlappingrangeset.

Proof: We prove this by induction. If |R| = 2, then
obviously M is a maximumnon-overlappingrangeset.

Let |R| = n. By induction, we assumefor ary |R| < n,
the M obtainedusingalgorithmin Fig. 2 is a maximumnon-
overlappingrangeset.

Let r be the first rangewith the smallestright end point.
Let R, bethe setof rangeghatoverlapwith r. Let R, = R—
Ry —{r}. Let M, betherangesetobtainedusingalgorithmin
Fig. 2. Thenby assumptiorof theinduction, M5 is amaximum
non-overlappingrangesetof R,. Next we needto prove Ms+
{r} is a maximumnon-overlappingrangesetof R.

Sincer hasthe smallestright end point p,., the right end
point of a rangein R; is greaterthanor equalto p,.. On the
other hand, since ary rangein R; overlapswith r, the left
end point of the rangemustbe lessthanor equalto p,.. Thus
every rangein Ry with p,.. Therefore the size of a maximum
non-overlappingrangesetof R; + {r} is one.Accordingto
Lemma, the size of a maximum non-overlappingrange set
of R = Ry URy U {r} is lessthan or equalto |M,| + 1.
Since M = M, + {r} is a non-overlappingrange set and
|M| = | M|+ 1, M is amaximumnon-overlappingrangeset.
A

In Fig. 2, the compleity of sorting the right end point is
O(Nlog(N)) whereN is the numberof rules.However, only
onceneededor eachdimension.The subsequenindependent
setfinding doesnot needthe sortingarny more.The compleity
of the algorithmitself is O(V), sinceeachrangeneedsto be
comparedonce.

Fig. 3 is an algorithm for dividing the classifierC' into a
setof independensets.

C. BasicData Structue for a Group of Independentets

In this section,we develop a data structureto facilitate
the searchin a group of independensetsobtainedfrom the

last section. We were inspired by the fractional cascading
technique[18] in developingthis datastructure.

Let G = {I[0],I[1],...,I[s%]} be agroupof independent
setsalong dimension D obtainedin the last section,where
I[k] (k = 1,...,s%) is an independentset and s is the
numberof independensetsin G. Let I[k] = {Rf,... , RE },
where Rf (i = 1,...,ng) is a rule and n;, is the number
of rulesin I[k]. For eachI[k] (k = 1,...,s%), we extract
the begin point b¥ of eachrule R¥ (i = 1,...,n;) along
dimensionD which givesa setof points B, = {bf,..., bk }
for eachI[k]. All pointsin B are different, sincerulesin
I[k] are independentWe assumethat all points in B;, are
sortedin increasingorder Next, we meige the pointsin all
s¢ setsBy,...,B,c into a masterset By. Agparently the
number of points in By satisfies|By| < Zle |B;|, since
two differentsets B; and B; may containa samepoint. Let
N¢ = |By| and By = {19,...,b%}. Referto Fig. 4 for an
example.The numberin the rectangle(rule) is the priority of
the correspondingule. The smallerthe numberis, the higher
the priority is. For convenienceof explanation we assumehat
the priority is alsothe index of the correspondingule.

Next, for eachk (k = 1,...,s%), we add“virtual points’
to the set By. We first explain why we need the virtual
pointsby the examplein Fig. 4. Theinterval of [b3, b3] of B3
correspondso the interval of [b3, 9] of By. Thereare four
pointsbY, b2, 69 andb? in theinterval of [b$, b9]. Note thatary
rulesbetween} andb? andbetweenh? andb? aredependent
of rule 3; ary rulesbetween)] and?? areindependenbf rule
3. In orderto distinguishthesetwo situationswe addthe point
b3 to Bz asa virtual point. Next, we give the definition.

Let 5%, bethe largestelementin By. For eachb® € B, let
e¥ bethe endpoint correspondingdo b%. Letb¥ ; € By, bethe
successoof bf. If thesuccessodoesnot exist, let b¥, | = b9,
Assumeb?, b?,, € By suchthat) = b; andb?,, = by, ;. If
thereis anpoint b9, , € By with b) < b9,, <89, suchthat

+1
by, is thesmalltjastg)nethatei-C < b9,,, thenaddd?,, to By,
asa virtual point. For corvenience,if the smallestt? ¢ By,
then add b9 to B, as a virtual point. Each virtual point is
assigned-1 asits index. Referto Fig. 5 for the illustration.
Also, in Fig. 6, the pointswith —1 asindicesare all virtual
points.

Our algorithm consistsof two parts.Oneis an array that

-
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Fig. 4. Merge setsof begin pointsinto a masterset.
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Fig. 5. Add avirtual point to By,.

storesthe classifiercalledtheclassifierarray; eachentryof the
classifierarray storesa rule which includesthe fields, priority
and port number The other part is a one-dimensionatange
searchstructurebasedon By. Algorithmsfor one-dimensional
rangesearchareplentyin the literature.They have advantages
anddisadwantagesSomehave smallnumberof accessnemory
times, while othersare easyto update.The multiway search
[19], [20] and van Emde Boas trees [21] are among the
best algorithms. The multiway searchalgorithm is easyto
implement, but it exploits large cacheline.Van Emde Boas
treesdo not needa large cachelinebut are complicatedto
implement.We have developeda new one-dimensionatange
searchalgorithm[22]. By usinga datacompressioriechnique,
this algorithm consumesvery small amountof memory and
thereforeintendsto be implementedn a on-chip memoryto
achieve very high speed.In this paper we usethis algorithm
asthe one-dimensionatangesearchalgorithmto performthe
experimentalstudy

We use By to createa one-dimensionatange searchtree
where eachelementin B, correspondgo a leaf. Each leaf
pointsto an entry of an array which storesthe indicesof the
rulesasfollows.For b9 € By (i = 1,..., N%), wefindin each
Bj (j =1,...,5) the largestb; . suchthatb; < b;. Each
sucha b{;j correspondso anindex of arule (or —1 for avirtual
point). Essentially the numberstoredin the array indicesin
the datastructureis the numberof the rule overlappingt? in
B;. Thereare s¢ indices. The indicesare storedin an array
pointedby the leaves.

Fig. 6 and Fig. 7 illustrate an example with such a data
structure.In Fig. 6, —1 is the index (andpriority) of a virtual
point. —1 hasthe lowest priority. Fig. 7 shows the indices
array pointedby the leaves.

D. Seach

In Section C, we demonstratechow to create the data
structurefor one group of I-set. There are at most d such
datastructuresneededto be created.The searchand update
can be performedin parallel or in serialin the d groupsof
I-sets.

For the searchof a paclet in a group, the value in the
relevantfield of the pacletis usedasthe key for the searchin
the multiway rangesearchtree. Find the leaf with the value
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Fig. 6. A datastructureexample.
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Fig. 7. Index array pointedby leaves.

that is the largestone amongall which are smaller than or
equalto the key. Fetchthe indices pointed by the leaf. Use
the indices(ignore the index —1) one by oneto get the rule
fields by indexing into the classifierarray Comparethemwith

therelevantfields of the paclet. If thereis a match,choosethe
matchingrule with the highestpriority in this group.Continue
this procesauntil all groupshave beensearchedCompareall

the matchingrulesfound from the groupsand choosethe one
with the highestpriority. This rule definesthe flow to which
the paclet belongs.

E. Update

For the dynamic paclet classification,we needupdatethe
algorithm to accomodatethe changesin the paclet classi-
fication table. There are two kinds of updates.One is to
createthe table data structurefrom scratchwhenever there
is a change Sometimesthis is called preprocessingAnother
oneis to modify the table datastructurewheneer thereis a
changeThisis calledincrementaupdate Usuallyincremental
update is faster than recreatingtable data structure from
scratchHowever, incrementalupdatemay make the tabledata
structurenon optimal. We discussboth of them asfollows.

1) Incrementalupdate: For an update,we distinguishbe-
tweenaddinga rule and deletinga rule. Thereare two steps
for addinga rule. Thefirst stepis to find a group containinga
setthatthe new rule is independentf. The secondstepis to
malke modificationof the relevant datastructureof the group
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found. We first illustrate thesestepshby the following example
andthen describethemin detail.

If we add a new rule with priority 13 to the rule setsin
Fig. 6 (refer to Fig. 8). We first find the group B; which
containsthe setof rulesthat areindependentf the new rule.
As aresultof addingthe new rule, we needto modify the data
structure.Specifically we needto modify the entriespointed
by b9 andb3. This is because: was the largestpoint in B
that was smallerthan or equalto 59 andb$. Now, it becomes
b. Therefore the entry (4,2, —1) pointedby 49 is modifiedto
(4,2,13) andtheentry (1,8, —1) pointedby b3 is modifiedto
(1,8,13).

In orderto find a groupcontaininga setthatthe new rule is
independendf, we needto searctthe groupsoneby one.How
to choosea groupfirst canbe decidedby the real application.
In searchinga group, we extractthe end point of the relevant
field of therule asthe key. In the group,find the largestpoint
that is smallerthan or equalto the key in the corresponding
multiway rangesearchtree. Assumethe leaf we found is 2.
Let Ej be the entry of indices pointed by the leaf ). For
example,we add new rule 14 asin Fig. 8. We find b{ = b
and the entry pointed by 49 is (6,1, —1). The index 6 in
the entry correspondgo rule 6. We comparethe new rule 14
with rule 6. If they are not independentye concludethatthe
new rule 14 is not independendf the independenset B, . If
they areindependentywe concludethatthe new rule 14 is also
independentf the otherrulesin the independenset B; and
therefords independenof theindependenset B;. Thesecond
index in theentryis —1 which correspondso a virtual point.
Sincevirtual point doesnot correspondo arealrule, we need
to find a real rule in —1's shoe.For this —1, we find rule 9
whichis theprodecessagpoint of this —1. We comparethe new
rule 14 with rule 9. If they arenot independentye conclude
thatthe new rule 14 is not independenbf theindependenset
Bs. If they are independentwe concludethat the new rule
14 is also independenbf the other rulesin the independent
set By, and thereforeis independentbf the independentset
B,. For the second-1, we find rule 11. The samearguement
follows. According to the abore example, we concludethat
if the entry of indices Fj, contains—1, we needto replace
it with the index of predecessorule. The following explains
how to replace—1 in E), with the index of arule.

Subcase one

11
Subcase twqu  —
1 L b3 ! ‘b
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Fig. 9. Thecasel.l andcasel.2 for addingnew rules.

If thereis ary —1 in Ey, fetch E),_1, which is pointedby
theleafb}_,, the predecessoof b). Replaceary —1 index in
E;. with the index in E;_1 which is in the samecolumn as
the —1 index liesin. This resultsin a new entry. For example,
in Fig. 8, the entry pointed by 2 is (6, —1,—1). There are
two —1 indicesin it. The entry pointedby v is (7,9, 11). We
replacethe two —1s with 9 and 11 respectiely resultingin a
new entry (6,9, 11). If the new entry still contains—1s, then
we fetch the entry E;._» pointed by b9 ,. Replacethe —1
indiceswith the samecolumnindicesin Ej_s. We continue
this procedureuntil thereis no —1 index in theresultingentry
or we exhaustall the predecessoteaves in which casethe
—1s are kept as the indices. Then we check the indicesin
the resulting entry one by one and fetch the rule fields by
indexing into the classifierarray Thuswe cancheckwhether
therule is independenof the new rule or not. As soonaswe
find a rule that is independenbf the new rule, we conclude
that the independentet that containsthe rule is independent
of the new rule. Note that, if an index is —1, it indicates
that the correspondingndependensetis independenof the
new rule. It is possiblethat we cannotfind an independent
setin ary groupthatis independentf the new rule. Sothere
are two casedfor the result. Caseone: We find a rule that is
independenof thenew rule (hencetheindependensetthe new
rule is independenbf). In this case,assumehe index of the
foundruleis i ;. Casetwo: Thereis norulein ary independent
setthatis independendf the new rule. We separatelydescribe
the modification of the multiway range searchtree and the
index array for thesetwo cases.

In caseone, we have two subcasesin subcaseone, the
begin point of the relevant field of the new rule is not in the
masterset.In subcasewo, the begin point of therelevantfield
of the new rule is alreadyin the masterset(referto Fig. 9 for
thesetwo cases)In subcaseone, we needto add a new leaf
correspondingo this point to the multiway rangesearchtree
(we omit the procedurehere)and we also needto insertthe
correspondingentry of indicesin the indicesarray formed as
follows.

Assumethe index of the new rule is i,,. Geta copy of the
indices pointed by 5. In the copy the index i; is changed
to i,. This forms the entry of indicesof the new leaf. It is
insertedin the array after the entry pointedby 4¢. (In Fig. 9,



b = b3 andiy = —1.) We still needto modify the index i s
in other entries. Starting from the entry of indicesof )_ ,,
we checkat the sameposition aswhereiy is in the entry of
indicesif the entry containsiy. If it contains,changei; into
1, and checkthe next leaf; otherwise finish the modification.

Thereis a tradeof here.We could usea link ratherthanan
arrayto storethe indices. This avoid moving all entriesafter
b9 when inserting the new entry. However, a link structure
needsmore memorythanan array Moreover, we still needto
modify someentriesafter b which, in worst-caseis assame
expensve as moving all entriesafter b).

In subcaséwo, we do not needto inserta new leaf. We only
needto modify the indicesstartingfrom 9. The modification
procedureis the sameasin subcaseone.

In casetwo, we needto adda new I-setwhich only contains
thenew rule to achosergroup.(Thegroupis choserrandomly
or with somecriteria. If deletinga rule is consideredye may
keeptrack of groupsif they are empty Empty groupis the
right placeto putthe new rule.) Thusthelengthof theindices
in the chosengroupwill becomeoneindex lengthlonger Due
to this reasonwe canappointa groupasthe “chosengroup”.
In this group,the entriesof indicesaredeliberatelymadelarge
as a backupfor new I-sets(the size of the backupneedsto
be decidedby realworld applications).The backupindicesin
the entriesareall setto —1. Theremaindemodificationis the
sameasin caseone.

For deleting a rule, we first find the group that contains
the rule andthen checkif the deletionof the rule resultsthe
deletionof thecorrespondindeafin the multiway rangesearch
tree. In orderto do that, we just needto comparethe begin
point of the rule with the begin pointsof the rulesin the same
entry If thereis a match,we do not needto remove a leaf;
otherwise,the correspondindeaf is removed. The restof the
work is a modificationof entriesof indiceswhichis thereverse
procedurefor addinga rule. We will not detail it here.

2) Receatethe data structue: After mary timesof incre-
mental update,the data structuremay becomenon optimal.

For example,in Fig. 10, B; and B, aremaximumindependent

sets.After the deletionof four rules (in Fig. 11), B; and Bs

are not maximum independentsets ary more in this case.
We would have combined B; and B, to form a maximum
independentet. This situation will make the data structure
work inefficiently. In order to avoid this situation, we may
recreatethe datastructure.How often we needto recreatethe
datastructurecan be decidedby real application.

F. Compleities of the Algorithm

Globally, we needan array to storethe classifier The size
of the array is linear to the numberof rulesin the classifier
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Fig. 10. Original maximumindependensets.
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Fig. 11. After the deletionof four rules.

togetheythe memorystoragerequiremenfor the algorithmis
upperboundedby O(sN), where N is the numberof rules
and s is the numberof total independensets.We will see
later that this boundis very loose.

The memory accesstimes consistof the times neededto
searchin the multiway range searchtreesand to fetch the
indicesplus s accesseso therules.

The updateincludesthe searchpart and modification part.
The compleity of the searchpartis similar to the searchof a
matchingrule for a packet. The modificationpartneedsO(N)
in the worst-casewhere NV is the numberof rules. However,
in reality, the worst-casds very rare. On average the update
is very fast.

The performanceof our algorithmrelies on s, the number
of independentetsthat the classifieris partitionedinto. The
smaller the numberis, the less memory accesstimes and

In addition, a multiway rangesearchtreewill be constructed memory storageis required. Fortunately s is not expected

correspondingo eachof at mostd groupsof independensets.
AssumethatthegroupG; consistf s independensetsand
containsN¢: rules.Thenthe memorystoragerequiremenfor
the multiway rangesearchtree correspondingo group G; is

high. Our experimentalstudiesand studiesin the literature
supportthis conclusion.Reference[12] obsered that every
paclet matchesat most4 rules. Similar small numbershave
beenseenin [23]. The prefix containmentis quite rare in

linear to the numberof N:. The numberof indicesstored the backbonetable and is limited to at most 6 [12], [13].

in the leavesis at most N x s@i, sincethere are at most

Thesecharacteristicof classifiersguaranteghat s is small.

NC: leavesandeachleaf storess“: indices.To addall these The quantitatve studyis providedin SectionlV.



G. Variations

So far, a basic version of the new algorithm has been
described.In fact, mary variationsof this algorithm, which
tailor to particularapplicationor hardware architecturecould
be developed.

One variation is that we can increasethe averagesearch
speedby sortingtheindicesin eachentry of indices.Thus,the
high priority rules are searchedeforethe low priority rules;
whene&erwe have a match,we will stopthe searchprocedure.
However, this changewill affect the update.This will make it
difficult to find the predecessaor successoof arule in the I-
set.This canbe solved by usingextra memory(notlargerthan
theindex arrays)to keeptrack of the predecessoor successor
of arule.

Anothervariationis that,in theindex arrays,we replacethe
index with the correspondingule itself. This removestheneed
of index accessand increaseghe searchand updatespeed.
However, this will increasethe memorystorage.

In the preliminary study we usethe linear searchfor each
index in the index arrays.In fact, we canuseothertechniques
suchasa multiway searchpinary searchor hashsearchalong
other dimension(s}o speedup the search.

We will detail the variationsin our future work.

H. A Property of the Setof Independentets

Our algorithmis scalableto the high dimensionclassifica-
tion problem.The following propertygivesthe exact meaning
of this scalability

We first give the following definition.

Definition: Let C = {Ry,...,Ry} be a d-dimensional
classifierwhereR; = [F{,...,Fi] (i=1,2,...,N)isarule
consistingof d fields FJ’ (j =1,2,...,d). We addone more
field to eachrule in C suchthat RY = [FY,..., F}, F} ] and
C¢ ={RS,...,R%}. Thenew (d + 1)-dimensionalclassifier
C* is calledthe (d + 1)-dimensionalextensionof C. Therule
R¢ is calledthe (d + 1)-dimensionalextensionof R;.

We have the following propertyfor a group of 7-sets.

Property: Assume that C' is a d dimensional clas-
sifier. Let {I[0],I[1],...,I[s]} be a group of I-sets
of C. Let C° be the (d + 1)-dimensional extension
of C. Let {I°[0],I°[1],...,I°[s]} be the corresponding
(d + 1)-dimensionalextensionof {I[0], I[1],...,I[s]}. Then
{I¢[0], I¢[1],...,I¢[s]} is a groupof I-setsof C©.

This propertyshows that insteadof analyzingthe setof I-
setswith multifields, we cananalyzethe correspondinget of
I-setswith two fields. The performancef searchingamultiple
dimensionalclassifieris not worsethanthat of searchingthe
correspondingwo dimensionalclassifier

Specifically we canusethis propertyin the following way.
In a multidimensionalclassifier somefields may have small
numberof distinctentriesandthereforedo not contributemuch
to the I-sets.In thatcasewe canavoid separating -setsalong
these dimensions. Thus, the high dimension classification
problemis cornvertedto low dimensionclassificationproblem.
This shavs why our algorithmcould sidestephe lower bound
that a d dimensionalclassificationmust at least perform d
times one dimensionalrange searches.This property also

shaws that our algorithm scalesvery well with respectto the
dimension.

In the following section,we only do experimentsfor two
dimensionalclassificationfor anillustrative purpose.

V. EXPERIMENTAL STUDY

For a classifier we first definetherepeatingactorof afield.
For a specifiedfield, let n; bethetotal numberof entriesof the
field in a classifier Let ny be the numberof distinct entries
of the field. The Repeatingfactor of the field is definedas
n1/n2. In the IP destinationaddresdield, the repeatingfactor
measureghe averagetimes that an IP addresds usedin the
rules. The performanceof our algorithm is directly related
to the repeatingfactor of eachfield. The data usedin [7]
shaw that repeatingfactorsare around50 for large classifiers
(with about 1M entries). The data usedin [13] showv that
repeatingfactorsarearound5 for small classifiergwith about
200 entries).

There is no data of classifiersavailable publicly due in
part to the reasonthat ISPsand enterprisesfor privacy and
security reasons,protect accessto their rule databasesin
the literature, either proprietarydataor artificial datais used
for experimentalstudy Thereis no benchmarkfor evaluating
paclet classificationalgorithm in the industrial either For a
preliminarystudyasin the paper we constructclassifierswith
characteristicsve have seenfrom field data.To do this, we
download IP routing tablesfrom [24] as basesand conduct
several groupsof experimentsfor two dimensionalkclassifiers.
The resultsare presentedas follows.

A. Classifies without Wildcards

We first studyclassifierswvithoutwildcards.In thefirst group
of experiment,we study the effect of the repeatingfactor on
the performanceof our algorithm. In the secondgroup we
show that the size of the classifieris not sensitve to the
performanceof our algorithm when the repeatingfactor is
fixed.

We usethe routing table at Mae-westtaken on March 15,
2002from [24] asa basefor constructinga classifierC'. Each
rule in the classifiercontainstwo fields: The IP destination
addressandthe sourceaddress.

In thefirst groupof experimentwe generatdour classifiers
of the samesize of 30000with differentrepeatingfactors.In
order to generatea classifier the expectedrepeatingfactor,
say f, is given first. Then, from the Mae-westrouting table,
30000/ f addressesare sampled.Next, from the 30000/ f
addresses30000 addressesare randomly selectedas the
IP destinationaddressesFor each destinationaddress,the
correspondingsourceaddressis randomly selectedfrom the
30000/ f addresseso form a rule. If the rule just formedis
a duplicaterule of a previous generatedone, we reselecta
sourceaddressuntil the rule formedis unique.

Table Il shaws the resulting classifiers.The first column
is the expectedrepeatingfactor (f). The secondcolumn is
the numberof distinct destinationaddressegdes), the third
columnis the repeatingfactor (rf) of destinationaddresdield
andso on. The last columnis the numberof independensets



of the classifiers We can seethat the numberof independent
setsincreasesas the repeatingfactor increasesThis can be
explainedintuitively asfollows. When an addresds repeated
in the same field of two rules, these two rules are not
independentlong the dimensioncorrespondingo the field.
If anaddresss repeatedn the samefield of r rules,thenthe
numberof Independensetalongthe correspondinglimension
is obviously at leastr. Hence,the larger r is, the larger the
numberof Independenset tendsto be. Since the repeating
factormeasuretheaverageimesthatan|P addresss repeated
in the rules, it hasthe samepropertythatthe largerit is, the
larger the numberof Independensettendsto be.

In thesecondyroupof experiment six classifiersof different
sizes with the same expected repeating factor of 30 are
constructed.The base prefixes are from the AADS routing
table taken on March 15, 2002 from [24]. The resultsare
shavn in Tablelll. It shavs that the numberof independent
setsof the classifiersis not sensitve to the size of classifiers
provided that the repeatingfactor is unchangedThis showvs
that our algorithm is not sensitve to the size of classifiers
with a similar repeatingfactor By observingdatausedin the
literature, we found that it is rare that the repeatingfactor
exceeds100 even for large size classifiers.Togetherwith our
experimentalstudy we believe that our algorithm scaleswell
to the size of classifiers.We also ervision that our algorithm
scaleswell to IPv6, sincepointsspacein IPv6 is muchlarger
thanthatin IPv4 andthereforethe repeatingfactorsshouldbe
much lower.

B. Classifies with Wildcards

We constructthreeclassifierswith different percentagesf
wildcards in them. The base prefixes are from the AADS
routing tabletaken on March 15, 2002 from [24]. The size of
baseprefixesis 30000. Givena percentage, p/2 percentules
have wildcardsastheir destinatiorfieldsandp/2 percentules
have wildcards as their sourcefields. Altogether p percent
ruleshave wildcards.Thenumberof rulesis 30000 for all three
classifiersTablelV shavsthatthe numberof independensets

TABLE I
EXPERIMENTSWITH DIFFERENT REPEATING FACTORS.

I des rf src rf I-set

2 | 15422 | 1.95 | 14321 2.09 9

10 | 2807 | 10.69 | 2960 | 10.14| 23

20 | 1422 | 21.10| 1610 | 18.63| 33

60 | 489 | 61.35| 498 | 60.24| 74
TABLE 1lI

EXPERIMENTSWITH DIFFERENT TABLE SIZES.

rules des rf src rf I-set
2000 65 30.77 62 3226 | 34
10000 323 30.96 | 360 27.78 | 40
20000 677 29.54 | 710 28.17 | 43
100000 | 3499 | 28.58 | 3287 | 30.42| 45
200000 | 7155 | 27.95| 6567 | 30.46 | 48
1000000 | 32778 | 30.51 | 33698 | 29.68 | 61

TABLE IV
EXPERIMENTSWITH DIFFERENT PERCENT OF WILDCARDS.

% wildcards | desrf | srcrf | I-set
10 1.46 1.46 6
30 1.59 1.58 7
50 1.72 1.72 6

of the classifiersis not sensitve to percentagef wildcardsin
the classifiers.We note that the repeatingfactoris small and
hencethe numberof independensetsis small. In fact, in a
two-dimensionalclassifier it is not possibleto generatehigh
percentwildcardsin onefield with a high repeatingfactorin
the otherfield. We can prove the following property

Property: Assumethat C' is a two-dimensionalclassifier
without duplicated rules. If there are p% rules that have
wildcardsin onefield, then the repeatingfactor in the other
field is lessthan100/p.

Proof: If two rules are wildcardedin one field, then the
entriesof theserulesin the otherfield aredistinct. Sincethere
are p% rulesthat have wildcardsin one field, the entriesof
thesep% rulesin the other field are distinct. Therefore,the
numberof distinct entriesin the otherfield is greaterthanp%
of the total rules.Hencethe repeatingfactorin the otherfield
is lessthan100/p. A

For example, if 50% wildcards were generatedin the
destinationfield, then the repeatingfactorin the sourcefield
cannot be higherthantwo.

C. One Scenarioof Implementation

We choosethe third classifierin Tablell for the discussion
of implementation.There are 33 I-sets for this classifier
amongwhich 7 are [;-setsand 26 I-sets.Correspondingo
thesetwo groupsof I-sets,two one-dimensionatangesearch
trees[22] are created.The rangesearchtree correspondingo
field onehasat most2844 leaves,sincethe numberof distinct
destinationprefixesis 1422 (eachprefix hastwo end points,
different prefixesmay shareend point). Eachleaf pointsto 7
rule indices. Sincethe numberof rulesis 30000, eachindex
uses16 bits (in fact 15 bits are enough).So the memoryfor
the index arraysis lessthan 19908 bytes. Using the same
argumentwe find the memoryfor theindex arraysin the other
rangesearchreeis lessthan83720 bytes.For thearraystoring
the rules,we assumehat eachrule uses128 bits. Among the
128 bits, 32 bits arefor begin point of the destinationaddress
field and5 bits for the lengthof the destinatiorprefix. Another
37 bits are for the sourceaddresdfield. 15 bits are usedfor
specifying priority, 32 bits for the port numberand 7 bits
are empty So 30000 rules need 480000 bytes of memory
Togethey 583628 bytesmemoryare neededexcluding for the
rangesearchtrees.The rangesearchtreesneedabout 15 K
bytes.Experimentabktudyshows thattotally about600 K bytes
are needed Comparingthe original rule table, our algorithm
increaseshe memoryrequiremenin lessthana factorof one.
This comesout with no surprise.On one hand,the memory
requirementis large if the numberof I-setsis large; on the
other hand, if the numberof I-setsis large, the repeating



TABLE V
EXPERIMENTAL COMPARISON WITH OTHER SCHEMES.

10

could perform well with respectto one or two of these
measurementOur algorithm performswell in all aspectof

| Algorithm | #of rules | # of fields | rule length (bits) | memorysize (KBytes) [ memoryefficieng |
This Paper 30,000 5 128 600 1.3
Tuple SpaceSearch[13] 278 2 64 NA NA
Grid-of-tries[15] 20,000 2 64 2,000 12
FIS-tree[7] 1,000,000 2 64 100,000 12
BV [17] 512 5 128 640 80
RFC [10] 15,000 4 112 4,000 20
HiCuts [14] 1,700 ) 112 1,000 40

Cross-producting15] 50 2 64 1,525 4,000

factorsshouldbelarge hencethe numberof distinctvaluesin a
field is small,thusthe numberof leavesin the multiway range
searchtree is small. Therefore,small memoryrequirements
neededo storethe indicesarray

The numberof memoryaccessesor the rangesearchtree
is 4 each.The numberof memory accessedor the indices
dependson the memory width. We assumethat 128 bits
memorywidth is used.Then,5 memoryaccessesire needed
for fetching the 7 + 26 indices and 33 memory accesses
are neededfor fetching the rules including port number
Totally 46 memory accessesre needed.This is the worst
caseplain implementationIn real application,we may easily
exploit parallel and/or pipelined implementation.The range
searchtree only needsone memory accessusing pipelined
implementation.Since the numberof the indices associated
with eachleave is rathersmall, it is possibleto rely upona
small, special-purposdardware unit (e.g.,a TCAM unit) to
performthe comparisonin parallel. Sincethe structureof the
range searchtree and the indices array are separatedtheir
operationscan also be pipelined. Thus one memoryaccesss
neededor one search.

In TableV, we give the experimentalresultsfor different
schemes As mentionedbefore, there is no benchmarkfor
evaluatingpaclet classificationalgorithmin a unified manner
The figures in the table only gives rough idea about the
performanceof eachschemeThe memoryefficiency column
is obtainedby dividing thememorysizeby thenumberof rules
andtherule length.It shavsthatour algorithmusessignificant
small amountof memorycomparingto otheralgorithm. This
tableis consistentwith Tablel.

Using dynamicrangesearchalgorithm[25], we canextend
the paclet classificationalgorithm to supportfast update.In
generalthereis atrade-of betweenthe updatespeedandthe
memory requirement.Since the detail is relatedto the one
dimensionalrangesearchit is out of the scopeof this paper

VI. CONCLUSIONS

We developeda novel paclet classificationalgorithmbased
on independentets.We proposeda basicdatastructureand
an updatealgorithmfor the datastructure We alsoconducted
an experimentalstudy on our algorithm.

As mentionedearlier paclet classificationalgorithms are
measuredby timesof memoryaccessmemorystorageequire-
ments, updatespeedand scalability etc. Existing algorithms

the criteria. It seemghat our algorithmis the first to achieve
sucha successSmall memoryrequirementsfast searchand
update speedand scalability to large classifier to multidi-

mensional classifier The algorithm is feasible for parallel
implementationWith thesemerits, our algorithm could be a
candidateamongthe possiblebestsfor the future high speed
paclet classificationtask.
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