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Abstract—We propose an indexed TCAM architecture, PC- the same access rate, a TCAM may consume 30 times more
TRIO, for packet classifiers. PC-TRIO uses wide SRAMs and power than an SRAM used for a software based classification

index TCAMs. On our classifier datasets, PC-TRIO on an g
average reduced TCAM power by 96% and lookup time by [18]. The more the number of entries in the TCAM, the

98%, compared to PC-DUOS+ [24] that does not use indexing higher the power needed t_o. perfqrm a sgarch. This pr_qblem is
or wide SRAMs. We extend PC-DUOS+ by augmenting it with Worsened for packet classifiers since typically a classititer
wide SRAMs and index TCAMs using the same methodology as includes port range fields that need multiple TCAM entries
used in PC-TRIO, to obtain PC-DUOS+W. On ACL datasets, per rule for representation in the TCAM. This is called range
E;zé%&oigxva;iggi%dp-rc(EéMopgzver by 86% and lookup time ey pansion. Given that the source and destination port nisnbe
’ ' are represented in 16 bits, the number of TCAM entries needed
|. INTRODUCTION to represent a port range in the worst case is 30 correspgndin

e : __to the rangdl, 216 — 2]. Thus, a filter having both source and
Packet classification is a key step in routers for vario

functi h " ting fi ls. load b estination port ranges set fb, 2! — 2] undergoes a worst
unctions such as routing, creating firewalls, load balagci case expansion df0 x 30 = 900 TCAM entries.

and differentiated services. Internet packets are classifito n this paper we evaluate a triple TCAM architecture, PC-

different flows based on packet header fields and using atalﬂs!lo for packet classifiers. In PC-TRIO, the TCAMs are

of _rules n Wh'Ch each rule is of the_form«”_, A), whereF” is augmented with indexing and wide SRAMs. The technique
a filter andA is an action. When an incoming packet matche&

iat tout link. or it be d ddAli onal fih on the second stage of the lookup. In this architecture,
appropriate output ink, or it may be droppe imensiona port ranges are stored in wide SRAM words, rather than in

filter £ is a d- tuple (F[1], F[2], .-, F[d]), where F[i] is thﬁ TCAM for most of the rules, and hence do not need
It

a range sp_ecified for an atribute in the packet header, Y iple TCAM entries to represent them. The content of the
as destination address, source address, port numbercgirot ide SRAM word may be processed by a specialized and

type, TCP flag, etc. A packet matches filter if its attribute f . L
: R : t hard . Finally, t eff t talad
values fall in the ranges df[1],-- - , F'[d]. Since it is possible ast harcware. Finatly, We present efiicient incremen'asie

. . _algorithms. To the best of our knowledge, this is the firstkvor
for a packet to match more than one of the filters in a classif rg g

L : . lat attempts to use an indexed TCAM architecture for packet
thereby resulting in a tie, each rule has an associated COSth%ssifiers

priority. When a packet matches two or more filters, the actiono : ized foll Section |l
of the matching rule with the lowest cost (highest prioriisy) ur paper Is -organized as: ToTows. ection . presents
ackground and related work in this area. Section Ill de-

applied on the packet. It is assumed that filters that mateh t cribes the PC-TRIO architecture and associated algasithm

same packet have d'ﬁefe”‘ priorities. T and Section IV presents experimental results. We conclude i
TCAMs are used widely for packet classification. Th%ection v

popularity of TCAMs is mainly due to their high-speed table
lookup mechanism in which all the TCAM entries are searched Il. BACKGROUND AND RELATED WORK

in parallel. Each bit of ,‘:’)‘, TCAM may be set to one of the v, gescribe the research on TCAM based packet classifiers
thre_e stgtes 0 1, and 7 (don_t care). A TCAM is u_sed 'th Section I1-A, and describe existing indexed TCAM arcbite
conjunction with an SRAM. Given a ruléf’, A), the filter o for packet forwarding tables in Section II-B. We disu

I” of a packet classifier rule is stored in a TCAM word ange main problems in having an indexed TCAM architecture
action A is stored in an associated SRAM word. All TCAM¢ 4 ket classifiers in Section 1I-C and then in SectioB II-

entries are searched in parallel and the first match is use w how to overcome these problems.
access the corresponding SRAM word to retrieve the action.
So, when the packet classifier rules are stored in a TCAM & Packet Classifiers
decreasing order of priority (increasing order of cost),cae

determine the action corresponding to the matching rulb®f t
highest priority, in one TCAM cycle. The main limitation of
TCAMs is that these memories are power hungry. In fact

The work on packet classifiers in TCAMs, targets three
main problems: port range expansion, power consumption and
updates. The first two problems are inter-related as reducin
6 rt range expansion also reduces the power consumption in

This material is based upon work funded by AFRL, under AFRL € a TCAM. Various approaches have been proposed in the liter-
No. FA8750-10-1-0236. ature to alleviate the range expansion problem. The schemes



in [1], [7], [6], [9], [13], [16] encode the ranges and storeC. Problems in storing a classifier in an indexed TCAM
modified rules in the TCAM. As a packet arrives, an encoded There are two problems in mapping a packet classifier to

search key is created from the packet header fields using indexed TCAM architecture with wide SRAMs. Recall
the encoding algorithm and the TCAM is searched using they; during a TCAM lookup, the contents in the SRAM
encoded search key. Spitznagel et al. [11] proposed enhanggrd corresponding to the first matching rule is returned. A
ments to the TCAM hardware to'mc!ude range comparsofpnstraint on the size of a wide SRAM word (and also that on
With such an enhanced TCAM circuit, each rule occupiesfe sijze of a TCAM bucket), makes it impossible to guarantee
single entry in the TCAM. that the first matching word will contain the highest prigprit
Compressing packet classifiers by removing redundancigge matching the packet. For example, consider the classifi
is an effective strategy to reduce TCAM power consumptioith 4 rules in Figure 1, where each rule has two fields -
The approaches in [4], [15], [10], [12], [14] present algjoms g destination, and a source. The classifier is mapped to the
that transform an input classifier to an equivalent smallgidexed TCAM in Figure 2. The data TCAM has two buckets

classifigr. These_algorithms quite naturally contain parige = Action| Priority
expansions. While these approaches bring about significant Destinatioh Source
reductions in classifier size, they are generally not sletédr o oA
incremental updates, since a rule to be deleted, for instanc 00 | o1r | A3 3

* * A4 4

may not be present in the transformed classifier.

Song and Turner [8] describe an algorithm for fast incré:d 1+ AN example classifier

mental filter updates. An explicit priority value (which we g 880 (1)(1)90 ’,:é
call block number in this paper) is calculated for each rule oo il . Ad
based on the rule’s implicit priority, which is derived from ’ e 0101 r2
the position of the rule in the classifier, and the implicit Index TCAM

priority values of the overlapping rules. The block number s Data TCAM Data SRAM

computed is stored along with the rule in the TCAM usingig. 2. Classifier rules stored in a indexed TCAM

unused TCAM bits. A new rule may be placed anywhergnd the index TCAM uses bits from the destination prefix
in the TCAM. This relieves the TCAM of moving existingof each rule, to index into the buckets of the data TCAM.
rules to maintain priority ordering. Instead, during lopku |n this setup, assuming that addresses are 4 bits, suppose a
multiple lookups per packet are performed to identify thetbepacket arrives with destination and source addresses @ 000
matching rule. Mishra, Sahni and Seetharaman in PC-DUQ@ad 0101 respectively. The best matching rule from Figue 2 i
[21] and PC-DUOS+ [24] use dual TCAMs for representatiofhe second rule on the first bucket of the data TCAM and A3
and incremental update of classifiers. is returned as the action to be applied on the packet. However
from the table in Figure 1, A2 is the desired action. Thus if
there are multiple matching rules on a TCAM, then all the
B. Forwarding tables with indexed TCAMs corresponding SRAM words must be processed to return the

action of the matching rule with the highest priority, andgsth

The concept of using an index TCAM for a forwgrdlnqm" take more than one TCAM clock cycle to finish a search.
table was proposed by Zane et al. [2] and further refined br¥]is is the first problem

Lu and Sahni in [3]. A forwarding table can be viewed as a The second problem is about thevering rules of a wide

one dimensional packet classifier, containing only detina SRAM word or a data TCAM bucket. Aovering pre fiz
prefixgs. Zane_et al. 2] propose_d a 2-.Ievel TCAM archiFgl:tuTZ] [3], in the context of packet forwarding tablesg is aaldt
n which the first level TCAM is an index to the .plart|t|.ons réﬁx %or a TCAM bucket. The presence of cove’ring prefixes
in the second level TCAM.‘ we refg rto a partition in In a TCAM bucket makes every search in the TCAM bucket
TCAM as abucket. The partitions and indexes are constructerde turn at least one match. In a packet classifier, coverites ru

by carving the binary trie representing the prefixes in th%imilarly guarantee that a search on a TCAM bucket matches
forwarding table.

L d Sahni in 131 furth h ditional 1at least one rule. The fourth rule in Figure 1 is a covering rul
u and Sahni in [3], further augment the traditional and hence entered in both the TCAM buckets in Figure 2. A
level TCAM lookup structure as well as the 2-level TCA

7z L 121 with wide SRAM d h acket classifier may have several covering rules for a TCAM
strupture of Zane et a..[ ] W't wide MS an store thi, cket. Further, different TCAM buckets may need the same
suffixes of several prefixes in a single wide SRAM wor

) o ) overing rules which makes it necessary to store a singée rul
This enables a reduction in both power consumption and tof‘ﬁhltiple times in the TCAM, once in every TCAM bucket for

TlgAM dmtla)n&(gy ;%quirbem_eng L\/Iisrf:ra an(;:l S"_"h“iz in F’E-I-(:A'\avhich it is a covering rule. Having a rule replicated as such i
[19] an [20] obtained further reduction in power an‘{jhe TCAM, is unacceptable specially considering the faat th

TCAM space for packet forwarding, using the indexing an&e replicated rules themselves may undergo range expansio
wide SRAM schemes. In particular, DUO [20] is a dual TCAM P y g g i

architecture used for packet forwarding that uses efficieRt Overcoming these problems

memory management algorithms for the two TCAMs. These The dual TCAM architecture presented for PC-DUOS [21]
algorithms help DUO in executing consistent incrementahd PC-DUOS+ [24], as well as the PC-TRIO architecture
updates [22], [23]. presented in this paper, makes it possible to get around both
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Fig. 3. PC-TRIO Architecture

the problems mentioned about using wide SRAMs and inddxSRAM2. Since the rules stored in the two LTCAMs and
TCAMs with a TCAM for packet classifiers. The LTCAM the two ILTCAMs are independent, at most one rule (in each
(Leaf TCAM) of PC-DUQOS stores independent rules. TwaTCAM and ILTCAM) will match during a search. So these
rules are independent iff no packet matches both the ruld&AMs do not need a priority encoder. A priority encoder
Storing a set of independent rules in a TCAM, ensures thataasists in resolving multiple TCAM matches and is used with
most one TCAM entry matches during a search and we simghe ITCAM to access the ISRAM word corresponding to the
process the corresponding SRAM word. The ITCAM (Interiohnighest priority matching rule in the ITCAM.
TCAM) of PC-DUOS stores all the remaining rules which A lookup in PC-TRIO is pipelined with 6 stages marked A-
includes the covering rules. During a lookup both TCAME in Figure 3. In the first stage A, the ILTCAMs are searched.
are searched in parallel, and in case there is no match on e ILSRAMSs are accessed, using the address of the matching
LTCAM, the ITCAM returns the action for the matching rulelLTCAM1 and ILTCAM2 entries in stage B. The matching
with the highest priority. Note that the LTCAM of PC-DUOSwide ILSRAM words are processed in stage C to obtain the
is a suitable candidate for augmenting with wide SRAM wordsorresponding bucket index for LTCAM1 and LTCAM2. In
and an index TCAM, since at most one TCAM entry matchestage D, the bucket indexes so obtained are used to search
during a search. The rules in the ITCAM, on the other hanthe corresponding buckets in the LTCAMs. The ITCAM is
are not independent and hence multiple TCAM entries witllso searched in this stage. In the next stage E, the ISRAM,
match during a search. Thus, the ITCAM is not a suitabknd the LSRAMs are accessed using the addresses of the
candidate for using with it a wide SRAM or an index TCAM.matching TCAM entries. In the final stage F, the contents of
the wide LSRAM words are processed and the best action is
. PC-TRIO chosen from the at most three actions returned by the ISRAM,
The PC-TRIO architecture is presented in Section IlI-A.SRAM1 and LSRAM2 by comparing the priorities of the
The algorithms for storing and updating the TCAMs areorresponding rules.
discussed in Sections 1lI-B and 1lI-C. The differences wit%_ Storing rules in TCAMs

related architectures are presented in Section IlI-D.
) There are several steps of processing a packet classifier

A. The Architecture to store the rules in the TCAMs. The first step is to create

Figure 3 illustrates the PC-TRIO architecture. It primarila priority graph and multi-dimensional tries for the rules
consists of three TCAMs, the ITCAM (Interior TCAM), thein the classifier. This is further discussed in Section I1-B
LTCAM1 (Leaf TCAM) and the LTCAM2. The correspondingIn the second and third steps, the LTCAM1 and LTCAM2
associated SRAMs are: ISRAM, LSRAM1 and LSRAM2subsystems are populated as discussed in Sections IlI-82 an
respectively. The LTCAMs store independent rules, hendtle bdll-B3, respectively. The fourth step is to store the renragn
the TCAMs are augmented with wide SRAMs and indesules in the ITCAM in priority order, which is discussed in
TCAMs. ILTCAM1 and ILTCAM2 are the index TCAMs Section IlI-B4.
for LTCAM1 and LTCAM2, respectively. The index TCAMs 1) Representing Classifier Ruleghe classifier rules are
also have wide associated SRAMs, namely, ILSRAM1 andpresented in a priority graph, which contains one veroex f



Algorithm: findNode(node) Inputs:

each rule in the classifier. A priority graph contains ondeser _ eln - oy
node: a trie node, initially set to the root of a multi-dimemsibtrie.

for each rule in the classifier. There is a directed edge)  |oyiput:
from vertexu to vertexv iff (a) the rules corresponding to [a leaves of leaves set of protocol nodes storing classifles.ru
w andv overlap (i.e., at least one packet matches both rules) for each child i of node

L . findNode(node-child[i]);
and (b) the priority ofu is more than that ob (we assume endfor
that overlapping rules have different priority). For theedied if (node is a leaf) // true if node has no left or right child.
edge {, v), we say thatu is the parent ofv and v is the if (?iﬁzilgggzﬁgjeggéifrﬁot{)'?)
child of w. The priority graph is used to _assign_ bIQCk numbers else// node belongs to trie for the last field (protocol)
to rules/vertices as follows [8]. All vertices with in-degr O
are assigned the block number 1. Each remaining vertisx

append protocol node to leaves of leaves set
endif
assigned a block number equal to

endif

1+ max {block number of u} Fig. 4. Selecting protocol nodes for leaves of leaves set
(wv)€E traversing the multi-dimensional trie from the root to thaves
whereF is the set of edges in the priority graph. Thus a childf the destination trie and then from these leaves into their
of any vertex is assigned a block number that is at least odached source trie and then from the leaves of the source
more than the block number of this vertex. trie into the leaves of their attached innermost trie for the
Next we create a multi-dimensional trie, Triel, where eadhotocol field.

dimension represents one field of a rule. Initially, Triel is In the second step, for each protocol node in the leaves
three-dimensional, with the three fields, source, destinat Of leaves set, we identify a set of independent rules stared i
and protocol of a classifier rule used for this purpose. Ttigat protocol node by building a small priority graph withersi
fields appear in the following order in the triecdestination, only in that protocol node. Vertices in the priority graphttwi
source, protocak. We assume that the destination and sourd@-degree O comprise a set of independent rules. A collectio
fields as well as the protocol field of the filters are specifie®f independent rules from all protocol nodes in the leaves of

as prefixes. So, these are represented in a trie in the stand@@ves set, gives us the rules to be entered in the LTCAML.
way with the left child of a node representing a 0 and the b) Wide SRAM Word Forma©Once the rules to be stored

right child a 1. A classifier rule, along with its source and? LTCAML are identified, subtries of the multi-dimensional
destination port ranges, is stored on the protocol nodeishatrie are carved and rules in the protocol nodes in a subtee ar
arrived at after traversing the trie starting from its rasting Stored in a LSRAM1 word. In particular, for each rule in a
first the destination, then the source and finally the prdtoderotocol node we store the rule’s source and destinatioh por
fields of the rule. ranges, block number, and action. We also store the suffix

We identify a set of independent rules as described @ a protocol node, which is the path from the root of the
Section 11I-B2. All the remaining rules are used to creatgarved subtrie to the protocol node. Figure 5 shows a format
another multi-dimensional trie, Trie2, in which fields in efi  for encoding this information in a wide SRAM word. The
rule appear in the ordersource, destination, protocsl Note fields in this format are described briefly as follows:

that the source and destination tries are switched in TwéB,
respect to Triel. So, while destination trie is the outetnas
in Triel, in Trie2, source is the outermost trie.

2) Storing rules in the LTCAM1The process of storing

rules in the LTCAM1 subsystem is described in five sub- 2)

sections below. First, independent rules are identifiecc-(Se

tion Ill-B2a), next, the format of storing information in a 3)

wide LSRAM word is discussed (Section IlI-B2b), then we

describe the creation of LTCAM1 entries using the process4)

of carving (Section IlI-B2c). Next we describe partial port

range expansion (Section 1lI-B2d) that may be necessary5)

and finally, the creation of ILTCAM1 and ILSRAM1 entries
(Section IlI-B2e).

a) ldentifying Independent Rule®ecall that two rules
are independent iff no packet is matched by both rules. For
the LTCAM1, we are interested in identifying the largest set

1) Match start position This field specifies the positions
of the first bit in the source, destination and protocol
fields of a packet header starting from which suffixes of
protocol nodes in the SRAM word must be matched.
Count This is the number of protocol nodes in the leaves
of leaves set stored in the SRAM word.

len(Si) This field specifies the length of the suffix for
protocol nodei in the SRAM word.

Ci: This gives the number of classifier rules stored for
protocol nodei.

Data;: Datay,--- , Datay give details of theV rules

in the carved subtrie. The rules for protocol node 1 of
this subtrie come first, followed by those of the second
protocol node and so of2ata; gives the block number,
action, source and destination port range types for the
jth classifier rule.

of rules that are pairwise independent. To find an independen6) St This field stores the suffix for protocol node
rule set in acceptable computing time, we relax the “largest?) Port ranges Stores the port ranges for theé rules.

set” requirement and instead look for a large set of independ There are three types of ranges found in a classifier. These
rules using a two step process. In the first step, we create: a whole range ([0-65535]), a range with the same start
a leaves of leaves sqP1] of protocol nodes in a multi- and end point, and a range with different start and end points
dimensional trie using the algorithm in Figure 4. The nod€khe port range type subfield in the Data field represents these
belonging to the leaves of leaves set in Triel are obtained thyee types of ranges using two bits. To save space in a SRAM
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Fig. 5. Data encoding in a wide SRAM word

word, a whole range is never entered and only one port numixera protocol node in the leaves of leaves set and the size
is entered for a range with the same start and end points. assigned to it is 600 bits. Suppose the width of the SRAM
c) Creating LTCAM1 entriesA trie is carved into sub- word is 500 bits. Then to avoid overflowing an SRAM word,
tries to assign rules to the wide SRAM words. The Triel iwe must split the rules in the protocol node, into two or more
carved using the carving heuristigsit_postorder of DUO SRAM words. Instead of replicating the LTCAM1 entry for
[20] that has been enhanced for multi-dimensional triess Theach of the split SRAM words, we create a source port range
carving heuristic creates independent (disjoint) entioeshe trie as shown in Figure 7(b), and carve nodes on this trie to

from destination trie
with prefix 1101

LTCAM Entries ® 600 bits
27 2772 . ] N
100 200 1010077372 600 bits 400 bits 200 bit
bits bits 1101 1177 7?77 (a) a proto- (b) a new source port trie is
col node attached to the protocol node

Fig. 6. Nodes in a source trie is being carved. ) ) ) . )
] ) Fig. 7. Prefixes in forwarding table before and after apmyipdates

LTCAML. The path starting from the root of Triel to the root . . .
. ) . create independent LTCAML1 entries. Each node in the source

of the subtrie defines an LTCAM1 entry. Figure 6 shows a . : .

ortion of a source trie that hanas off a destination tricergh port trie inherits those classifier rules (for LTCAM1) frommet

Earving takes place at nodes Odq 01 and 11 of the S:Srce { h{eOtOCOI node that have their source port range overlap with
The path from the root to the node of the destination trie frome port range represented by the trie node. Thus multiple

which the source trie hangs off is 1101. Thus, after carvey tcoples of a rule may be created, one for each trie node with

node at 00 on the source trie, the LTCAML1 entry is 1101 005)’9rt range overlapping the source port range of the rulesrAft
' the source port trie is created, the carving heuristic resum

????, assuming addresses and protocol fields are repoesent .
using 4 bits each. Similarly, the two other LTCAM1 entries iﬁpse[raversal along the source port trie, and carves sowde p

. . _nodes if they satisfy either condition C1, or C2. In the exEEmp
27? 2?77?77 27 2?77?77
this example are 1101 0177 22?7 and 1101 11?22 2777, F'g%rfellggure 7(b), two LTCAML1 entries are created, one each for

also.shows asize aSS|gnment. (in bits) on the three nodesawr}%re two carved nodes. These LTCAML1 entries differ on the first
carving takes place. These sizes are computed for all the %l

nodes even before the carving algorithm is invoked. The si g on the source port field, with one entry having a 0 while
. . g alg ' e other having a 1. If the classifier rules in a leaf node ef th
assigned to a trie node represents the number of LSRA

bits needed to store all the classifier rules (for LTCAML1) in gource port trie overflows an SRAM word, then a destination

subtrie rooted at that node. For example, for a subtrie (JbotgOrt trie is created for the de§t|nat|on .pqrt ranges on rqles
of that leaf node, and the carving heuristic finds approgriat

at the source node 01, the number of bits needed to store R .
the action, block number, port ranges of classifier rules arques o carve on the _des_tlnatlon pprt trie. .
X ’ The source and destination port tries are thus created in PC-

suffixes of protocol nodes present in this subtrie, is 450. ‘FRIO only when necessary, and then, to minimize the range

the actual width of a SRAM word is, say, 500 bits, then thgxpansion problem we use multi-bit tries for storing thetpor

rules in this subtrie will fit in an SRAM wqrd and we mayranges. The bits used to arrive at a node in the multi-bit trie

carve at the source node 01. A corresponding LSRAM1 ent(%fine an LTCAM1 entry

is_ constructed for the classjfigr rules in the format givgn by e) Creating ILSRAMl and ILTCAM1. entrieadter carv-

Figure 5. The carving 'heUI’IS'[IC carves a podeon the tf'e ing Triel to create suffixes for entering into LSRAM1, we

when any of the foIIovymg two conditions is true. Hegejs carve Triel again a second time, to create subtries thaaicont

the parent of: in the trie. LTCAML1 entries. All LTCAML1 entries in a subtrie are entered
Cl) The size assigned to is less than the width of a i, 3 | TCAM1 bucket. Thus, at the end of this carving step, the

SRAM word, but that assigned {ois more than the | TcAM1 entries are partitioned into buckets. The bits from

the width of a SRAM word. the root of the multi-dimensional trie to a carved node define
C2) A descendant of was carved. an index that points to an LTCAM1 bucket.
The second condition ensures that the carving createdrdisjo After partitioning the LTCAML1 into buckets, Triel is carved
TCAM entries [20]. a third and final time. This time, a carved subtrie contains

d) Partial port range expansion: It is possible that the indexes to LTCAM1 buckets. Suffixes of these indexes, along
SRAM bits needed to store the classifier rules for LTCAMWith the corresponding LTCAM1 bucket indexes, are stored
on a protocol node exceeds the capacity of a wide SRAM the ILSRAM1, and the bits on path from the root of the
word. This case is shown in Figure 7(a) where the black nodeel to a carved node define an ILTCAML1 entry.



3) Storing rules in LTCAM2:This is done exactly as for LTCAML1 to the ITCAM. Similarly, a new rule added to the
LTCAML, by processing the rules stored in Trie2. In part&cul LTCAM2 may cause some of the existing LTCAM2 rules to
Trie2 undergoes carving in a similar manner as described tme moved to the ITCAM.

Triel and the LTCAM2 system is populated. The remaining To delete a rule, the rule is deleted from Triel and also
rules, i.e. rules that are stored neither in the LTCAM1 nor iftom Trie2 if it was stored in Trie2. The rule is then deleted
the LTCAM2 subsystem, are stored in the ITCAM. from the TCAM that stores the rule.

4) Storing rules in the ITCAMThe ITCAM does not have  3) Updating the trie carvingMWe now discuss the dynamics
a wide ISRAM, hence, a rule to be entered in the ITCAMpf creation and merging of LSRAM words when a new rule
must have its port range stored in the ITCAM itself. Ans added or an existing rule is deleted. Both Triel and Trie2
ISRAM word contains the action and block number of aontain nodes that were carved to create TCAM and SRAM
classifier rule stored in the corresponding ITCAM entry. Wentries. We describe how these entries change for Triel. The
use DIRPE to encode these port ranges on the ITCAM. DIRPEocess is similar for Trie2. When a rule is added to Triel at
is suitable for incremental updates, unlike database dlpgn nodet, if there is an ancestar of ¢, where carving was done
range encoding schemes. However, if fast incremental epdaio create a wide LSRAM1 word, and if there is space in
are not needed, then any range encoding scheme mayske place the action, block number, port ranges of the new
chosen for the ITCAM. rule, then, the new rule is placed i If there is no space
in s, then the contents of are split, by carving descendants
of a to create two or more LTCAM1 entries. If, on the other

When an update request is received, the priority graphtiand,t does not have an ancestgrthen one of the two things
updated as described in Section [I-C1. Then Triel and, bklow may happen. If there is an ancesiaf ¢, such that
necessary, Trie2 are updated as described in Section lll-G3s at least one carved descendant and the subtrie rooked at
As the tries are updated, it may be necessary to carve tise trieeds fewer SRAM bits than the width of a SRAM word to
at different trie nodes. This is discussed in Section lll-C3epresent the classifier rules, thieis carved. As a result, the
Updating the TCAMs is discussed in Section 11I-C4. new rule is stored with some existing rules in a new SRAM

1) Updating the priority graph:To insert a new rule, the word. Note that the existing rules, have additional suffis bi
first step is to store the rule in the priority graph. A new gert in the newly created SRAM word and old LTCAM1 entries
v is created for the rule. The existing rules that overlap witfor the existing rules are deleted. If no suklexists, a new
v are identified and new edges are formed betweeand LTCAMI1 entry is created by carving @t The corresponding
the vertices of overlapping rules, with directions of thgesl LSRAM1 word contains only the newly added rule.
set from the higher to the lower priority rules. Then, a block When a rule in an LTCAM1 is deleted, then the rule is
number is assigned tg which is one more than the maximumfirst removed from the LSRAM1 word. If the LSRAM1 word
block number of the nodes from which has an incoming becomes empty, then the corresponding LTCAM1 word is
edge. If the block number of a child vertex is not more thatgeleted. Otherwise, if the contents of the LSRAM1 word can
that assigned to, the child’s block number is updated so thabe merged with another LSRAM1 word then a new LTCAM1
it is at least one more than the block numberwflf the entry is created while the LTCAM1 entries for the merged
rule  corresponding to this child vertex is stored in ITCAMwords are deleted.
then, » must be moved to the ITCAM block represented by The algorithms to merge and split buckets on the LTCAMs
its updated block number, and the ISRAM entry fois also are similarly based on manipulating the carving in Triel and
updated with the changed block number. On the other handTife2.

r is in one of the LTCAMSs, then, we simply changs block 4) Updating the TCAMs:To insert or move a rule in a
number in the corresponding LSRAM entry. Updates to blockCAM we need a free slot at an appropriate location in the
numbers are propagated to all vertices reachable from TCAM. This slot can be obtained efficiently using memory

To process a delete request, the vertex corresponding to tii@nagement algorithms developed for TCAMs. In particular,
rule along with the incident edges is removed from the pjorithe memory management schemes from DUO [20] may be
graph. used. For the ITCAM of PC-TRIO, we implemented the

2) Updating the tries: To insert a new rule, the rule isDLFS _PLO scheme, as its the most efficient scheme known
first added to Triel. If the rule is an independent rule in @ us for moving free slots to a desired location in a TCAM.
protocol node in the leaves of leaves set, then it is insertedthe DLFS PLO initial rule placement scheme, free slots
in the LTCAML1. Otherwise, the rule is added to Trie2. If there kept in the region between two blocks. Additionally,réhe
rule is an independent rule in a protocol node in the leavesmofy be free slotsvithin a block. So a list of free slots is
leaves set for Trie2, then the rule is inserted in the LTCAM2naintained for each block on the TCAM, with the list being
Otherwise, the rule is inserted in the ITCAM. empty initially. As rules are deleted from a block, the freed

If a new rule is stored in the LTCAM1 or the LTCAMZ2, slots are added to the list for that block. Thus, DLPEO
then some of the existing rules in that TCAM may no longeequires no moves for most of the time to get or return a free
be independent. If such a non-independent rule exists in thet.

LTCAM1, then that rule is added to the Trie2 and if the rule The memory management scheme for the LTCAM of DUO
can be added to the LTCAM2 it is moved from the LTCAMIis relatively simple as all the rules in the LTCAM are in-
to the the LTCAM2. Otherwise, the rule is moved from thelependent so a new rule may be inserted anywhere in the

C. Incremental Updates



PC-DUOS PC-DUOS+ PC-TRIO PC-DUOS+W

1. | Uses single LTCAM | Uses single LTCAM | Uses two LTCAMs Uses two LTCAMs

2. | No wide SRAMs or | No wide SRAMs or | Uses wide SRAMs arjdUses wide SRAM and
index TCAMs index TCAMs index TCAMs index TCAM

3. | LTCAM stores highest. TCAM stores highest. TCAMs store LTCAM stores highest
priority independent | priority independent | independent rules priority independent
rules rules rules

4. | Aborts ITCAM search Aborts ITCAM search Waits for ITCAM Aborts ITCAM search
when LTCAM search| when LTCAM search| search to finish when LTCAM search
succeeds succeeds succeeds

5. | Independent rules are Independent rules argindependent rules are Independent rules are
filtered leaves of vertices in priority leaves of leaves set | vertices in priority
leaves set in trie graph with indegree=(n trie graph with indegree=0

Fig. 8. Differences among the architectures

TCAM. However, we still need to locate a free slot. The The TCAM and SRAM word sizes used are consistent for
LTCAM memory management algorithm of DUO creates all the architectures used in the comparison. The word size i
linked list of the free slots. When a free slot is needed, a slb#4 bits for the TCAMs. For SRAMs we have different word
is obtained from the head of the free slot list. PC-TRIO usaizes depending upon the TCAMs they are used with. The
the memory management algorithm in DUO for its LTCAMISRAM words of all the architectures, as well as the LSRAM
and LTCAM2. words of PC-DUOS+, are 32 bits wide. The LSRAM1 and
LSRAM2 words of PC-TRIO and the LSRAM words of PC-
D. Differences among PC-DUOS, PC-DUOS+, PC-DUOS+WUQOS+W are 512 bits, while the ILSRAMs are 144 bits wide.
and PC-TRIO The bucket size for LTCAMs in PC-TRIO and PC-DUOS+W

We note that the methodology used in this paper for P@s set to 65 TCAM entries. PC-DUOS+ uses DIRPE [1] to
TRIO may be used to add index TCAMs and wide SRAMENcode port ranges. The classifier rules stored in the ITCAMs
to PC-DUOS+ to arrive at a new architecture PC-DUOS+Qf PC-TRIO and PC-DUOS+W also use DIRPE to encode
Although PC-DUOS [21] may be similarly extended to obtaiROrt ranges. Since the TCAM word size is set to 144 bits, we
PC-DUOSW, we do not consider this extension here as P&ssume that 36 bits are available for encoding each porerang
DUOS+ was shown to be superior to PC-DUOS [24]. FigureiB a rule. With this assumption, we use the strides 223333 as
highlights the differences among PC-DUOS, PC-DUOS+, Pdliese give us minimum expansion of the rules [1], [21].
DUOS+W and PC-TRIO. B. Datasets

Unlike the other architectures, PC-TRIO does not guarantee ,
that the rules in the LTCAMs are of the highest priority among W& used two sets of benchmarks derived from ClassBench

n . :
all overlapping rules. Thus, PC-TRIO must wait for an ITCAI\/{%]' T_he_ first set of benchmark.s. consists of ,12 datasets each
lookup to complete even if there are matching rules in tHfPntaining about 100,000 classifier rules and is generaten f
LTCAMs. Although the rule assignment algorithms for pcseed files in ClassBench. This dataset is used to compare

TRIO may be modified so that the LTCAM rules are th&h® number of TCAM entries, power, lookup performance
highest priority among all overlapping rules (and thus dvof'd space requirements of PC-TRIO, PC-DUOS+W and PC-

having to wait for an ITCAM lookup to complete in casePUOSH [24].
when a match is found in an LTCAM), doing so retards the The second set of benchmarks was reused from [24]. There

performance of PC-TRIO to the point where it offers little of"® 13 datasets here which are used to compare incremental
no power and lookup time benefit over PC-DUOS+W. update performance of PC-TRIO, with PC-DUOS+ [24] and
PC-DUOS+W.

IV. EXPERIMENTAL RESULTS C. Results

We compare PC-TRIO, with PC-DUOS+W and PC-DUOS+ 1) Number of TCAM entriestUsing wide SRAM words to

[24]. We first give the setup used by us for the experiments &fore portions of classifier rules, reduces the number of ICA
Section IV-A and then describe our datasets in Section IV-Bntries. Figure 9 gives the results of storing our datasets i

Finally we present our results in Section IV-C. the three architectures. The first, second and third columns
show the index, name, and the number of classifier rules,
A. Setup respectively, of a dataset. The fourth, fifth and sixth and

We programmed the rule assignment, trie carving arsgventh columns give for PC-DUOS+, the total number of
update processing algorithms of PC-TRIO using C++. WECAM entries, the number of ITCAM entries, the TCAM
designed a circuit for processing wide SRAM words usingower and lookup time, respectively. Similarly, the eighth
Verilog and synthesized it using Synopsys Design Comgpiler tinth, tenth and eleventh columns give the corresponding
obtain power, area and gate count estimates. We used CA@uUimbers for PC-DUOS+W and the remaining four columns
[25] and a TCAM power and timing model [17] to estimataive those for PC-TRIO.
the power consumption and search time for the SRAMs andFigure 10(a) gives the TCAM compaction ratio of the three
the TCAMs respectively. The process technology used in thechitectures, obtained by dividing the number of TCAM
experiments is 70nm and the voltage is 1.12V. It is assumedtries for each dataset by the number of rules in the classifi
that the TCAMs are being operated at 360MHz [29]. PC-DUOS+ does not use wide SRAMSs, hence there is no



Index | Dataset| #Rules PC-DUOS+ PC-DUOS+W PC-TRIO

Entries | #ITCAM | Watts | Time(ns) || Entries | #ITCAM | Watts | Time(ns) || Entries | #ITCAM | Watts | Time(ns)
1 acll 99309 117033 379 36 2624.39 || 21146 379 0.23 0.50 || 21085 182 0.19 1.00
2 acl2 74298 101857 19421 31 1122.39 || 37491 19421 6.35 30.36 36593 18439 6.04 149.43
3 acl3 99468 131243 30859 40 1640.47 || 52632 30859 9.47 80.49 26823 1017 0.40 2.19
4 acl4 99334 127320 25189 39 1730.46 || 49912 25189 7.98 45.95 34034 6547 2.32 24.12
5 acls 98117 105375 1535 32 2072.16 || 32932 1535 0.53 0.41 34993 2209 0.77 4.98
6 fwl 89356 142085 91473 43 2466.72 || 98425 91473 | 27.92 | 2318.82 || 26610 4864 1.60 15.01
7 fw2 96055 129249 27084 39 1543.76 || 43146 27084 8.30 86.77 || 22196 1494 0.53 3.18
8 fw3 80885 117731 39199 36 1007.04 || 51228 39199 | 11.99 215.21 || 26269 7479 2.38 30.09
9 fwé 84056 211403 116149 64 3182.03 || 131505 116149 | 35.46 2139.21 || 27617 4894 1.60 15.16
10 fwb 84013 111989 55650 34 930.94 || 65598 55650 | 17.00 615.49 [| 22361 3454 1.15 9.02
11 ipcl 99198 112154 22165 34 1288.02 || 41920 22165 6.82 45.11 23894 567 0.26 1.40
12 ipc2 100000 || 100000 30133 30 784.69 || 47247 30133 9.23 113.77 20195 0 0.09 0.75

Fig. 9. Number of TCAM entries, ITCAM entries and TCAM powerdalookup time in PC-DUOS+, PC-DUOS+W, PC-TRIO

compaction, instead, there is expansion to handle poresang?C-DUOS+. The maximum improvement with PC-TRIO is
Thus, the compaction ratio for PC-DUOS+ is at least dbserved for ipc2 (98%) and the minimum for acll (2%),
for every dataset. The compaction achieved by PC-TRIO égempared to PC-DUOS+W.
more than that of PC-DUOS+W for almost all the datasets.3) Lookup Performance:Figure 10(c) gives the average
This is because, PC-TRIO has fewer ITCAM entries andokup time, normalized with respect to that of PC-TRIO.
therefore stores more rules in wide SRAM words. For acl3,CAM search time is proportional to the number of TCAM
PC-DUOS+W identified more independent rules comparesitries. Hence, PC-DUOS+ requires the maximum time.
to PC-TRIO. The algorithm to identify independent rules is PC-DUOS+W is faster than PC-TRIO for the ACL tests
the same for PC-DUOS+W and PC-DUOS+ which results @&cll, acl2 and acl5. For these datasets, the number of ITCAM
identical ITCAM entries for these two architectures. entries in PC-DUOS+W and PC-TRIO (columns 9 and 13
No classifier rules in the LTCAMs of PC-DUOS+Wof Figure 9) are comparable. Thus, the ITCAM search times
and PC-TRIO needed partial port range expansion (Sexe comparable, as are the number of lookups served by the
tion 111-B2d). So all LTCAM entries in PC-DUOS+W and ITCAMs. This, coupled with the fact that ITCAM searches
PC-TRIO were at most 72 bits. are slower, give PC-DUOS+W an immediate advantage since
2) Power: Figure 9 gives the TCAM power consumptiont, unlike PC-TRIO, aborts an ITCAM search after finding
during a lookup, while Figure 10(b) gives the normalizedtota match in the LTCAM. However, for these three tests, the
power obtained for each dataset by dividing the total TCANdokup times using PC-TRIO are quite reasonable (column 15
and SRAM power in an architecture by that of PC-TRI®@f Figure 9). For the other datasets PC-TRIO has fewer rules
during a lookup. The vertical axis is scaled logarithmigallin the ITCAM, which makes PC-TRIO lookups faster even
(a) Compaction (b) Power though it has to wait for ITCAM search to finish.

The average improvement in lookup time with PC-TRIO
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and PC-DUOS+W (relative to PC-DUOS+) are 98% and 76%,

respectively. The average improvement in lookup time with
PC-TRIO (relative to PC-DUOS+W) is 68%. The maximum
improvement using PC-TRIO rather than PC-DUOS+ is ob-
served for acll (99.96%) and the minimum for acl2 (86.6%).
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L2 e 1 123456 789101112 The maximum improvement using PC-DUOS+W rather then
I ~c-TRIO Dataset Index . ..
] Pc-Duos+w PC-DUQOS+ is observed for acll (99.98%) and the minimum
(c) Time | I PC-DUOS* (d) Area for fwl (5%). The maximum improvement with PC-TRIO
AlOA 60 rather than PC-DUOS+W is observed for tests fwl, fw4 and
g — ipc2 (99%) and the minimum for acl4 (47%).
5 a0 4) Space requirementsWe obtained SRAM area from
S, WL J] (” E CACTI results and estimated TCAM area using the same
@ T £° m technique as used in PETCAM [19], where area of a single
Fip2 cell is multiplied by the number of cells and then adjusted
12345678 9101112 123

Dataset Index ‘I‘D aiasetﬂngef 1011 12 for wiring overhead. Figure '10(d) gives the total area ndedg
for the TCAMs and associated SRAMs. The total area is
comparable for the three architectures. PC-TRIO and PC-
and based at 1. PC-TRIO uses less power for all datasBldOS+W have lower TCAM area (due to fewer TCAM
except acl5. The average improvement in power with P@ntries) and higher SRAM area (due to wider SRAM words)
TRIO is 96% relative to PC-DUOS+, and 65% relative tthan PC-DUOS+.

PC-DUOS+W. The average improvement in power with PC- 5) Update Performance:Figure 11 shows the average
DUOS+W is 71%, relative to PC-DUOS+. The maximumrmumber of TCAM writes used per update on the datasets
improvement with PC-TRIO is observed for ipc2 (99%) antfom [24]. PC-TRIO needs comparable number of writes
the minimum for acl2 (80%), compared to PC-DUOS+. Thas PC-DUOS+ and hence supports efficient and consistent
maximum improvement with PC-DUOS+W is observed foincremental updates. PC-DUOS+W needs more writes than
acll (99%) and the minimum for fwl (35%), compared t®C-TRIO to preserve the property that all rules stored in the

Fig. 10. Comparison of compaction ratio, total power, lookugetand area
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