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Abstract

We review thedatastructuresthat havebeenproposed
for one-dimensionalpacket classi�cation. Our review is
limited to data structures for the casewhen ties among
therules that match an incomingpacket are brokenby se-
lecting the matching rule that is most speci�c. For the
casewhenthe rule �lter s are destination-addresspre�xes
or arenonintersectingranges,this tie breaker corresponds
to longest-pre�x or shortest-range matching, respectively.
Whentherule �lter s are arbitrary ranges,this tie breaker
resolvesthetie onlywhentherule setis con�ict free. Data
structuresfor bothstaticanddynamicrule tablesare dis-
cussed.

Keywords: Packetclassi�cation,packetrouting, router
tables,longest-pre�x matching, most-speci�c-rangematch-
ing, con�ict-freeranges,staticanddynamicrule tables.

1 Intr oduction

An Internet router classi�es incoming packets into
�o ws1 utilizing information containedin packet headers
anda tableof (classi�cation)rules.This tableis calledthe
rule table (equivalently, router table). The packet-header
information that is usedto perform the classi�cation is
somesubsetof the sourceand destinationaddresses,the
sourceanddestinationports, the protocol,protocol �ags,
typeof service,andsoon. Thespeci�c headerinformation
usedfor packetclassi�cationis governedby therulesin the
rule table.Eachrule-tablerule is apair of theform �����	��
 ,
where � is a �lter and � is anaction. Theactioncompo-
nentof a rule speci�eswhat is to be donewhena packet
thatsatis�estherule �lter is received. Sampleactionsare

�
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1A �o w is a setof packets thatareto be treatedsimilarly for routing
purposes.

drop thepacket, forwardthepacket alonga certainoutput
link, andreserve a speci�ed amountof bandwidth.A rule
�lter � is a tuple that is comprisedof oneor more�elds.
In the simplestcaseof destination-basedpacket forward-
ing, � hasa single �eld, which is a destination(address)
pre�x and � is the next hop for packets whosedestina-
tion addresshasthespeci�edpre�x. For example,therule

��
��

�

����
 statesthat the next hop for packetswhosedesti-
nationaddress(in binary)beginswith 
�� is � . IP (Internet
Protocol)multicastingusesrulesin which � is comprised
of thetwo �elds sourcepre�x anddestinationpre�x; QoS
routersmayuse� ve-�eld rule�lters (source-addresspre�x,
destination-addresspre�x, source-portrange,destination-
port range,andprotocol);and�re wall �lters mayhaveone
or more�elds.

In the � -dimensionalpacket classi�cation problem,
eachrulehasa � -�eld �lter . In thispaper, weareconcerned
solely with 1-dimensionalpacket classi�cation. It should
be noted,that datastructuresfor multidimensionalpacket
classi�cationareusuallybuilt on top of datastructuresfor
1-dimensionalpacket classi�cation. Therefore,the study
of datastructuresfor 1-dimensionalpacketclassi�cationis
fundamentalto the designanddevelopmentof datastruc-
turesfor � -dimensional,����� , packetclassi�cation.

For the1-dimensionalpacketclassi�cationproblem,we
assumethat the single �eld in the �lter is the destination
�eld and that the action is the next hop for the packet.
With theseassumptions,1-dimensionalpacket classi�ca-
tion is equivalentto thedestination-basedpacket forward-
ing problem.Henceforth,we shallusethetermsrule table
androutertableto meantablesin which the �lters have a
single �eld, which is the destinationaddress.This single
�eld of a �lter maybespeci�edin oneof two ways:

1. As a range. For example, the range [35, 2096]
matchesall destinationaddresses� suchthat �����

����� 
 ! " .

2. As an address/maskpair. Let #%$ denotethe & th bit
of # . The address/maskpair ��')( matchesall des-
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Pre�x Name Pre�x RangeStart RangeFinish
P1 * 0 31
P2 0101* 10 11
P3 100* 16 19
P4 1001* 18 19
P5 10111 23 23

Figure 1. Pre�x es and their rang es

tination addresses� for which � $�� � $ for all & for
which ( $ � � . That is, a 1 in the maskspeci�esa
bit position in which � and � mustagree,while a 0
in themaskspeci�esa don't carebit position.For ex-
ample,theaddress/maskpair101100/011101matches
the destinationaddresses101100,101110,001100,
and001110.

Whenall the1-bits of a maskareto the left of all 0-
bits, the address/maskpair speci�es an addresspre-
�x. For example,101100/110000matchesall destina-
tion addressesthat have the pre�x 10 (i.e., all desti-
nationaddressesthatbegin with 10). In this case,the
address/maskpair is simply representedasthepre�x
10*, wherethe* denotesasequenceof don't carebits.
If

�

is the length, in bits, of a destinationaddress,
thenthe * in 10* representsall sequencesof

���

�

bits. In IPv4 the addressandmaskareboth 32 bits,
while in IPv6bothof theseare128bits.

Noticethateverypre�x mayberepresentedasa range.
For example,when

�

�
" , thepre�x 10* is equivalentto

therange[32, 47]. A rangethatmaybespeci�edasa pre-
�x for some

�

is calleda pre�x range. Thespeci�cation
101100/011101maybeabbreviatedto ?011?0,where? de-
notesa don't-carebit. This speci�cation is not equivalent
to any singlerange.Also, therangespeci�cation[3,6] isn't
equivalentto any singleaddress/maskspeci�cation.

Figure1 shows a setof � ve pre�xestogetherwith the
startand�nish of the rangefor each.This �gure assumes
that

�

= 5. The pre�x P1 = *, which matchesall legal
destinationaddresses,is calledthedefaultpre�x.

Supposethatour routertableis comprisedof � ve rules
R1–R5andthat the �lters for these� ve rulesareP1–P5,
respectively. Let N1–N5,respectively, bethenext hopsfor
these� ve rules. Thedestinationaddress18 is matchedby
rulesR1,R3,andR5(equivalently, by pre�xesP1,P3,and
P5).So,N1, N3, andN5 arecandidatesfor thenext hopfor
incomingpacketsthataredestinedfor address18. Which
of thematchingrules(andassociatedaction)shouldbese-
lected? When more than one rule matchesan incoming
packet, a tie occurs. To selectoneof the many rulesthat
maymatchanincomingpacket,we usea tie breaker.

Let ��� bethesetof rulesin a rule tableandlet ��� be

thesetof �lters associatedwith theserules. 	�

��������� ����� 


(or simply 	�

��������� 
 when ��� is implicit) is the sub-
set of rules of ��� that match/cover the destinationad-
dress� . � &�������	������ �	��� 
 and � &�������	�������
 arede�ned sim-
ilarly. A tie occurswhenever � 	�

��������� 
������ (equivalently,

� � &�������	�� ����
 ����� ).
Threepopulartie breakersare:

1. Firstmatchingrule in table. Therule tableis assumed
to bea linearlist ([9]) of ruleswith therulesindexed1
through� for an � -rule table.Theactioncorrespond-
ing to the �rst rule in the table that matchesthe in-
coming packet is used. In other words, for packets
with destinationaddress� , the rule of 	�
�� ��� ����
 that
hasleastindex is selected.

For ourexampleroutertablecorrespondingto the� ve
pre�xesof Figure1, rule R1 is selectedfor every in-
comingpacket,becauseP1matcheseverydestination
address.Whenusingthe �rst-matching-rulecriteria,
we mustindex therulescarefully. In our example,P1
shouldcorrespondto the last rule so thatevery other
rule hasa chanceto beselectedfor at leastonedesti-
nationaddress.

2. Highest-priority rule. Eachrule in the rule table is
assigneda priority. Fromamongtherulesthatmatch
an incomingpacket, the rule thathashighestpriority
wins is selected.To avoid thepossibilityof a further
tie, rulesareassigneddifferentpriorities(it is actually
suf�cient to ensurethat for every destinationaddress

� , 	�

��������� 
 doesnothavetwo ormorehighest-priority
rules).

Notice that the �rst-matching-rule criteria is a spe-
cial caseof thehighest-prioritycriteria(simplyassign
eachrule a priortiy equalto the negative of its index
in thelinearlist).

3. Most-speci�c-rulematching. The �lter � � is more
speci®c than the �lter � � if f � � matchesall pack-
etsmatchedby � � plusat leastoneadditionalpacket.
So,for example,therange ! ���#"%$ is morespeci�c than

! � �	"�$ , and ! ���	!�$ is more speci�c than ! ��� � ��$ . Since
! ����"�$ and ! & � �'"�$ are disjoint (i.e., they have no ad-
dressin common),neitheris more speci�c than the
other. Also, since ! " � �'"�$ and ! " �	� 
�$ intersect2, nei-
theris morespeci�c thantheother. Thepre�x 110* is
morespeci�c thanthepre�x 11*.

In most-speci�c-rulematching,tiesarebrokenby se-
lectingthematchingrule thathasthemostspeci�c �l-
ter. Whenthe�lters aredestinationpre�xes,themost-
speci�c-rule thatmatchesa givendestination� is the

2Two ranges( )+*�,.- and ( /0*�12- intersectiff )43�/657,8371:9;/63�)45

1<3=, .
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longest3 pre�x in � &�������	�������
 . Hence,for pre�x �lters,
the most-speci�c-ruletie breaker is equivalentto the
longest-matching-pre�xcriteriausedin routertables.
For ourexampleruleset,whenthedestinationaddress
is 18, thelongestmatching-pre�xis P4.

Whenthe �lters areranges,themost-speci�c-ruletie
breaker requiresus to selectthe most speci�c range
in � &�������	������ 
 . Notice also that most-speci�c-range
matchingis a specialcaseof the the highest-priority
rule. For example,when the �lters are pre�xes,set
the pre�x priority equalto the pre�x length. For the
caseof ranges,therangepriority equalsthenegtiveof
therangesize.

In a staticrule table,therule setdoesnot vary in time.
For thesetables,we areconcernedprimarily with the fol-
lowing metrics:

1. Timerequiredto processan incomingpacket. This is
the time requiredto searchthe rule tablefor the rule
to use.

2. Preprocessingtime. This is thetimeto createtherule-
tabledatastructure.

3. Storage requirement. That is, how muchmemoryis
requiredby therule-tabledatastructure?

In practice,rule tablesareseldomtruly static. At best,
rulesmaybeaddedto or deletedfrom therule tableinfre-
quently. Typically, in a “static” rule table, inserts/deletes
arebatchedandthe rule-tabledatastructurereconstructed
asneeded.

In a dynamicrule table, rules are added/deletedwith
somefrequency. For such tables,inserts/deletesare not
batched. Rather, they are performedin real time. For
suchtables,we are concernedadditionallywith the time
requiredto insert/deletea rule. For a dynamicrule table,
the initial rule-tabledatastructureis constructedby start-
ing with an empty datastructuresand then inserting the
initial setof rules into the datastructureoneby one. So,
typically, in thecaseof dynamictables,thepreprocessing
metric,mentionedabove, is very closelyrelatedto the in-
serttime.

In this paper, we focuson datastructuresfor staticand
dynamicroutertables(1-dimensionalpacketclassi�cation)
in which the�lters areeitherpre�xesor ranges.Although
someof ourdatastructuresapplyequallywell to all threeof
thecommonlyusedtie breakers,our focus,in thispaper, is
on longest-pre�xmatching(Section2) andmost-speci�c-
rangematching(Section3).

3The lengthof a pre®x is the numberof bits in that pre®x (notethat
the* is not usedin determiningpre®x length).Thelengthof P1 is 0 and
thatof P2is 4.
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Figure 2. (a) Pictorial representation of pre­
�x es and rang es (b) Array for binar y search

2 LongestMatching-Pre®x

2.1 Linear List

In this data structure,the rules of the rule table are
storedasa linear list ([9]) � . Let ����������
 bethe longest
matching-pre�xfor address� . ��������� 
 is determinedby
examining the pre�xes in � from left to right; for each
pre�x, we determinewhetheror not thatpre�x matches� ;
andfrom thesetof matchingpre�xes,theonewith longest
lengthis selected.To inserta rule � , we �rst searchthelist

� from left to right to ensurethat � doesn't alreadyhavea
rulewith thesame�lter asdoes� . Having veri�ed this, the
new rule � is addedto theendof thelist. Deletionis similar.
The time for eachof the operationsdetermine��������� 
 ,
inserta rule, deletea rule is � ��� 
 , where � is thenumber
of rulesin � . Thememoryrequiredis also � ��� 
 .

Note that this datastructuremaybeusedregardlessof
the form of the �lter (i.e., ranges,Booleanexpressions,
etc.) and regardlessof the tie breaker in use. The time
andmemorycomplexitiesareunchanged.

2.2 End­Point Array

Lampson,Srinivasan,andVarghese[10] haveproposed
a datastructurein which the endpointsof the rangesde-
�ned by the pre�xes are storedin ascendingorder in an
array. ��������� 
 is found by performainga binary search
on thisorderedarrayof endpoints.

Pre�xesandtheir rangesmaybedrawn asnestedrect-
anglesasin Figure2(a),whichgivesthepictorial represen-
tationof the� vepre�xesof Figure1.

In the datastructureof Lampsonet al. [10], the dis-
tinct rangeend-pointsarestoredin ascendingorderas in
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Figure2(b). The distinct end-points(rangestartand �n-
ish points) for the pre�xesof Figure1 are[0, 10, 11, 16,
18, 19, 23, 31]. Let 	 $ , � � & � � � ��� be the distinct
rangeend-pointsfor a setof � pre�xes. Let 	

�����

��� .
With eachdistinctrangeend-point,	 $ , � � & � � , thearray
stores��������� 
 for � suchthat (a) 	 $	� � � 	 $

��� (this
is thecolumnlabeled“ � ” in Figure2(b)) and(b) 	 $ � �

(columnlabeled“=”). Now, ��������� 
 , 	

�

� ��� 	

� canbe
determinedin � ��

���;� 
 timeby performingabinarysearch
to �nd the unique & suchthat 	)$ � � � 	 $

��� . If 	 $ � � ,
��������� 
 is given by the “=” entry; otherwise,it is given
by the “ � ” entry. For example,since � � � 
 satis�es

� !�� � � � � and since ��� � � ! , the “ � ” entry of the
endpoint19 is usedto determinethat ������� � 
�
 is P1.

As notedby Lampsonet al. [10], the rangeend-point
tablecanbe built in � ��� 
 time (this assumesthat theend
pointsareavailablein ascendingorder). Unfortunately, as
statedin [10], updatingtherangeend-pointtablefollowing
theinsertionordeletionof apre�x alsotakes � ��� 
 timebe-
cause� ��� 
 “ � ” and/or“=” entriesmaychange.Although
Lampsonetal. [10] providewaysto reducethecomplexity
of thesearchfor theLMP by a constantfactor, thesemeth-
odsdonotresultin schemesthatpermitpre�x insertionand
deletionin � ��
���� � 
 time.

It shouldbenotedthattheend-pointarraymaybeused
even whenties arebroken by selectingthe �rst matching
rule or the highest-prioritymatchingrule. Further, the
methodappliesto the casewhen the �lters are arbitrary
rangesratherthansimply pre�xes. Thecomplexity of the
preprocessingstep (i.e., creationof the array of ordered
end-points)andthesearchfor therule to useis unchanged.
Further, thememoryrequirementsarethesame,� ��� 
 for
an � -rule table, regardlessof the tie breaker andwhether
the�lters arepre�xesor generalranges.

2.3 Setsof Equal­Length Pre®xes

Waldvogelet al. [21] have proposeda datastructureto
determine��������� 
 by performingabinarysearchonpre-
�x length. In this datastructure,thepre�xesin the router
table � are partitionedinto the sets ��� , �

� , ���
� suchthat
� $ containsall pre�xesof � whoselength is & . For sim-
plicity, we assumethat � containsthedefault pre�x *. So,

���
���

��� . Next, each � $ is augmentedwith markersthat
representpre�xes in ��� suchthat  �� & and & is on the
binary searchpath to �!� . For example,supposethat the
lengthof the longestpre�x of � is 32 andthat the length
of ��������� 
 is 22. To �nd ����������
 by a binarysearchon
length,we will �rst search�

�#" for an entry that matches
the�rst 16 bits of � . This search4 will needto besuccess-
ful for us to proceedto a larger length. The next search

4When searching$�% , only the ®rst & bits of ' areused,becauseall
pre®xesin $(% have exactly & bits.

will be in ��)+* . This searchwill needto fail. Then, we
will search��)�� followedby ��),) . So,thepathfollowedby
a binary searchon length to get to � ),) is �

��" , � )+* , � )+� ,
� ),) . For this to befollowed,thesearchesin �

��" , � )+� , and
� ),) must succeedwhile that in � )+* must fail. Sincethe
lengthof ��������� 
 is 22, � hasno matchingpre�x whose
lengthis morethan22. So,thesearchin � )�* is guaranteed
to fail. Similarly, the searchin �-)+) is guaranteedto suc-
ceed. However, the searchesin �

��" and �.)+� will succeed
iff � hasmatchingpre�xesof length16 and20. To en-
suresuccess,every length22 pre�x � placesa marker in

�

��" and �.)+� , themarker in �

��" is the�rst 16bits of � and
that in �.)+� is the �rst 20 bits in � . Note thata marker �

is placedin � $ only if � $ doesn't containa pre�x equalto
� . Noticealsothatfor each& , thebinarysearchpathto � $

has � ��
���� �0/2143�
 � � ��
����

�


 , where ��/2143 is thelengthof
the longestpre�x in � , �

� s on it. So, eachpre�x creates
� ��
����

�


 markers.With eachmarker � in �
$ , we record

the longestpre�x of � thatmatches� (the lengthof this
longestmatching-pre�xis neccessarilysmallerthan & ).

To determine ��������� 
 , we begin by setting
� �����#5�� �

�

 and 	)&7698 �#5�� �

�
�0/2143 . The repeti-

tive stepof the binary searchrequiresus to searchfor an
entryin �

/ , where(
��:

� �������#5�� ��; 	)&7698 �#5�� � 
�' �=< , that
equalsthe �rst ( bits of � . If �

/ doesnot have suchan
entry, set 	 &76>8 �#5�� �

�
(

�

� . Otherwise,if thematching
entry is the pre�x � , � becomesthe longestmatching-
pre�x foundsofar. If thematchingentryis themarker � ,
thepre�x recordedwith � is the longestmatching-pre�x
found so far. In eithercase,set �������#5�� �

�
(�; � . The

binarysearchterminateswhen � �����#5�� � � 	)&7698 �#5�� � .

One may easily establishthe correctnessof the de-
scribedbinarysearch.Since,eachpre�x creates� ��

���

�




markers, the memory requirement of the scheme is
� ���?

���

�


 . When eachset �
$ is representedas a hash

table, the data structureis called SELPH (setsof equal
length pre�xesusinghashtables). The expectedtime to
�nd ��������� 
 is � ��

���

�


 whentheroutertableis repre-
sentedasan SELPH.When insertinga pre�x, � ��

���

�




markersmustalsobeinserted.With eachmarker, we must
recorda longest-matchingpre�x. The expectedtime to
�nd theselongestmatching-pre�xesis � ��
����

)

�


 . In ad-
dition, we mayneedto updatethelongest-matchingpre�x
informationstoredwith the � ���?

���

�


 markersat lengths
greaterthanthe lengthof the newly insertedpre�x. This
takes � ���?

���

)

�


 time. So, the expectedinsert time is
� ���?

���

)

�


 . Whendeletinga pre�x � , we mustsearch
all hashtablesfor markers � that have � recordedwith
themandthenupdatetherecordedpre�x for eachof these
markers. For hashtableswith a boundedloadingdensity,
theexpectedtime for a delete(includingmarker-pre�x up-
dates)is � ���?

���

)

�


 . Waldvogel et al. [21] have shown
thatby insertingthepre�xesin ascendingorderof length,
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an � -pre�x SELPH may be constructedin � ��� 

���

)

�




time.
Wheneachsetis representedasa balancedsearchtree,

thedatastructureis calledSELPT. In an SELPT, the time
to �nd ��������� 
 is � ��

��� �?

���

�


 ; the insert time is
� ���?

��� � 
����

)

�


 ; the deletetime is � ��� 
���� � 

���

)

�


 ;
andthetimeto constructthedatastructurefor � pre�xesis

� �

�

; � 
����;� 
����

)

�


 .
In the full version of [21], Waldvogel et al. show

that by using a technique called marker partitioning,
the SELPH data structuremay be modi�ed to have a
searchtime of � �

�

; 

���

�


 andan insert/deletetime of
� �

���

�

�

�



���

�


 , for any �

� � .
Becauseof the excessive insert and deletetimes, the

setsof equal-lengthpre�xesdatastructureis suitableonly
for static router tables. By using the pre�x expansion
methoddescribedin Section2.4.2,we canlimit the num-
berof distinctlengthsin thepre�x setandsoreducetherun
timeby a constantfactor[21].

2.4 Tries

2.4.1 1-Bit Tries

A 1-bit trie is a tree-likestructurein whicheachnodehasa
left child, left data,right child, andright data�eld. Nodes
at level5 �

�

� of the trie storepre�xeswhoselengthis � .
If the rightmostbit in a pre�x whoselength is � is 
 , the
pre�x is storedin the left data �eld of a nodethat is at
level �

�

� ; otherwise,thepre�x is storedin theright data
�eld of a nodethat is at level �

�

� . At level & of a trie,
branchingis doneby examiningbit & (bits are numbered
from left to right beginningwith thenumber0) of a pre�x
or destinationaddress.Whenbit & is 0, we move into the
left subtree;whenthebit is 1, we move into theright sub-
tree.Figure3(a)givesthepre�xesin the8-pre�x example
of [19], andFigure3(b)showsthecorresponding1-bit trie.
Thepre�xesin Figure3(a)arenumberedandorderedasin
[19].

The1-bit triesdescribedhereareanextensionof the1-
bit triesdescribedin [9]. Theprimarydifferencebeingthat
the1-bit triesof [9] arefor thecasewhenall keys(pre�x es)
have thesamelength.Notethat theheightof a 1-bit trie is

� �

�


 .
For any destinationaddress� , all pre�xes that match

� lie on the searchpathdeterminedby the bits of � . By
following this searchpath,we may determinethe longest
matching-pre�x, the �rst pre�x in the table that matches

� , aswell asthehighest-prioritymatching-pre�xin � �

�




time. Further, pre�xesmay be inserted/deletedin � �

�




time. Thememoryrequiredby the1-bit trie is � ���

�


 .

5Level numbersareassignedbeginningwith 0 for theroot level.

Original prefixes

P5=0*
P1=10*
P2=111*
P3=11001*
P4=1*
P6=1000*
P7=100000*
P8=1000000*

(a) 8-pre®x ex-
ampleof [19]

N0

N1

N21 N22

P5 P4

P1

P2

P3

P6

P7

P8

N31
N32

N41
N42

N5

N6

(b) Corresponding1-
bit trie

Figure 3. Pre�x es and corresponding 1­bit
trie

IPv4 backboneroutersmay have morethan100 thou-
sandpre�xes. Even though the pre�xes in a backbone
routermay have any lengthbetween0 and

�

, thereis a
concentrationof pre�xesat lengths16 and24, becausein
theearlydaysof the Internet,Internetaddressassignment
wasdoneby classes.All addressesin a classB network
have the same�rst 16 bits, while addressesin the same
classC network agreeon the �rst 24 bits. Addressesin
classA networksagreeon their �rst 8 bits. However, there
canbe at most256 classA networks (equivalently, there
canbeat most2568-bit pre�xesin a routertable).For our
backboneroutersthatoccurin practice[15], thenumberof
nodesin a 1-bit trie is between��� and �%� . Hence,in prac-
tice,thememoryrequiredby the1-bit-trierepresentationis

� ��� 
 .

2.4.2 Fixed-Stride Tries

Sincethetrie of Figure3(b)hasaheightof 6, asearchinto
this trie may make up to 7 memoryaccesses,oneaccess
for eachnodeon thepathfrom theroot to a nodeat level 6
of the trie. The total memoryrequiredfor the1-bit trie of
Figure3(b) is 20 units(eachnoderequires2 units,onefor
eachpair of (child, data)�elds).

When1-bit tries areusedto representIPv4 router ta-
bles, the trie heightmay be asmuchas31. A lookup in
sucha trie takesup to 32memoryaccesses.

Degermarket al. [3] andSrinivasanandVarghese[19]
have proposedthe useof �x ed-stridetries to enablefast
identi�cation of the longestmatchingpre�x in a routerta-
ble. The stride of a nodeis de�ned to be the numberof
bits usedat that nodeto determinewhich branchto take.
A nodewhosestride is � has ��� child �elds (correspond-
ing to the ��� possiblevaluesfor the � bits that areused)
and ��� data�elds. Sucha noderequires��� memoryunits.
In a �xed-stridetrie (FST),all nodesat thesamelevel have
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thesamestride;nodesatdifferentlevelsmayhavedifferent
strides.

Supposewewishto representthepre�xesof Figure3(a)
usinganFSTthathasthreelevels. Assumethatthestrides
are2, 3, and2. The root of the trie storespre�xeswhose
lengthis 2; thelevel onenodesstorepre�xeswhoselength
is 5 (2 + 3); and level threenodesstorepre�xes whose
lengthis 7 (2 + 3 + 2). Thisposesaproblemfor thepre�xes
of our example,becausethe lengthof someof thesepre-
�x esis differentfrom thestoreablelengths. For instance,
the lengthof P5 is 1. To getaroundthis problem,a pre�x
with a nonpermissiblelengthis expandedto the next per-
missiblelength.For example,P5= 0* is expandedto P5a=
00* andP5b= 01*. If oneof thenewly createdpre�xesis
a duplicate,naturaldominancerulesareusedto eliminate
all but oneoccurrenceof thepre�x. For instance,P4= 1*
is expandedto P4a= 10* andP4b= 11*. However, P1=
10* is to bechosenoverP4a= 10*, becauseP1is a longer
matchthanP4.So,P4ais eliminated.Becauseof theelim-
inationof duplicatepre�xesfrom theexpandedpre�x set,
all pre�xesaredistinct.Figure4(a)showsthepre�xesthat
resultwhenweexpandthepre�xesof Figure3 to lengths2,
5, and7. Figure4(b) shows thecorrespondingFSTwhose
heightis 2 andwhosestridesare2, 3, and2.

(3 levels)

00* (P5a)
01* (P5b)
10* (P1)
11* (P4)
11100* (P2a)

11001* (P3)
10000* (P6a)

11101* (P2b)
11110* (P2c)
11111* (P2d)

10001* (P6b)
1000001* (P7)
1000000* (P8)

Expanded prefixes

(a) Ex-
panded
pre®xes

00
01
10
11

100

110
111

101

001
010
011

000

100

110
111

101

001
010
011

000

00
01
10
11

P5

P3

P1
P4

P6
P6

P8
P7

P5

P2
P2
P2
P2

�

�
�
�
�

�

�

�
��

�

(b) Corresponding
®xedstridetrie

Figure 4. Pre�x expansion and �x ed­stride
trie

Sincethe trie of Figure 4(b) can be searchedwith at
most 3 memory references,it representsa time perfor-
manceimprovementover the 1-bit trie of Figure 3(b),
which requiresup to 7 memory referencesto perform a
search. However, the spacerequirementsof the FST of
Figure4(b) aremorethanthat of the corresponding1-bit
trie. For therootof theFST, weneed8 �elds or 4 units;the
two level 1 nodesrequire8 unitseach;andthelevel 3 node
requires4 units.Thetotal is 24memoryunits.

We may representthe pre�xesof Figure3(a) using a
one-level trie whoseroot hasa strideof 7. Using sucha
trie, searchescouldbeperformedmakinga singlememory
access.However, theone-level trie wouldrequire��� � �)��&

memoryunits.
For IPv4 pre�x sets,Degermarket al. [3] proposethe

useof a three-level trie in which thestridesare16, 8, and
8. They proposeencodingthe nodesin this trie usingbit
vectorsto reducememoryrequirements.Theresultingdata
structurerequiresat most12 memoryaccesses.However,
insertsanddeletesarequite expensive. For example,the
insertionof the pre�x 1* changesup to �

���

entriesin the
trie's root node. All of thesechangesmay propogateinto
thecompactedstorageschemeof [3].

Lampsonet al. [10] have proposedthe useof hybrid
datastructurescomprisedof a stride-16root andanauxil-
iary datastructurefor eachof thesubtriesof thestride-16
root. This auxiliary datastructurecould be the end-point
arrayof Section2.2(sinceeachsubtrieis expectedto con-
tain only a small numberof pre�xes, the numberof end
pointsin eachend-pointarrayis alsoexpectedto bequite
small).An alternativeauxiliarydatastructuresuggestedby
Lampsonet al. [10] is a 6-way searchtreefor Ipv4 router
tables. In the caseof these6-way trees,the keys are the
remainingup to 16 bits of thepre�x (recall that thestride-
16 root consumesthe �rst 16 bits of a pre�x). For IPv6
pre�xes,amulticolumnschemeis suggested[10]. Noneof
theseproposedstructuresis suitablefor adynamictable.

In the �xed-stride trie optimization(FSTO) problem,
wearegivenaset � of pre�xesandaninteger

�

. Weareto
selectthestridesfor a

�

-levelFSTin suchamannerthatthe
�

-level FSTfor thegivenpre�xesusesthesmallestamount
of memory.

For some � , a
�

-level FST may actuallyrequiremore
spacethana (

�
�

� )-level FST. For example,when � =
00*, 01*, 10*, 11*, theunique1-level FSTfor � requires
4 memoryunitswhile theunique2-level FST(which is ac-
tually the1-bit trie for � ) requires6 memoryunits. Since
thesearchtime for a (

�
�

� )-level FSTis lessthanthatfor
a

�

-level tree,we wouldactuallyprefer(
�

�

� )-level FSTs
that take less(or even equal)memoryover

�

-level FSTs.
Therefore,in practice,wearereally interestedin determin-
ing thebestFSTthatusesat most

�

levels(ratherthanex-
actly

�

levels). Themodi�ed MSTO problem(MFSTO) is
to determinethebestFSTthatusesat most

�

levelsfor the
givenpre�x set � .

Let � bethe1-bit trie for thegivensetof pre�xes,and
let � be any

�

-level FST for this pre�x set. Let �=� , �
��� ,
�����

� be the stridesfor � . We shall saythat level 0 of �

coverslevels 
�� �
�
� � �
�

�

� of � , andthatlevel  , 

�

 
�

�

of � coverslevels � � �
�
� �
	 of � , where �
���

�
�

�

�

�

� and
	

���

�

�

�

�

�

� . So,level 0 of theFSTof Figure4(b)covers
levels0 and1 of the1-bit trie of Figure3(b). Level 1 of this
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FSTcoverslevels2,3, and4 of the1-bit trie of Figure3(b);
andlevel 2 of this FST coverslevels 5 and6 of the 1-bit
trie. Weshallreferto levels ��� � �

�

�

�

� , 
 � 
 �

�

asthe
expansionlevelsof � . Theexpansionlevelsde�ned by the
FSTof Figure4(b)are0, 2, and5.

Let �

�

����� ��& 
 be the numberof nodesat level & of the
1-bit trie � . For the 1-bit trie of Figure3(a), �

�

��������
��

"�
 = ! � � � � ���	���	��� � � �2$ . The memory requiredby � is
�

���

�

�

�

�

� �������

�




�

� ��� . For example,thememoryrequired
by theFSTof Figure4(b) is �

�

� ������
�


�

�

)

; �

�

����� � � 


�

�

�

; �

�

����� � � 


�

�

) = 24.
Let

�

�� �#	 
 bethecostof thebestFSTthatusesat most
	 expansionlevels.A simpledynamicprogrammingrecur-
rencefor

�

is [15]:
�

�� �#	 
 � 	�

�

/����
�

�����

�
�

���

�

�

� ( �#	

�

�)
�;

�

�

� ����� ( ; �)


�

�

�
�
/

�

�7 ���
���	 � � (1)
�

�

�

� ��	 

�


 and
�

�
 � � 

�

�

�

���

�( ���
 (2)

Let � �
  ��	 
 , 	 ��� , bethesmallest( thatminimizes
�

� ( �#	

�

� 
�; �

�

� ����� ( ; � 


�

�

�
�
/

�

in Equation1.

Theorem1 [Sahni and Kim [15]] � �� � 
 �

�

�

� 
2! � �� �

�


�� ( � #
�

� �
 

�

� �

�


 � � �
 �

�
�

�)


�

$7�

Theorem1 resultsin analgorithmto compute
�

�

� �

� �

�


 in � �

�
�

)


 . Using the computed � values, the
stridesfor the OFST that usesat most

�

expansionlev-
els may be determinedin an additional � �

�


 time. Al-
though the resulting algorithm has the sameasymptotic
complexity as doesthe optimization algorithm of Srini-
vasanandVarghese[19], experimentsconductedby Sahni
andKim [15] usingreal IPv4 pre�x-data-setsindicatethat
thealgorithmbasedonTheorem1 runs2 to 4 timesasfast.

2.4.3 Variable-Stride Tries

In avariable-stridetrie (VST) [19], nodesat thesamelevel
mayhavedifferentstrides.Figure5 showsatwo-levelVST
for the1-bit trie of Figure3. Thestridefor therootis 2; that
for theleft child of theroot is 5; andthatfor theroot'sright
child is 3. Thememoryrequirementof thisVST is 4 (root)
+ 32(left child of root)+ 8 (right child of root)= 44.

SinceFSTsarea specialcaseof VSTs,thememoryre-
quiredby thebestVST for agivenpre�x set � andnumber
of expansionlevels

�

is lessthanor equalto that required
by the bestFST for � and

�

. Despitethis, FSTsmay be
preferredin certainrouter applications“becauseof their
simplicity andslightly fastersearchtime” [19].

Let 	 -VST be a VST that hasat most 	 levels. Let
��� � ��� ��	 
 be the cost (i.e., memoryrequirement)of the

00
01
10
11

100

110
111

101

001
010
011

000
00001
00010

00000

00100

00110
00111

00101

00011

P5

P3

P1
P4

P8
P7

P5

P2
P2
P2
P2

�

�
�

11100
11101
11110
11111 �

�
�
�

P6
P6
P6
P6
P6
P6

......

Figure 5. Two­level VST for pre�x es of Fig­
ure 3(a)

best 	 -VST for a 1-bit trie whoseroot is � . Nilssonand
Karlsson[14] proposea greedyheuristicto constructop-
timal VSTs. They call the resultingVSTsLC-tries (level-
compressedtries). An LC-tries obtainedfrom a 1-bit trie
by replacingfull subtriesof the1-bit trie by singlemulti-
bit nodes.This replacementis doneby examiningthe1-bit
trie top to bottom(i.e., from root to leaves).Srinivasanand
Varghese[19], have obtainedthe following dynamicpro-
grammingrecurrencefor ��� � ��� ��	 
 .

��� � ��� �#	 

� 	�

�

�

���

������� ��� �"!

$$#

�&%('
)�*+�

�
�

�

;

,

-

�/.10

'$)2*

��� � � � �#	

�

�)


�

� 	 � � (3)

where 3

�

��� 
 is thesetof all descendentsof � thatareat
level � of � . For example,3

�

��� 
 is thesetof childrenof
� and 3

)
��� 
 is thesetof grandchildrenof � . 8 � &7698 � ��� 


is the maximumlevel at which the trie rootedat � hasa
node. For example,in Figure3(b), the heightof the trie
rootedat N1 is 5. When 	

�
� ,

��� � ��� � �)

�

�

�#� �"!

$$#

�4%('$)2*

(4)

SrinivasanandVarghese[19], describea way to deter-
mine ��� � � � �

�


 usingEquations3 and4. Thecomplexity
of theiralgorithmis � ���

�

�

)

�

�


 , where� is thenumber
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of pre�xes in � and
�

is the length of the longestpre-
�x. By modifying theequationsof SrinivasanandVargh-
ese[19] slightly, SahniandKim [16] areableto compute

��� � ��� �

�


 in � � (

� �


 time, where ( is the numberof
nodesin the1-bit trie. Since( � � ��� 
 for realisticrouter
pre�x sets,the complexity of our algorithm is � ���

� �


 .
Let

��� � ��� � � �#	 
 �

,

-

�/.10

'$)2*

��� � � � �#	 
 �;� ��
�� 	 � � �

andlet ��� � ��� ��
 �#	 
 � ��� � ��� �#	 
 . FromEquations3 and
4, it follows that:

��� � ��� �	
���	 
 � ( &��

�

���

������� ��� �"!

$ #

�4%('$)2*��

� �

�

;

��� � ��� � � ��	

�

�)


�

� 	 ��� (5)

and

��� � ��� ��
�� � 

�

�

��� �"!

$ #

�4%('$)2*

� (6)

For � ��
 and 	 � � , weget

��� � ��� � � ��	 

�

,

-

�/. 0

'
)�*

��� � � � ��	 


�
��� � � � �����

�

8 &���� ��� 
 � �

�

� ��	 


; ��� � ��� &7698 �

�

8 &���� ��� 
 � �

�

� �#	 
 � (7)

For Equation7, weneedthefollowing initial condition:

��� � ��� 
�� � �

�

�

�



�


 (8)

With theassumptionthatthenumberof nodesin the1-
bit trie is � ��� 
 , weseethatthenumberof ��� � �

�

�

�

�

�


 val-
uesis � ���

�
�


 . Each��� � �

�

�

�

�

�


 valuemaybecomputed
in � � �)
 timeusingEquations5 through8 providedthe ��� �

valuesarecomputedin postorder. Therefore,wemaycom-
pute ��� � ��� �

�



�

��� � ��� ��
 �

�


 in � ���

�
�


 time. Our
algorithmrequires � �

�

)

�


 memoryfor the ��� � �

�

�

�

�

�




values.To seethis,noticethattherecanbeat most
�

; �

nodes � whose ��� � ��� �

�

�

�


 valuesmust be retainedat
any giventime,andfor eachof theseatmost

�

; � nodes,
� �

�
�


 ��� � ��� �

�

�

�


 valuesmust be retained. To deter-
mine the optimal strides,eachnodeof the 1-bit trie must
store the stride � that minimizesthe right side of Equa-
tion 5 for eachvalue of 	 . For this purpose,each1-bit
trie nodeneeds� �

�


 space.Sincethe1-bit trie has � ��� 


nodesin practice,the memoryrequirementsof the 1-bit
trie are � ���

�


 . The total memoryrequiredis, therefore,
� ���

�

;

�

)

�


 .
In practice,we maypreferanimplementationthatuses

considerablymore memory. If we associatea cost array
with eachof the � ��� 
 nodesof the 1-bit trie, the mem-
ory requirementincreasesto � ���

�
�


 . The advantageof

this increasedmemoryimplementationis that theoptimal
stridescan be recomputedin � �

�

)

�


 time (rather than
� ���

� �


 ) following eachinsertor deleteof a pre�x. This
is sobecause,the ��� � ��� �

�

�

�


 valuesneedberecomputed
only for nodesalongtheinsert/deletepathof the1-bit trie.
Thereare � �

�


 suchnodes.
Fasteralgorithmsto determineoptimal2- and3-VSTs

alsoaredevelopedin [16].

2.5 Binary Search Trees

SahniandKim [17] proposetheuseof a collectionof
red-blacktreesto determine��������� 
 . The CRBT com-
prisesa front-enddatastructurethat is called the binary
interval tree(BIT) anda back-enddatastructurecalleda
collectionof pre�x trees(CPT).For any destinationaddress

� , de�ne thematching basicinterval to bea basicinterval
with the propertythat 	)$ � � � 	 $

��� (notethat some � s
have two matchingbasicintervals).

The BIT is a binary searchtree that is usedto search
for a matchingbasicinterval for � . TheBIT comprisesin-
ternalandexternalnodesandthereis oneinternalnodefor
each 	

$ . Sincethe BIT has � internalnodes,it has � ; �

externalnodes.The�rst andlastof these,in inorder, have
no signi�cance. The remaining �

�

� external nodes,in
inorder, representthe �

�

� basicintervalsof thegivenpre-
�x set. Figure6(a) givesa possible(we saypossiblebe-
cause,any red-blackbinarysearchtreeorganizationfor the
internalnodeswill suf�ce) BIT for our � ve-pre�x exam-
ple of Figure2(a). Internalnodesareshown asrectangles
while circlesdenoteexternalnodes. Every externalnode
hasthreepointers:startPointer, �nishPointer, andbasicIn-
tervalPointer. For anexternalnodethatrepresentsthebasic
interval ! 	 $��#	 $

���

$ , startPointer (�nishPointer) pointsto the
headernodeof thepre�x tree(in theback-endstructure)for
thepre�x (if any) whoserangestartand�nish pointsare 	

$

( 	
$

��� ). Notethatonly pre�xeswhoselengthis
�

canhave
this property. basicIntervalPointer pointsto a pre�x node
in a pre�x treeof the back-endstructure. In Figure6(a),
the labelsin theexternal(circular)nodesidentify the rep-
resentedbasicinterval. Theexternalnodewith r1 in it, for
example,hasabasicIntervalPointerto therectangularnode
labeledr1 in thepre�x treeof Figure6(b).

For eachpre�x and basic interval, # , de�ne �:� # � � #%


to be the smallestrangepre�x (i.e., the longestpre�x)
whoserangeincludesthe rangeof # . For the exampleof
Figure 2(a), the �:� # � ��
 valuesfor the basic intervals 	 �

through	

�

are,respectively, � � , � � , � � , � � , �4" , � � , and
� � . Noticethatthenext valuefor therange! 	

$
��	

$

���

$ is the
sameasthe“ � ” valuefor 	

$ in Figure2(b), � � &
�

� . The
�:� # � � 
 valuesfor thenontrivial pre�xes � � through �4" of
Figure2(a)are,respectively, “-”, � � , � � , and � � .

Theback-endstructure,which is a collectionof pre�x
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Figure 6. CBST for Figure 2(a). (a) base inter ­
val tree (b) pre�x tree for � � (c) pre�x tree for

� � (d) pre�x tree for � � (e) pre�x tree for �4"

(f) pre�x tree for � �

trees(CPT),hasonepre�x treefor eachof thepre�xesin
the router table. Eachpre�x treeis a red-blacktree. The
pre�x treefor pre�x � comprisesa headernodeplus one
node,calledapre�x node, for everynontrivial pre�x or ba-
sic interval # suchthat �:� # � � #%


�
� . The headernode

identi�es thepre�x � for which this is thepre�x tree.The
pre�x treesfor eachof the � ve pre�xesof Figure2(a)are
shown in Figures6(b)-(f). Notice that pre�x treesdo not
have external nodesand that the pre�x nodesof a pre�x
treestorethestartpoint of the rangeor pre�x represented
by thatpre�x node.In the�gures, thestartpointsof theba-
sic intervalsandpre�xesareshown insidethepre�x nodes
while thebasicinterval or pre�x nameis shown outsidethe
node.

The searchfor ��������� 
 begins with a searchof the
BIT for the matchingbasic interval for � . Supposethat
external node � of the BIT representsthis matchingba-
sic interval. Whenthe destinationaddressequalsthe left
(right) end-pointof the matchingbasicinterval andstart-
Pointer (�nishPointer) is not null, ����������
 is pointedto
by startPointer (�nishPointer). Otherwise,the back-end
CPTis searchedfor ��������� 
 . Thesearchof theback-end
structurebeginsat thenode � � 	 �0� &���� � ����	�� �0� �

�

&�� ����	 . By
following parentpointersfrom � � 	 �+� &����%� ����		���0� �

�

& � ����	 ,
wereachtheheadernodeof thepre�x treethatcorresponds
to ��������� 
 .

When a CRBT is used, ��������� 
 may be found in
� ��
���� � 
 time. Insertsanddeletesalsotake � ��
���� � 
 time
when a CRBT is used. In [18], Sahniand Kim propose
analternativeBIT structure(ABIT) thathasinternalnodes

only. Although the ABIT structureincreasesthe memory
requirementsof the router table, the time to search,in-
sert,anddeleteis reducedby a constantfactor[18]. Suri
et al. [20] have proposeda B-tree datastructurefor dy-
namic router tables. Using their structure,we may �nd

��������� 
 in � ��
���� � 
 time. However, inserts/deletestake
� �

�


����;� 
 . When
�

bits �t in � � �)
 words (as is the
casefor IPv4 andIPv6 pre�xes)logical operationson

�

-
bit vectorscanbedonein � � � 
 timeeach.In this case,the
schemeof [20] takes � �

�

; 

���;� 
 time for anupdate.
Severalresearchers([1, 8, 5, 18], for example),havein-

vestigatedroutertabledatastructuresthataccountfor bias
in accesspatterns.Gupta,Prabhakar, andBoyd [8], for ex-
ample,proposetheuseof ranges.They assumethataccess
frequenciesfor therangesareknown, andthey constructa
bounded-heightbinary searchtreeof ranges.This binary
searchtreeaccountsfor the known rangeaccessfrequen-
ciesto obtainnear-optimalIP lookup.Althoughthescheme
of [8] performsIP lookupin near-optimaltime,changesin
theaccessfrequencies,or theinsertionor removal of apre-
�x requireus to reconstructthe datastructure,a taskthat
takes � ���?

��� � 
 time.

Ergunet al. [5] userangesto developa biasedskip list
structurethatperformslongestpre�x-matchingin � ��

��� � 


expectedtime. Their schemeis designedto give goodex-
pectedperformancefor bursty6 accesspatterns”. The bi-
asedskip list schemeof Ergunetal. [5] permitsinsertsand
deletesin � ��
���� � 
 timeonly in theseverelyrestrictedand
impracticalsituationwhenall pre�xes in the router table
areof the samelength. For the moregeneral,andpracti-
cal, casewhenthe router tablecomprisespre�xesof dif-
ferent length, their schemetakes � ��� 
 expectedtime for
eachinsertanddelete.SahniandKim [18] extendthebi-
asedskip lists of Ergun et al. [5] to obtain a biasedskip
lists structurein which longestpre�x-matchingaswell as
insertsanddeletestake � ��
���� � 
 expectedtime. They also
proposea splaytreeschemefor burstyaccesspatterns.In
thisscheme,longestpre�x-matching,insertanddeletehave
an � ��

��� � 
 amortizedcomplexity.

2.6 Priority Search Trees

A priority-searchtree (PST) [13] is a data structure
that is used to representa set of tuples of the form

�

�

��
 � �

�

��
����	� ��� ��
 , where
�

��
%� � 
 ,
�

��
�� � 
 , andno
two tupleshave the same

�

��
%� value. The datastructure
is simultaneouslya min-treeon

�

��
�� (i.e., the
�

��
�� value
in eachnodeof the tree is � the

�

��
�� value in eachde-

6In a bursty accesspatternthe numberof different destinationad-
dressesin any subsequenceof � packets is 3 3�� . That is, if the desti-
nationof thecurrentpacket is ' , thereis a high probability that ' is also
the destinationfor one or more of the next few packets. The fact that
Internetpacketstendto beburstyhasbeennotedin [2, 11], for example.
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scendentnode)anda searchtreeon
�

��
%� . Therearetwo
commonPSTrepresentations[13]:

1. In a radix priority-sear ch tr ee(RPST),theunderly-
ing treeis a binaryradix treeon

�

��
%� .

2. In ared-blackpriority-sear ch tr ee(RBPST),theun-
derlyingtreeis a red-blacktree.

McCreight[13] hassuggesteda PSTrepresentationof
a collectionof rangeswith distinct �nish points. This rep-
resentationusesthefollowing mappingof a range	 into a
PSTtuple:

�

�

��
 � �

�

��
����	� ��� ��
 � � � &�� &��=8 ��	 
 � �'� ��	�� ��	 
 �	� ��� ��
 (9)

where ����� � is any information (e.g., next hop) associ-
atedwith the range. Eachrange 	 is, thereforemapped
to a point ( � � � ��	 


�
� # � 
�


�
�

�

� 
%� �

�

��
�� 

�

� � & � &��=8 ��	 
 � ��� ��	�� ��	 
�
 in 2-dimensionalspace.
Let 	 ����60������� 
 be thesetof rangesthatmatch � . Mc-

Creight[13] hasobservedthatwhenthemappingof Equa-
tion 9 is usedto obtain a point set �

�
( � � � ��� 
 from

a range set � , then 	 ����6+��������
 is given by the points
that lie in the rectangle(including points on the bound-
ary) de�ned by #

�

!��4%

�
� , #��

$$#

�4%

� � , 


%��	�

�
� ,

and 
�


��% %��

/
�


 . These points are obtained using
the method ��� 
 ( ��	 �������6�	�.� ����6+��� � #

�

!��4%

��#
�

$ #

�4%

� 


%��	�


 =
��� 
 ( ��	 �������4�	�.� ����6+��� ��� �

�
��� 
 of a PST( 





��% %��

/ is im-
plicit andis always 
 ).

WhenanRPSTis usedto representthepointset � , the
complexity of

��� 
 ( ��	 �������4�	�.� ����6+��� � #

�

!��4%

��#
�

$ #

�4%

� 


%����




is � ��

��� ( ��#�
 ; �)
 , where ( ��#�
 is the largest # value
in � and � is the numberof points in the query rectan-
gle. Whenthe point set is representedasan RBPST, this
complexity becomes� ��

��� � ; �)
 , where �

�
� ��� . A

point � # � 
�
 (and hencea range ! 
 ��# $ ) may be inserted
into or deletedfrom an RPST(RBPST)in � ��

��� ( ��#�
 


( � ��

��� � 
 ) time [13].
Let � bea setof pre�x ranges.For simplicity, assume

that � includesthe rangethat correspondsto the pre�x
*. With this assumption,��������� 
 is de�ned for every � .
One may verify that ����������
 is the pre�x whoserange
is ! ( ��#�� � ��	�� ��	 ����6+��������
�
 � ( &�� � &�� &��=8 ��	 ����60������� 
 
�$ (Lu
and Sahni [12] show that � must contain such range).
To �nd this range easily, we �rst transform �

�

( � � � � � 
 into a point set ��	 ��� ���

�

	)( � � � 
 so that no
two points of ��	)��� ���

�

	)( ��� � 
 have the same # -value.
Then, we represent��	 � � ���

�

	)( � � � 
 as a PST. For ev-
ery ��# � 
�
�� � , de�ne ��	 ��� ���

�

	)( ��� # � 
�

�

� #�� � 
�� 

�

� ��� #

�


 ; ���

�

� � 
�
 . Then, ��	)��� ���

�

	)( ��� � 

�

�
��	)��� ���

�

	)( ��� # � 
�
�� � # � 
�
�� �

� .

We see that 
 � #�� � �

)

� for every
��#�� � 
�� 
�� ��	 � � ���

�

	)( � � � 
 and that no two points in
��	 ��� ���

�

	 ( � � � 
 have the same#�� -value. Let ��� � � � � 


bethePSTfor ��	 ��� ���

�

	 ( � � � 
 . Theoperation

��� 
 ( ��	 �������4�	�.� ����6+��� ���

�

�

�

�?; �

�

�

� � � ��� 


performedon ��� � � yields 	 ����60������� 
 . To �nd ����������
 ,
we employ the

( &���
 &��:�4�	�.� ����60� � � #

�

!��4%

� #�� $$#

�&%

� 


%��	�




operation,which determinesthe point in the de�ned rect-
anglethathastheleast# -value.It is easyto seethat

( &���
 &��:�4�	�.� ����60� ��� �

�

�

�

�?; �

�

�

� � � �	��


performedon ��� � � yields ��������� 
 .
To insert the pre�x whoserangein ! 
 � �%$ , we insert

��	 ��� ���

�

	 ( � ��( � � � �#! 
 � � $ 
�
 into ��� � � . In casethis pre-
�x is alreadyin ��� � � , we simply updatethe next-hop
information for this pre�x. To deletethe pre�x whose
rangeis ! 
 � �%$ , wedelete��	 ��� ���

�

	)( ��� ( �4� � ��! 
 � � $ 
�
 from
��� � � . Whendeletinga pre�x, we musttake carenot to
deletethe pre�x *. Requeststo deletethis pre�x should
simply result in settingthe next-hop associatedwith this
pre�x to � .

Since,( &���
 &��:�4���2� � ��6+��� , insert,anddeleteeachtake
� �

�


 ( � ��

��� � 
 ) timewhen ��� � � is anRPST(RBPST),
��� � � provides a router-table representationin which
longest-pre�x matching,pre�x insertion,andpre�x dele-
tion canbedonein � �

�


 timeeachwhenanRPSTis used
andin � ��

��� � 
 timeeachwhenanRBPSTis used.

3 Most-Speci®c-RangeMatching

Let ( �'	���� 
 bethemost-speci�crangethatmatchesthe
destinationaddress� . For statictables,wemaysimplyrep-
resentthe � rangesby theup to ���

�

� basicintervalsthey
induce. For eachbasicinterval, we determinethe most-
speci�c rangethatmatchesall pointsin theinterval. These
up to ���

�

� basicintervals may then be representedas
up to "%�

�

� pre�xes[6] with thepropertythat ( �'	���� 
 is
uniquelydeterminedby ����������
 . Now, we mayuseany
of the earlierdiscusseddatastructuresfor static tablesin
which the�lters arepre�xes.In this section,therefore,we
discussonly thosedatastructuresthat aresuitablefor dy-
namictables.

3.1 NonintersectingRanges

Let � be a set of nonintersectingranges. For
simplicity, assumethat � includes the range � that
matches all destination addresses( �

�
! 
�� �

�

)

�
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��$ in the case of IPv4). With this assumption,
( �'	 ����
 is de�ned for every � . Similar to the case
of pre�xes, for nonintersectingranges, ( �'	���� 
 is the
range ! ( ��#�� � � 	�� ��	)����6+��� ����
�
 ��( &�� � &�� &�� 8 ��	 ����6+��������
�
�$

(Lu and Sahni [12] show that � must contain such a
range). We may use ��� � � ����	)��� ���

�

	)( ��� ( � � � � � 
 
 
 to
�nd ( ��	�����
 using the samemethod describedin Sec-
tion 2.6to �nd ��������� 
 .

Insertionof a range	 is to be permittedonly if 	 does
not intersectany of therangesof � . Oncewehaveveri�ed
this,wecaninsert 	 into ��� � � asdescribedin Section2.6.
Rangeintersectionmaybeveri�ed by notingthatthereare
two casesfor rangeintersection.Wheninserting	 � ! 
 � �%$ ,
we needto determineif � � � ! # � 
�$ � �=! 
 � # � � �


�� # � 
 � 
 � � $ . We seethat � � � � ! # � 
 � 
 � � $

if f ( � � � ��� 
 hasat leastonepoint in therectanglede�ned
by #

�

! �&%

�

 , #��

$$#

�&%

�
�

�

� , and 


%��	�

�



�

� (recallthat

�


� % %��

/
�


 by default). Hence,� � � �=! #
�


 � 

�

� $

if f ( &���
 &��:�4���2� � ��6+��� � ��� 


�

��


�

�)
>; ���

�

� �	��� � �

�

�)
�; ���

�

� ��


�

�)
 existsin PST1.
To verify � � � �=! 


�
# � �

�

�$ , map the

rangesof � into 2-dimensionalpointsusingthemapping,
( � � ����	 


�
� ��� ��	�� ��	 
 �	���

�

�

�

� &�� &�� 8 ��	 
�
 . Call the
resulting set of mappedpoints ( � � � ��� 
 . We seethat

� � � �=! 

�

# � �
�


�$ if f ( �4�%��� � 
 hasat leastone
point in therectanglede�nedby #

�

! �&%

�

 ; � , #��

$$#

�4%

�
� ,

and 


%��	�

�
�����

�

�)


�

�

�

� . To verify this,wemaintaina
secondPST, ��� ��� of pointsin ��	 ��� ���

�

	)( ����( � � � ��� 
 
 ,
where ��	 ��� ���

�

	 ( ����# � 
�

�

� ��� # ; 
 � 
�
 Hence, � � �

�=! 

�

# � �
�


�$ if f ( &���
 &��:�4���2� � ��6+��� � ��� ��
 ;

�)
 �	��� �?; �����

�

� 


�

�

�

� � �����

�

� 


�

�

�

� 
 exists.
To deletea range	 , we mustdelete	 from both ��� � �

and ��� ��� . Deletionof a rangefrom a PSTis similar to
deletionof a pre�x asdiscussedin Section2.6.

Thecomplexity of theoperationsto �nd ( �'	���� 
 , insert
a range,anddeletea rangearethe sameasthat for these
opertionsfor thecasewhen � is a setof rangesthatcorre-
spondto pre�xes.

3.2 Con�ict­Fr eeRanges

Therangeset � hasa con�ict if f thereexistsadestina-
tion address� for which 	 ����6+��������
 �

�
��� ( ��	�����


�
� .

� is con�ict fr eeif f it hasno con�ict. Notice that setsof
pre�x rangesandsetsof nonintersectingrangesarecon�ict
free.Thetwo-PSTdatastructureof Section3.1maybeex-
tendedto thegeneralcasewhen � is anarbitrarycon�ict-
freerangeset.Onceagain,we assumethat � includesthe
range� thatmatchesall destinationaddresses.��� � � and

��� � � arede�ned for the rangeset � as in Sections2.6
and3.1.

Sahni and Lu [12] have shown that when
� is con�ict free, ( �'	 ����
 is the range

! ( ��#
� � ��	�� ��	 � ��6+������� 
 
 ��( &�� � &�� &��=8 ��	)����6+��� ����
�
�$ .
Hence, ( ��	�����
 may be obtained by performing the
operation

( &���
 &��:�4�	�.� ����60� ��� �

�

�

�

�?; �

�

�

� � � �	��


on PST1. Insertionand deletionare complicatedby the
needto verify that the addition or deleteionof a range
to/from a con�ict-free rangeset leavesbehinda con�ict-
free rangeset. To performthis checkef�ciently , Lu and
Sahni[12] augment��� � � and ��� � with a representation
for thechainsin thenormalizedrange-set,� �

	)( � � 
 , that
correspondsto � . Thisrequirestheuseof severalred-black
trees.Thereaderis referredto [12] for adescriptionof this
augmentation.

Theoverallcomplexity of theaugmenteddatastructure
of [12] is � ��

��� � 
 for eachoperationwhen ��� ��� � sare
usedfor ��� � � and ��� ��� . When � ��� � s areused,the
searchcomplexity is � �

�


 andtheinsertanddeletecom-
plexity is � �

�

; 

���;� 
 = � �

�


 .

4 Conclusion

We have reviewed the various data structuresthat
have beenproposedfor longest-pre�xmatchingandmost-
speci�c-rangematchingin both staticanddynamicrouter
tables. Although data structuresfor maximum-priority
matchingmay be used�nd ��������� 
 and ( �'	���� 
 by set-
ting therule priority equalto thepre�x length(in thecase
whenthe�lters arepre�xes)or to thenegativeof therange
size (in casethe �lters are ranges),thesedatastructures
havenotbeenconsideredhere,becausetheperformanceof
maximum-prioritydatastructuresis inferior to thatof data
structuresdesignedspeci�cally for the longest-matching
pre�x andmost-speci�c-rangematchingproblems.Table1
summarizestheperformancecharacteristicsof variousdata
structuresfor the longestmatching-pre�x problem. Data
structuresfor maximum-prioritymatchingaredevelopedin
[6, 7].
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