CNT 5410 Computer & Network Security
1. Catalog Description 
CNT 5410: Computer and Network Security (3) 
Issues, analysis, and solutions. Viruses, worms, logic bombs, 


network attacks, covert channels, steganography, cryptology, 
authentication, digital signatures, electronic commerce..
2. Pre-requisites: COP 3530, COT 5405, COP 4600
3. Course Objectives


We will study information and communication security in 


computer systems and networks.  Both information flow and 


information integrity policies will be considered.  Topics will 


include authentication, protection, security models, cryptography, 


applications, and public policy, along with case studies.

4. Instructor: R. E. Newman

a. Office location: CSE-E346

b. Telephone: 352-450-3444

c. E-mail address: nemo at cise dot ufl dot edu

d. Web site: http://www.cise.ufl.edu/~nemo/security/

e. Office hours: TR 4th and 7th periods

5. Teaching Assistant: Min Chen

a. Office location: CSE-E309

b. Telephone: 

c. E-mail address: minchen dot ufl at gmail dot com 

d. Office hours: M 3-5 pm, WF 3-4 pm

6. Meeting Times: T 8th and 9th, R 9h periods

7. Class/laboratory schedule: N/A

8. Meeting Location: CSE-E118 (EDGE Studio B)

9. Material and Supply Fees: N/A

10. Textbooks Required: 


Stallings, Cryptography & Network Security,  Prentice Hall


Pfleeger, Security in Computing,  Pearson Education

11. Recommended:


Kaufman, Perlman, and Speciner, Network Security 2/e, 



Pearson Education 2002 
ISBN: 9780130460196;


Schneier, Applied Cryptography, John Wiley & Sons


Garfinkel, Practical Unix & Internet Security, O'Reilly

12. Course Outline: 


Introduction to Computer Security/History, case studies


Risk Analysis and Security Planning


Compsec and Access Controls


Program Security - Trojan Horses, Viruses, Worms


Security Policies and Models


Trusted Systems and the TCSEC (Orange Book)


Common Criteria


Comsec, Cryptography, Hashing


Encryption-based Protocols


Authentication/PKI


Network Security 


Legal and Social Issues in Computer Security

13. Attendance and Expectations 

Attendance is required, but tapes are available for 

viewing through EDGE.  Late arrivals are expected to enter 

discretely and avoid interfering with the cameras.  

Cell phones and pagers must be silent during class.  

Reading emails, facebook, etc. is appropriate at some other time.

You must attend and participate if you want a recommendation

from me at some later time.  Students repeatedly disturbing the class with tardy entry, etc. will have points deducted from their participation grade.  

Questions are encouraged - raise your hand to be 

recognized.  Try to formulate the question before asking it, 

and wait to see if it is answered in a few minutes so we can 

maintain flow.  Lengthy discussions will be deferred to 

office hours.

Students are required to check the class web pages 

at least three times a week (MWF) for announcements/updates.  

While we will not check that you do this, the web pages are 

the authoritative source of information for the class, and 

to obtain this information in a timely manner, you will want 

to visit often.

Exams must be your own work.  You are encouraged to 

discuss the class materials outside of class with your fellow 

students.

14. Grading

1. Examinations (5th, 10th, and 15th weeks)

20% each

2. Project





20%

3. Quizzes and participation



20%

The lowest quiz grade will be dropped, and there will be no make-ups.  

Regrade requests: we grade carefully the first time, but if you find 

an error in grading or believe that you deserve more credit 

for an answer, you must submit a regrade request via email 

to the TA and to me justifying your request within two weeks 

from the time that the graded material was returned to the 

class.  The email must include the specific part(s) that you 

desire to have regraded and why you believe your answer 

deserves more credit.

15. Grading Scale 

Grading is on the curve.  Quizzes and exams should be at least 50% for an average grade.  

16. Make-up Exam Policy – see the instructor if you have a valid excuse for missing an examination.

17. Honesty Policy – All students admitted to the University of Florida have signed a statement of academic honesty committing themselves to be honest in all academic work and understanding that failure to comply with this commitment will result in disciplinary action. This statement is a reminder to uphold your obligation as a UF student and to be honest in all work submitted and exams taken in this course and all others.

18. Accommodation for Students with Disabilities – Students Requesting classroom accommodation must first register with the Dean of Students Office.  That office will provide the student with documentation that he/she must provide to the course instructor when requesting accommodation.  

19. UF Counseling Services – Resources are available on-campus for students having personal problems or lacking clear career and academic goals.  The resources include:
     - University Counseling Center, 301 Peabody Hall, 392-1575, Personal and 
Career Counseling.
     - SHCC mental Health, Student Health Care Center, 392-1171, Personal and 
Counseling.
     - Center for Sexual Assault/Abuse Recovery and Education (CARE), Student 
Health Care Center, 392-1161, sexual assault counseling.
     - Career Resource Center, Reitz Union, 392-1601, career development 


 assistance and counseling.

20. Software Use – All faculty, staff and student of the University are required and expected to obey the laws and legal agreements governing software use.  Failure to do so can lead to monetary damages and/or criminal penalties for the individual violator.  Because such violations are also against University policies and rules, disciplinary action will be taken as appropriate.  We, the members of the University of Florida community, pledge to uphold ourselves and our peers to the highest standards of honesty and integrity.  

