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Abstract

This paper gives a mathematical model for prevention
of traffic analysis in network security and suggests an
approach for prevention of unauthorized release of in-
formation concerning traffic patterns. The model as-
sumes that an eavesdropper may read the contents of
all links, including the source and destination, and
that all countermeasures are performed at the trans-
port layer. The goal of the countermeasures is to pre-
vent the eavesdropper from gaining any useful infor-
mation regarding the traffic patterns in a cost efficient
and feasible manner. Countermeasures performed at
the transport level include encryption, a limited form
of message rerouting, delaying messages, and send-
ing dummy messages as needed within resource capac-
ities. By formulating the problem in terms of systems
of equalities and systems of inequalities, linear pro-
gramming methods may be used to find solutions to
the traffic analysis security problem.

1 Introduction

One of the goals of communication security is the pre-
vention of traffic analysis, by which an intruder may
deduce important information from the mere presence
of message traffic in a network [5][9][12][6][7]. This in-
formation may yield clues as to the activity or inten-
tions of unsuspecting network users, or may provide a
covert channel for communication from an accomplice
within the system. Traffic analysis countermeasures
must mask the amount and nature of traffic between
origin-destination pairs within the network. The pre-
cision with which an intruder can analyze these traffic
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patterns determines the amount of information that
he can gain from the analysis [15].

Most previous work has used the ISO’s Open Sys-
tem Interconnect (OSI) network architecture for de-
scribing threats and countermeasures; we will do the
same [4][9][10][11][7][16][13]. The OSI model consists
of seven layers, from the lowest, or physical layer,
through the data link, network, transport, session and
presentation layers to the highest, or application layer
[8]- The bottom three layers are present at all nodes
in the communication subnet, providing the means
for messages to be conveyed from host to host. At
the datalink layer, only communication between nodes
in immediate contact is considered, while at the net-
work layer, routing within the subnet is performed, ne-
cessitating at least destination addresses. The trans-
port layer is the lowest layer to deal with end-to-end
communication between hosts. Higher layers are con-
cerned with particular entities residing at a host, and
rely on the transport layer to provide end-to-end com-
munication services. The standard approach to pre-
venting unauthorized release of information in a net-
work is encryption [14]. A major issue is the OSI
level(s) at which encryption is performed.

Link encryption, performed at the data link layer, can
hide source and destination information, as well as
message contents. It can prevent direct traffic anal-
ysis as long as the nodes themselves are secure, but
may allow information about loads on each link to
be learned, and thus indirect traffic analysis be per-
formed. Other problems of link encryption schemes
include [10]:

1) continuous key stream generation at each node;

2) ensuring physical security of all intermediate
nodes;

3) difficulties in cost apportionment to the users.
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Each pair of communicating nodes in the subnet must
share an encryption means and the keys to implement
it. These keys must be distributed securely. If a node
is compromised, then all the data passing through the
node will be available to the eavesdropper allowing
at the least direct traffic analysis. Unless messages
have been encrypted at a higher level, the contents of
messages and high level entities in communication will
also be revealed [7].

Encryption at each link is very costly, both in hard-
ware and in time particularly when one considers
that the communication subnet is often responsible
for transmitting a packet across many links between
the source and destination hosts. If all messages must
be encrypted, all users in the network share the cost of
this service, both in dollars and in time delay, whether
or not they feel the need for such protection[16].

It is generally accepted that performing encryption at
the network layer will be too costly. Encrypting the
actual destination of the message necessitates send-
ing all messages to all hosts on the network, using
prohibitive amounts of bandwidth and wasting host
processing power[7].

End-to-end encryption, performed at the transport
layer (or higher), is more suitable as a security mecha-
nism. Since the destination address, and possibly the
source address, are not hidden (these are part of the
network layer header), traffic analysis is not prevented.

Although performing the encryption on the transport
layer allows the intruder to look at the traffic pattern
at the network address level, he cannot deduce which
presentation or session entities are communicating [7].
Still, an intruder may gain some useful information re-
garding the traffic pattern. The purpose of this paper
is to provide a method by which an intruder may be
prevented from deducing any useful information from
observations of the traffic, even though encryption and
all other security related operations are performed at
the transport layer.

To achieve protection beyond that offered by encryp-
tion at the transport layer at a cost less than that
exacted by sending dummy packets alone, we propose
an approach in which the transport layer entities may
send a message to a destination other than the true
destination of the message. Transport entities must
agree to forward these rerouted messages to their true
destination when they are received and initially de-
coded. In this way, we manipulate the initial traf-

fic matrix so that each host sends every other host
in the network the same volume of messages, that is,
it presents the intruder with a neutral traffic matrix.
Regardless of the original traffic pattern, the intruder
observing the manipulated traffic pattern will see only
even communication levels. Thus, the intruder cannot
derive useful information regarding the original traffic
patterns.

To summarize, messages from higher level entities are
encrypted by the transport layer (if they have not been
encrypted already) using the true destination’s key.
The rerouting schedule for the sending host is then
consulted to determine if this message should be sent
directly to the true destination or should be rerouted
through an intermediate host’s transport layer. If the
message is to be sent directly to the true destina-
tion, then the encrypted transport layer protocol data
unit (PDU) is passed to the network layer with the
true destination as the recipient. If the message is
to be rerouted, then the source and destination are
prepended to the encrypted message to form a new
message. This entire message is then encrypted using
the intermediate host’s key, and passed to the network
layer with the intermediate host as the apparent re-
cipient. When the transport layer receives a message,
it decrypts it and determines whether it was really
destined for it or for some other node. If the mes-
sage’s true destination was some other node, then the
intermediate host’s transport layer passes the already
formed and encrypted message to its network layer
with the true destination as the apparent recipient.
In addition, pad messages may be sent that need not
be forwarded.

Providing that the flow of messages arriving from the
transport layer is regular and not correlated with the
incoming traffic, the network layer will be unable to
distinguish between direct messages, pad messages,
and rerouted messages, either coming or going. Since
the true traffic information is only available to the
transport layer, untrusted networks may be used with-
out yielding to traffic analysis.

This approach should be distinguished from the stan-
dard types of routing and rerouting usually done at the
network layer [4]. First, the routing decisions made by
the proposed method are not the same sort as those
made in the network layer: only the apparent desti-
nation is specified by the transport layer, not the par-
ticular output line as is done by network layer. Even
in the case of source routing, in which the entire route
is specified by the source host, the routing decision is



made at the network layer. This model does not make
assumptions regarding the ways in which routing deci-
sions are made at the network layer. Rerouting at the
network layer is usually done to avoid compromised
portions of the network, and network layer packets are
not usually encrypted. The limited form of rerouting
proposed here allows the transport layer to provide
a measure of traffic flow confidentiality, and does not
preclude rerouting at the network layer to avoid other
attacks.

2 The Basic Model

A model of a network security system should include
the resources to be protected, the resources available
for protecting them, the nature of the threat, and cost
measures for evaluating the means of implementing
protection. For the purposes of this paper, we will
assume that there are n nodes; the traffic patterns
are fixed temporally; the network is completely con-
nected; encryption is performed at the transport layer;
and the intruder may read the contents of every link.
For cost measures, we consider delay, processing costs
and increased traffic in the network. Traffic increase
units will be measured in the sum over all links of the
additional packets sent. Delay will be measured by
the additional hops a message must make to reach its
destination (so queuing and processing delays will be
ignored). Processing costs will be measured in terms
of the number of additional packets the hosts must
process (decode and discard or resend). Between each
pair of hosts in the system, there is an amount of com-
munication necessary to their operation that may be
described by a traffic matrix. The goal of the intruder
is to determine this traffic matrix, while the goal of
the system is to prevent the release of this informa-
tion. More specifically, the goal of the system will
be to present to the intruder a neutral traffic matrix,
which we now define.

Definition: A neutral traffic matrix is an element of
the set & of neutral traffic matrices, where

S ={a x Ny|la >0} and

N, = [No[iaj]]a

. liffi #j

Equivalently,

N, = [1] — I, where

[1] is a unit matrix, and

I is the identity matrix of the same

dimensions.

If traffic is altered by rerouting and padding so that

the intruder observes a neutral traffic matrix regard-
less of the original traffic pattern, the intruder cannot
derive useful information regarding the original traffic
patterns.

In the case of the fully connected network, using short-
est path routing, a neutral traffic matrix appears as
equal load on all links. This is not true in general.

For the system to achieve its goal, the following meth-
ods are available:

e send dummy packets to the hosts with whom the
regular traffic volume is too low;

e reroute packets via one or more intermediate
nodes;

e delay packets.

Dummy packets allow a lightly loaded link to have
its apparent load increased at the cost of introducing
additional traffic in the network. In the completely
connected network, one additional traffic unit is gen-
erated by each dummy packet. The destination host
must accept the packet, decode it, and discard it if it
is found to be a dummy, so one additional processing
unit is charged per dummy packet. However, no ad-
ditional delays are added by dummy packets in this
model.

Rerouting allows the load on some links to be de-
creased, smoothing the differences in traffic volume
across all links. This protocol requires a host to ac-
cept any packet that lists it as its apparent destination,
decode the packet, and resend it to its true destina-
tion if necessary. Since we assume that the network is
completely connected, rerouting introduces one addi-
tional unit of load per packet rerouted. In addition,
it introduces one unit of delay (one additional hop)
and requires one additional unit of processing (at the
intermediate host).

Delaying packets requires that there be sufficient
memory available at the host and that the delays
incurred are tolerable. This can smooth out small
temporal variation in the traffic patterns, but cannot
change the traffic pattern over a sufficiently long term.
This method is not useful under the assumption that
the traffic patterns do not vary with time.

The cost in increased load of using these approaches
may be determined by summing the dummy and
rerouted packets, or it may be determined directly



from the original traffic matrix M and the apparent
traffic matrix A produced by these camouflaging mea-
sures. Let S be the aggregate load in the original
traffic matrix:

S=3i E?:z M[i, ],

and let T be the aggregate load in the apparent traffic
matrix:

T= E?:l Z?:z A[i’j]'

Then LoadCost =T — S.

3 A Lower Bound on Load Cost

It has been suggested previously that dummy mes-
sages may be used to mask the true traffic matrix [9],
but it may be very costly to produce an apparently
neutral traffic matrix in this manner (see figure 1). In
order to achieve the goal of a neutral traffic matrix,
we reroute some of the traffic from a given source-
destination host pair via intermediate hosts (see fig-
ure 2a and 2b). In order to achieve neutrality, it may
be expedient to generate dummy messages that pad
the traffic between a given source-destination host pair
(figure 2c). However, this is only done once rerouting
has decreased the maximum traffic over all links.

Figure 1 and 2 graphically represent the cost of achiev-
ing a Neutral Traffic Matrix using dummy packets and
rerouting respectively. This is shown in matrix form
in Figures 3 and 4. For the example in figures 1 and
2, the load cost of using dummy packets alone is 30,
while a combination of rerouting and dummy pack-
ets produces a load cost of only 12. In fact, this is
the minimum load cost that can be achieved for this
example, as shown in the following proposition.

Proposition 1. For a given traffic matrix M, the
minimum load cost, M LC is given by

MLC=n(n—-1u-2S,
S = 22;1 Z?:l Mi, j]

is the aggregate traffic in the original traffic matrix
and p,

where,

_ omaz{d"" Mlijly " M[ji]|j=1.2,..,n}
- n—1

is the maximum average traffic into or out of a node
in the original traffic matrix.

Proof: The node v that has the maximum amount
of inbound or outbound traffic must still have that
total amount of traffic inbound or outbound in any
apparent traffic matrix that satisfies the original ma-
trix, regardless of how the traffic is distributed over
its links. For an apparent traffic matrix to be neutral,
the traffic on all its links must be equal. This traffic
will be determined by the link with the heaviest load
after balancing. The smallest maximum for all links
v occurs when the traffic is evenly distributed over all
links and is g on each link. This is the lower bound
for v which is also a lower bound for the network as a
whole.

The next corollary follows directly.

Corollary 1. A lower bound for the least cost neutral
traffic matrix that has a feasible solution uN,.

Unfortunately, this may not be realizable, in the sense
that there are initial traffic matrices for which the to-
tal load is p(n? — n), but that are not neutral. Since
rerouting always causes an increase in the total load,
rerouting to create a neutral traffic matrix must in-
crease the total load above the given lower bound. An
example of a traffic pattern that has these properties
is given in Figure 5.

4 The Traffic Matrix Operations Ap-
proach

The proposed approach first reroutes traffic to mini-
mize the load cost of the observed traffic matrix, then
adds dummy packets to bring the submaximum el-
ements up to the new maximum. Rerouting causes
non-local effects and therefore cannot be done for
one source-destination pair independently of the rest.
When traffic from node a to node b is rerouted via
node c¢ in an attempt to balance node a’s output, the
traffic from node ¢ to node b is increased. Since all
the rerouting decisions must be considered simulta-
neously, we formulate these as a system of linear in-
equalities. A solution, if one exists, to this system may
provide a prescription for rerouting traffic to achieve a
maximum traffic matrix element no greater than the
selected threshold. If the solution has any negative
rerouting quantities, then it is deemed infeasible, oth-
erwise feasible. The overall approach is then to find
the smallest neutral traffic matrix for which a feasible
solution exists.

The problem is most naturally stated in terms of ma-
trices, yielding a system of linear equations, the solu-



tion of which gives the rerouting information. Some
preliminary definitions and symbols are needed before
proceeding.

e M will represent the initial traffic matrix given as
input.

o T will represent the target traffic matrix, T' € S.

Definition: Operator f (for flatten), when applied to
an n x n matrix B, creates an n? x 1 column vector By
consisting of the elements of B arranged in row-major
order.

As examples, if ¢ is the matrix transpose operator,
(B%)s is an (n? x 1) column vector, arranged in
column-major order, and
(Byg)t is an (1 x n?) row vector, arranged in row-
major order.

® 145, Will represent the number of packets rerouted
from source a via intermediate node b to destination
¢, termed the reroute gquantity for a, b, c.

Definition: RM, ., the reroute matriz correspond-
ing to rgp,c, is an n x n matrix that represents the
change in the apparent traffic matrix caused by rerout-
ing one packet from source a via intermediate node b
to destination c.
RMa,b,c[iaj] =

liff (i=anj=bV(@E=bAj=c)

{—1iffi=a/\j=c
0 otherwise

The reroute matrix represents the fact that the a-b
traffic and b-c traffic increases and the a-c traffic de-
creases as a result of rerouting the a-c traffic via b.
Note that the reroute matrices RM 4,4, RMg q,c, and
RM, 5 have all zero elements (they represent either
self-communication or rerouting via either the source
or destination node themselves). There are n® each of
the reroute quantities and their corresponding reroute
matrices.

e R represents all the rerouting quantities; it is an
n® x 1 column vector of all Ta,b,c in lexicographic order.
This is the information sought for the first step of the
proposed method.

e The change in the traffic due to padding by dummy
packets is represented by the nxn non-negative matrix
P.

o The difference matrix, DM, represents the rerouting
effects for all possible rerouting quantities. It is an

n? x n® matrix with flattened rerouting effect matrices
as its columns, arranged in lexicographic order.

DM[i, j] = RMy g i [i", §"],

where
i=n("—1)+j", and
j = ’I’L(TL(ZI - 1) +.7, - 1) + kla Vilavjl7Vkl € [1Tl],
and Vi",Vj" € [1..n],

The main algorithm accepts as input the original traf-
fic matrix, and tries to generate a traffic matrix such
that the volume of traffic between all given source-
destination pairs is equal, and is the minimum that
will support the necessary true traffic. The subrou-
tine we are using accepts the original traffic matrix
and a target traffic matrix as inputs, then seeks a fea-
sible rerouting so that the apparent traffic matrix is
dominated by the target traffic matrix. Our goal is
to determine the vector of reroute quantities R. The
apparent traffic matrix after rerouting may then eas-
ily be padded with dummy messages in order to make
the final apparent traffic matrix neutral. Although the
target traffic matrices considered here will all be neu-
tral, this is not a requirement of the subroutine nor of
padding.

Proposition 2. For a given traffic matrix M, and a
known target traffic matrix 7', the rerouting informa-
tion can be found by solving

Tf:DMXR+Mf+Pf,
or,

DM x R<Ty— M;
since

Pf:Tf—DMXR—Mf.

Proof: The above equations represent the fact that
the final traffic matrix 7" will be the sum of the given
traffic matrix M, the rerouted traffic matrix (deter-
mined from DM and R), and the padding matrix P.
The rerouting information is obtained by solving the
system of linear inequalities simultaneously. As the
equations are solved simultaneously, the nonlocal ef-
fect of rerouting is also handled.

A solution to the system of linear inequalities can be
found, if one exists, using any of the standard tech-
niques to solve n linear inequalities in n variables.
However, such a solution need not be unique [3]. It
is possible to include the feasibility condition as an
additional constraint to the system of linear equations
obtained from Proposition 2 and then try to obtain the



solution vector R. If a feasible solution is found using
the R obtained, we will be able to reroute some traffic
and add dummy packets to create a neutral apparent
traffic matrix. If no feasible solutions are found, then
a larger neutral target matrix is used. Using the neu-
tral traffic matrix obtained from rerouting alone as the
lower bound and that obtained from padding alone as
the upper bound, a form of binary search may be used
to speed up the location of a low cost, realizable target
matrix.

The main algorithm attempts to find a low cost com-
bination of rerouting and padding using linear pro-
gramming to seek the solutions to the systems of in-
equalities it generates. The procedure must terminate
because the neutral matrix formed by padding alone
without rerouting has a feasible R.

5 Conclusions and Open Questions

This paper has given a preliminary model for preven-
tion of traffic analysis. We defined methods used for
achieving this goal and gave cost measures for compar-
ing alternative solutions. A lower bound on the load
cost for preventing traffic analysis under this model
was proven and we provided examples for which this
bound could and could not be achieved. Finally, we
introduced a linear programming approach to find-
ing low cost means of preventing traffic analysis using
rerouting and dummy packets. This method is guar-
anteed to work and will impose no greater load cost
than using dummy packets alone.

Load cost is a primary concern in this paper, couched
as minimization of rerouted messages and dummy
messages. A solution using rerouting may have low
load cost but a larger cost in delay than an approach
based on dummy packets alone. It would be desir-
able to develop a more complete model for prevention
of traffic analysis with better cost measures as well
as more efficient means of obtaining efficient traffic
analysis countermeasures. For example, the network
considered in this paper was completely connected.
Other types of network could be considered as well.
Also, it may be desirable to have non-neutral appar-
ent traffic matrices, particularly if the threat posed
by the eavesdropper is less ubiquitous than this model
assumes. The linear programming approach given will
find rerouting solutions in this case as well.

Other constraints may make sense in specific cases.
For example, it may be desirable to force the rerouting
of traffic between a given source-destination pair to

use only members of a restricted set of intermediate
nodes. Such a constraint is not unreasonable if the
objective is to maximize the usage of a low-cost link
(optimizing cost) or if not all the nodes in the network
agree to share the costs of traffic analysis prevention.

The interactions between the routing algorithm used
by the network, congestion, queuing delay and traf-
fic analysis countermeasures are also interesting. The
rerouting algorithm introduces some additional pack-
ets to the total network traffic due to the nonlo-
cal effect of rerouting a packet from a given source-
destination via an intermediate node. This and the
dummy packets may lead to congestion or queuing de-
lay. However, as the traffic load at each node in the
final traffic matrix is equal, by designing the system
for worst-case conditions we may be able to avoid con-
gestion. As we have assumed a completely connected
network, we have a point-to-point link between each
pair of node in the network. Routing of packets from
source to destination is trivial in this case. In a par-
tially connected network, there is certainly some in-
teraction between rerouting and the routing algorithm
used.

How this approach best fits with trusted computing
bases (TCBs), and network TCBs (NTCBs) is an area
of great interest. The approach outlined here can
be a component of a system providing class B2 level
protection. In class B2 systems, the TCB is respon-
sible for discretionary and mandatory access control
enforcement. Class B2 systems also attempt to re-
duce/eliminate covert channels [1][2]. There are two
ways in which the presented approach could be useful:
1) install this at the host in the transport level; 2) in-
stall this in IMPS as an end-to-end network layer, on
top of the usual network layer, similar to the internet
layer in the DoD protocol suite. The first alterna-
tive allows a cooperating set of hosts to use untrusted
networks yet still prevent traffic analysis & informa-
tion leaks. There is no provision for active attacks
without cooperation from the network itself. The sec-
ond approach could place a sort of end-to-end network
layer in the IMPs themselves, external to the hosts,
and make this layer part of the NTCB. As part of the
NTCB, the communications concerning traffic levels,
the pad messages, and the rerouted messages are not
accessible to the hosts, so untrusted hosts may be tol-
erated. An eavesdropper is prevented from gaining
any information about rerouting or traffic patterns.
This allows the NTCB to handle both active and pas-
sive attacks, with network layer policy routing dealing
with the active attacks and the end-to-end network



layer rerouting (given here) dealing with passive at-
tacks. In neither option are data contents for third
party hosts divulged when the layer performing the
rerouting is compromised unless the decryption key
for the third party host has also been compromised.

In summary, this paper represents a step in the direc-
tion of mathematically modeling the problem of pre-
venting traffic analysis. We gave an algorithmic ap-
proach based on linear programming to find solutions
to the rerouting problem, and the cost measures pro-
posed may be used as a basis of comparison for our
methods and those yet to be developed.
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