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ABSTRACT

Prior work described the baseline version J1 of a spatial do-
main image steganographic embedding based on manipula-
tion of the frequency domain, and presented a topological
approach to the problem. This paper modifies the embed-
ding and extraction processes of J1 to allow for larger pay-
load. The improved steganographic algorithm is called J2,
and is more robust to steganographic detection than J1. J2
lends itself to probabilistic analysis (done elsewhere) due
to the nature of the modifications to the embedding and ex-
traction methods.
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1 Introduction

An earlier paper describes a novel spatial image stego
embedding “J1” based on topological concepts and using
a pseudo-metric operating in the frequency domain [4].
Since the J1 stego image was produced from blocks of valid
JPEG coefficients, but the embedded data were extracted
from the spatial image, it could be stored in either the fre-
quency domain as a JPEG [5] file, or in the spatial domain
as a bitmap. Furthermore, even the extremely sensitive
JPEG compatibility steganalysis method [1] cannot detect
J1 manipulation of the spatial image. However, J1 may be
detected easily by other means. J1 was meant to show a
proof of concept, whereas J2 is a more pragmatic solution
that let us move from the lab bench to the real world.
Aside from the stealthiness of J1 another important
item remaining was estimation of the stego payload size
[2] of the cover image, since it is possible that some of
the blocks may not be usable to store the embedded data.
That analysis was complicated by the nature of the data ex-
traction function and the way the neighborhood of a cover
image block was generated; together these rendered cor-
relations possible in the data encoded by a block and its
neighbors, so that it was difficult to predict whether or not

a block would be usable. This paper suggests some modi-
fications to the original algorithm, still retaining the topo-
logical underpinning, that rectify this situation. The refined
stego algorithm is named “J2”.

The major idea behind the extension and improve-
ment from J1 to J2 is to make the datum embedded strongly
and “randomly” dependent on all spatial bits in the block.
This is done by applying a cryptographic hash to the 64
bytes of each 8 x 8 block! to produce a hash value, from
which any number of bits may be extracted (limited by the
ability to produce the desired bit pattern). Thus any change
to the spatial block produces apparently random changes to
the datum the block encodes. By randomizing the output of
the extraction function, we may then legitimately analyze
the embedding methods probabilistically.

2 Review of J1

This section reviews the baseline J1 algorithm version of
the topological approach that encodes data in the spatial re-
alization of a JPEG, but manipulates the JPEG coefficients
themselves to do this [4]. By manipulating the image in the
frequency domain, the embedding will never be detected by
JPEG compatibility steganalysis [1]. The J1 system stores
only one bit of embedded data per JPEG block (in 8-bit,
grayscale images). Its data extraction function, ®, takes
the LSB of the upper left pixel in the block to be the em-
bedded data. A small, fixed size length field is used to de-
limit the embedded data. Encoding is done by going back
to the DCT coefficients for that JPEG block and changing
them slightly in a systematic way to search for a minimally
perturbed JPEG compatible block? that embeds the desired

IWe restrict our description to grayscale image in this paper, but our
method is applicable to and has been extended to work on color images
also.

2Spatial domain blocks that are the result of decoding a set of JPEG
coefficients for a given quantization table are called JPEG compatible
blocks, or JPEG blocks for short, while those that are not are called JPEG
incompatible, or non-JPEG blocks. Note that blocks that are JPEG incom-
patible for one quantizing table may be JPEG compatible for a different
quantizing table, and vice-versa.



bit, hence the topological concept of “nearby.” The changes
have to be to other points in dequantized coefficient space
(that s, to sets of coefficients D; for which each coefficient
Dj(i), i =1,---,64 is a multiple of the corresponding el-
ement of the quantization table, QT (7)). This is depicted in
Figure 1, where B’ is the raw DCT coefficient set for some
block Fy of a cover image, and D' is the set of dequantized
coefficients nearest to B'.3

The preliminary version changes only one JPEG co-
efficient at a time by only one quantization step. In other
words, it uses the L; metric on the points in the 64-
dimensional quantized coefficient space corresponding to
the spatial blocks, and threshold © set to a maximum dis-
tance of unity. (Note that this is different from changing the
LSB of the JPEG coefficients by unity, which only gives
one neighbor per coefficient.) For most blocks, a change of
one quantum for only one coefficient produces acceptable
distortion for the HVS. This results in between 65 and 129
JPEG compatible neighbors* for each block in the original
image.

Spatial Domain Frequency Domain

JPEG—consistent blocks

Figure 1. Neighbors of DCT(Fy) in Dequantized Coeffi-
cient Space.

If there is no neighboring set of JPEG coefficients
whose spatial domain image carries the desired datum, then
the block cannot be used. The system could deal with
this in a number of ways. In the baseline J1 system, the
sender alters unusable blocks in such a way that the receiver
can tell which blocks the sender could not use without the
sender explicitly marking them. If there is some datum that
a block cannot encode, then we call that block “poor.” Rich
blocks are those that can encode any datum. If a block can-
not encode the desired datum o, then it must be poor, so
we would like the receiver to skip these blocks. Since ev-
ery block can be extracted to yield some datum, the receiver

3For quantized DCT coefficients or for DCT coefficient sets, dequan-
tized or raw, we will use the L1 metric to define distances. A neighbor of
a block D is any other block D’ that is at an Ly metric distance of less
than or equal to some threshold, ©, from D.

4Changes are actually done in quantized coefficient space. Each of the
64 JPEG coefficients may be changed by +1 or -1, except those that are
already extremal. Extremal coefficients will only produce one neighbor,
so including the original block itself, the total number of neighbors is at
most 129, and is reduced from 129 by the number of extremal coefficients.

neighborhood of FO Dequantized coefficient blocks neighborhood of B

has to test each block to see if it is poor or not. The receiver
determines if the next block to be decoded could have en-
coded any datum (i.e., was “rich”) or not (i.e., was “poor™).
Rich blocks are decoded and poor blocks are skipped. This
means that the sender cannot just encode ¢ in a block and
move on, but must encode ¢ in a rich block. If no rich block
can be found that encodes o, then the block is still not us-
able, even though it encodes o; the receiver will skip over
it. Thus the sender must always encode valid data in rich
blocks (after embedding) or if this is not possible, signal
the receiver to skip the block by making sure the unusable
block is poor (if the unusable block itself is rich it is substi-
tuted by a nearby poor block, if the unusable block is poor
it is left alone).

In the first definition of usable for that system (de-
scribed above), we only considered blocks that had a rich
neighbor for every possible datum to be “usable.” Later,
this condition was relaxed by considering what datum we
desired to encode with the block, so that usability depended
on the embedded data. In this case, a block was considered
usable if it had some rich neighbor that encoded the de-
sired datum. These are rather subtle points that have been
addressed in [4]. What the reader should keep in mind is
that J1 has several simple and subtle ways to make sure that
the receiver would only decode blocks that contained stego
payload.

3 Motivation for Probabilistic Spatial Do-
main Stego-embedding

The baseline J1 version of the embedding algorithm hid
only one bit per block, and so the payload size was very
small. Further, although it is likely that the payload rate (in
bits per block) could have been increased, there remained
two difficulties. First, use of a simple extraction function
renders the encoded data values unevenly distributed over
the neighbors of a block, and so there could be consider-
able nonuniformity in the data encoded by the blocks of
a neighborhood. This made it difficult to predict whether
or not a block would be usable, and hence made analy-
sis complicated. This effect was most problematic when
small quanta were used in the quantizing table, when small
changes to the spatial data might not produce any change
in the extracted data.

Second, both the sender and the receiver had to per-
form a considerable amount of computation per block in
order to embed and to extract the data, respectively. The
sender had to test each block for usability, that is, make
sure that each block could be used to encode any datum in
arich block. This in turn meant that each block’s neighbors
had to be produced, decoded, and the datum extracted, and
the block tested for richness, until a rich block for every
datum was found. To test for richness, a block’s neigh-
bors had to be produced, decoded, and the datum extracted
to see if every datum could be encoded by at least one of
the block’s neighbors. This process continued until a rich



neighbor for each datum was found, (i.e., the block was us-
able) or all the neighbors had been tested (i.e., there was
some datum that could not be encoded by a rich neighbor
block, so the block was not usable). Likewise, the receiver
had to test each block to determine if it was rich or not, by
producing, decoding, and extracting the datum from each
neighbor until it was either determined that the block was
rich or all the neighbors had been tested. For a small data
set (e.g., binary for the baseline J1 as discussed above), this
could be fairly fast, but to extend J1 to deal with larger data
sets it could be quite costly (the sender’s number of change,
decode, extract operations grows roughly as 22* for k bits
per datum, and as 2k for the receiver).

Both of these limitations created significant problems
when the data set became larger. The first caused the like-
lihood of finding a usable block to decrease and for this to
become unpredictable. The second meant that the compu-
tational burden would become too great as the neighbor-
hood size increased (by increasing the threshold © for the
neighborhood radius) to accommodate larger payloads. To
overcome these problems, we modified the baseline J1 ap-
proach as described in the following section.

4 J2 Stego Embedding Technique

In order to provide a block datum extraction mechanism
that is guaranteed to depend strongly and randomly on each
bit of the spatial block, we apply a keyed, secure hash func-
tion Hk (.) to each spatial block to produce a large number
of bits, from which we may extract as many bits as the pay-
load rate requires. (Note that the key, K, is known through
some out of band means to the sender and the receiver.)
This causes the set of data values encoded by a neighbor-
hood to be, in effect, a random variable with uniform distri-
bution. Not only does this make it more likely that a neigh-
bor block encoding the desired datum will be found, but
it makes probabilistic analysis possible, so that this like-
lihood can be quantified. In addition, it makes it easy to
hide the embedded data without encrypting it first. Finally,
we use the keyed hash and a block of the file to produce a
random number sequence that is used to permute the order
in which the blocks are visited, making it more difficult to
detect changes by comparing different pieces of the image
file.

The problem of computational load remained, and
with larger data sets it promised to make the method im-
practical. To circumvent this problem, we observed that,
with a sufficiently small data set and sufficiently large
threshold, and hence neighborhood, the likelihood of en-
countering unusable blocks was very small. If this proba-
bility is small enough, then the receiver can assume that all
blocks are usable and the sender just has to guarantee that
all the blocks used to send the embedded data do, in fact,
encode the correct datum.

Computationally, both the sender’s and the receiver’s
jobs are made much simpler. The receiver’s job is simpli-
fied, as the receiver just extracts the embedded data from

the blocks of the stego image in the permuted order un-
til the embedded string is recovered. The sender’s job is
also made simpler: the sender just has to find a neighbor of
each block in the permuted order that encodes the desired
datum, or start over again if this can’t be done. In partic-
ular, the sender does not have to test for a given block if
it is rich, much less usable, so the search of neighboring
blocks is much faster and can stop as soon as a neighbor
that encodes the desired datum is found.

5 Formalizations of Our Stego Embedding
Technique

This section describes formally how our modified method
hides an arbitrary embedded data string in the spatial re-
alization of a JPEG image. The embedded data must be
self-delimiting in order for the receiver to know where it
ends, so at least this amount of preprocessing must be done
prior to the embedding described. In addition, the embed-
ded data may first be encrypted (although this seems un-
necessary if a keyed secure hash function is used for ex-
traction), and it may have a frame check sequence (FCS)
added to detect transmission errors.

Let the embedded data string (after encryption, end
delimitation, frame check sequence if desired, etc.) be
s = 81,82,...,8SK. The data are all from a finite do-
main ¥ = {o01,02,..,0n}, and s; € X for i =
1,2,..,K. Let 7 : ¥* — {0, 1} be a termination detec-
tor for the embedded string, so that 7(s1, s2,...,5;) = 0
forall j = 1,2,...,K — 1, and 7(s1, $2, ..., ) = 1. Let
S = [0..255]5* be the set of 8 x § spatial domain blocks
with 8 bits per pixel (whether they are JPEG compatible or
not), and let Sor C S be the JPEG compatible spatial
blocks for a given quantization table QT'.°> Let ® extract
the embedded data from a spatial block F', ® : S — X.In
J1, the extraction function is ®,, pqs(F) = LSB,,(F'[0,0]),
that is, the n LSBs of the upper, leftmost pixel, F[0,0]. (In
our proof-of-concept program, n = 1 [4].) For the proba-
bilistic algorithms, the extraction function is ®,, pros(F') =
LSB,,(H (F|X)), the n LSBs of the hash H of the block F’
concatenated with a secret key, X.

Let x4 be a pseudometric on Sgr, p
Sor x Sgr — Rt U{0}. In particular, we will
use a pseudometric that counts the number of places in
which the quantized JPEG coefficients differ between
two JPEG blocks, if that difference is at most one; if
differences greater than one are scaled so that two blocks
whose JPEG coefficients differ by at most z are always
closer than two blocks with even one coefficient that differs
by more than z. For example, let B and B’ be two JPEG
blocks, with B[i, j] denoting the (i,j)th AC coefficient. If
B[1,3] = B'[1,3] + 1, B[2,2] = B'[2,2] — 1, and all

SHere, the notation [a..b] denotes the set of integers from a to b, inclu-
sive,

[0.b] % (e € Z|a <2 <0},

and as usual, for a set S, S™ denotes the set of all n-tuples taken over S.



other coefficients are exactly the same, then u(B, B') = 2.
If all differences are no greater than one, then the max-
imum distance between two JPEG blocks is 64. Now if
BJ[1,3] = B'[1, 3] + 2 and all other coefficients are exactly
the same, then u(B, B') = 65. This is done so that many,
less perceptible changes will be made before a single, more
perceptible change is made. In practice, we will constrain
ourselves from ever changing any coefficient by more than
unity.

Let N (F) be the set of JPEG compatible neighbors
of JPEG compatible block F' according to the pseudomet-
ric p and threshold © based on some acceptable distortion
level (1 and © are known to both sender and receiver),

No(F) &

{F' € Sor | u(F, F') < 0},
where QT is the quantizing table for the image of which
F is one block. O is chosen small enough so that the HVS
cannot detect our stego embedding technique. Neighbor-
hoods can likewise be defined for JPEG coefficients and
for dequantized coefficients for a particular quantizing ta-
ble (by pushing the pseudometric forward).

If F' € No(F), we say that F' is a (u, ©)-neighbor
or just neighbor of F' (the © is usually understood and is
not explicitly mentioned for notational convenience). Be-
ing a neighbor is both reflexive and symmetric.

The first modification that we make to the baseline J1
encoding is to change the data extraction function, ®. If
it has been decided to use n bits per datum, then & takes
the n least significant bits of the hash of the spatial block,
taken as a string of bytes in row-major order®, concatenated
with a secret X (X is just a passphrase of arbitrary length
- it will always be hashed to a consistent size for later use).
This has the effect of randomizing the encoded values, so
that probabilistic analysis is possible. It also has the effect
of hiding and randomizing the embedded data, so that they
do not need to be encrypted first. Lacking the secret X,
the attacker will not be able to apply the data extraction
function and so will not be able to discern the embedded
data for any block, so it will be impossible for the attacker
to search for patterns in the extracted data. Further, even
if the embedded data are known, the attacker will have to
try to guess a passphrase that causes these data to appear in
the outputs of the secure hash function H (.), which is very
hard. In all other respects, the algorithm is the same as the
baseline J1 algorithm.

A second modification we make is to randomize the
order in which the blocks are visited, further confounding
the attacker. To do this, the hash of the secret passphrase
K is used with a block from the stego image to generate
a pseudorandom number sequence that is then converted
into a permutation of indices of the remaining blocks. This
permutation defines the walk order in which the blocks are
visited for encoding and decoding. Without the the walk

That is, the bytes of a row are concatenated to form an 8-byte string,
then the 8 strings corresponding to the 8 rows are concatenated to form a
64-byte string.

Frequency of Occurence

order, the attacker does not even know which blocks may
hold the embedded data, and so statistics must be taken on
the image as a whole, making it easier to hide the small
changes we make.

6 Results

We have implemented the described stego algorithm, and
have tested it on a number of images with the number of
bits per block ranging from one to eight. A value of © = 2
sufficed. MD5 was used as the hash function, and the im-
ages and histograms shown here are for eight bits of data
embedded per block. A log file was used for embedded
data, although it really does not matter what the nature of
the embedded data are (they could be all zeros) due to the
way extraction works. The images were perceptually un-
altered, and the histograms of the stego image were nearly
identical to those of the cover image. Typical results for all
quantized JPEG coefficients are shown in Figures 3 (omit-
ting zero coefficients since these dominate the other coeffi-
cient values to the point of obscuring the differences) and
2 (which highlights the “interesting” changes).

Not unexpectedly, the number of zero coefficients is
decreased slightly (less than 3%) and the numbers of co-
efficients with value -1 or 1 is accordingly increased (by
20-30% in this case) as shown in Figure 2. This is because
the vast majority of quantized JPEG coefficients have zero
value, so randomly changing a coefficient by +/ — 1 can
be expected to remove many more zeros than it adds. Of
course, the values of +1 and -1 are increased accordingly,
with a relatively small number of +1 and -1 coefficients
changed to zero or +/ — 2. All other coefficient values with
reasonable occurrence were changed by less than +/-10%,
most by less than +/-5% (see Figure 3).
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Figure 2. Histograms of cover and stego file: zero, £1, £2
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Figure 3.
coefficients

stration.

all the blocks.

Figure 4. Cover file

the changes to the spatial domain and to the JPEG coef-
ficient histograms are so small that without the original,
it would be very difficult to detect any abnormalities. It

Figure 5. Stego file

would be relatively easy to modify the program to avoid

coefficients toward zero to reduce the effects this simple
version has.
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