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1. Introduction
While encryption can hide the contents of a message, it cannot hide the identities of the recipients.  Sometimes, who is communicating with whom is just as critical as the contents of the message itself.  Anonymous communication has uses in anonymous email, e-cash, and anonymous web-browsing.

Onion routing is a method of disguising the identity of a message sender by clever routing of information.  Onion routing is designed to work against eavesdroppers using traffic analysis and is designed to work even in the event of compromise of one or more routers in the path.

Unlike other anonymity methods, onion routing is designed to be near real-time and bidirectional.  Additionally, onion routing would like to support as many existing applications as possible without requiring any changes to these applications.

2. Overview

Onion routing works by having initiating computers make connections through a sequence of machines, called onion routers, instead of making direct connections to responding machines.
Routers are connected by long-standing connections.  For an anonymous connection, the sequence of routers is defined at connection setup (similar to source routing).  Each router can identify only the previous and next hop on the route.  Data passing along the anonymous connections appear different at each onion router so that data cannot be tracked en route.

Proxies are used to relay information between applications and the onion routing network.  Each proxy defines a route through the onion routing network by constructing a layered data-structure called an onion.  Each onion router “peels off a layer” and forwards the traffic.  The last onion router forwards data to the responder.  The onions also carry key seed material from which keys are generated.

Before sending data over an anonymous connection, initiating router adds a layer of encryption for each onion router in the route.  As data moves through the network, each onion removes one layer of encryption.  The anonymous connection is as strong as it’s strongest link and only one honest node is needed to preserve anonymity.

3. Threat Model and Design Decisions
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Onion Routing was designed to work in an environment in which both active and passive eavesdropping may occur.  Onion routing must be flexible enough to work under the following circumstances:

· All traffic is visible

· All traffic can be modified

· Onion routers may be compromised

· Compromised onion routers may cooperate.
Onion routing uses stream ciphers for encryption. This prevents insertion, modification, deletion or replay.  Of course, stream modification will cause plaintext to be scrambled which will cause a denial of service.  Onion routing favors denial of service over compromise of private data.

Replay attacks are avoided by having each node maintain a hash of all previously passed onions.   Timestamps are used to expire old hash values.  An attacker could try to flood a router with onions in an attempt to fill the hash table, and again, denial of service is preferred over compromise.

4. Implementation Details
Onion routing uses two classes of proxies: client proxies that handle communication from applications to the onion routing network and core proxies which complete connections from the onion routing network to the responding computer.  This design is flexible as many client proxies can be designed; one for each application protocol (http, ftp, etc).

The process of onion routing consists of four stages:
· Network setup, where long-standing connections are established between onion routers

· Connection setup, where anonymous connections are established through the onion network

· Data movement, and

· Destruction and Cleanup

These stages will be described in the following paragraphs.

The client proxy is the interface between the application and the onion routing network.  For each proxy request, the client proxy sends a structure to the core proxy indicating the destination address and port number.

Upon receiving this structure from the client proxy, the core proxy builds an anonymous connection and then passes all future data between the client and the anonymous connection.  Numerous levels of encryption are applied to the data which will be discussed shortly.

To build the anonymous connection, the core proxy creates an onion.  An onion is a multi-layered data structure that encapsulates the route of the anonymous connection starting from the responder proxy and working backward to the core proxy.  Each onion describes the next router in the path and provides 128-bits of key-seed material which is used to generate 3 keys (key1, key2, and key3) which are either 56-but DES keys or 128-bit RC4 keys.  A 100-byte pad is added to the inner onion layer which is encrypted with the 1024-bit RSA public key of the responder proxy.  For each additional layer, the first 1024 bits are encrypted with the corresponding RSA key and the remainder of the bits are encrypted using key1 (with IV=0).

When routers connect to each other (when they are initially setup), keys are shared between neighbors using STS (which is basically a modified Diffie-Hellman key exchange that also does authentication) to generate two DES 56-bit keys.  Link encryption is performed using DES OFB with IV=0;
Once the connections are established, communication between the routers is packaged into 48-bit cells.  A cell can be one of four types:
· CREATE – used to send onions and establish a connection 

· PADDING – used to inject data into a long-standing connection to confuse traffic analysis

· DATA – the actual data that is being sent

· DESTROY – used to clean-up after a connection is terminated.

To send data through the onion routing network, the initiating router must repetitively encrypt the data using each of the keys of the routers along the chain (each router’s key2).  To receive data through the onion routing network, the initiating router must decrypt the data using the keys of each of the routers along the chain (each router’s key3).

5. Vulnerabilities

DESTROY messages propagate and can cause large bursts of traffic if a router is forced offline.  Additionally, since public key operations are generally slow, it may be possible to determine when onions are being sent through the system and determine the path that they are taking.
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