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½ � �����¤¡ �
½ ± ½ ¾ �dª«�©�¤�©�
¿ À ?U*-C D7E�Á
¿ Â ?B2ÃA<?Ä?UE Å Å ÆiDFE+Ç Å Å Æ�Æ
¿ D7È 2t$ÉC Dr2t?UÇ Á-(bC C ?B2j*-, ! ?UE ! *Ã(�&�2j,Ê$ÉE ËÌDFE ?UÍÊ? ! 2j*Î$ÉC ? ! 0>DFE+, ! D7Í
Ç�?BÏ+, ! ?'9

¿ÑÐ DF*-,eDFE32ÒÁÓÈ�Át?UÇ 2j0+*�$3È�.10�$ÉÈ 2ÔÅ Å Æ�Æ¬Õ[$É* ! $ÉC C È+E°, ! Dr2j,Ö$3E�Á
× Ç°,Ê&¨ÍÊ$ÉC D«2Ø, !
× C ,ÙÍe,o2ØDF*Ú(
× 2j*ÛDFE�ÁjDr2jÍSD7E32j, !�! $ÉC C È°E+, ! D«2Ø,Ê$ÉE�Á ! DyÜ>ÍÖ?

¿ Ý $ÉÍe,_ÁÞ0 $FÜ�2ØDF,ÙEb?UÇ D ! $ÉC C ?U* ! ,eDFÍ>Ï)?U*ßÁÞ,Ö$3E
¿ ! ÍeD©ÁÛÁj,oà°?UÇ ,eE 2j0b? áUâ'ã'6�äåÁ
¿ Ý $ÉÍe,_ÁÞ0 C Dr2j0b?UC Dr2j, ! ,SD7E�ÁÓD7E°Ç C D ! 0+,eE�?çæ°$gA5E 2t$ :�E .1ÍSD7E°Ç
¿ Ç�? ! ,ÊÁÞ,oÏ)?è,ÙC &;D ! 2@$ÉE Å Å Æ�Æ
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½ ±�ê � �����¤¡ � º �7�3ë�� �Fë��7¦
$gÏ)?U*ÛDFÍÙÍ	Áj,ÙC ,ÙÍSD7*@D 2t?UÍÊ?B2Ã(�&	?'9
½ ±�êì± ½ í ¦¨��¦¨�F���ïî �%¦>�'���F�����
á'9©?UÍÊ? ! 2j*-, ! DFÍ ! $ÉE+Eb? ! 2j,Ê$ÉE C DFÇb?�2t$ Át?UE+Ç &	$gA<?U*
4�9«2j0+*�$3È�.10 D E È+C Ü	?U*Ì$7Õð&�?U*-C È 2ØDr2j,Ê$ÉE ! $ÉC &�$ÉEb?UE'2tÁ
ãb9«à¨E°DFÍeÍo( Íe,/.1032j,ÙE�. È�& DFE $ÉÈñ2Þ&>È 2ÓÍe,/.1032
ò 9FD7ÍÊÁÒ$ ! DFÈ�ÁÒ?UÇ ÁÒ$ÉC ?�A50b?Ä?UÍ_ÁÔ2t$ 2jÈ°*-Eôó ! 0°DFE�.),eE . &	?U*-C È 2ØDr2j,Ê$ÉE�Á

õ



½ ±�êì±Kê �7���©���'ª
á'9FD Ç+,ÊÁÞö A5,/2j0 ?UÍÖ? ! 2j*-, ! DFÍ ! $ÉE32ØD ! 2ÒÁ²$ÉE ?gD ! 0 ÁÞ,ÙÇb?
4�9 ! $3E32ØD ! 2ÒÁ ! $ÉE+Eb? ! 2t?UÇ Ï+,eD D7E ,eE32t?U*-E>D7Í÷&	?U*-C È 2ØDr2j,Ê$ÉE $7Õ�A5,Ù*Î?øÁ
ãb9©?gD ! 0 ! $ÉE'2ùD ! 2ú0>DFÇ DçÁ�(+C Ü�$ÉÍ�$3E *-,ÙC $7Õ;2Ø0�?@Ç°,_ÁÞö;ó1È�ÁÒ?UÇ 2t$ÑÁt?B2
öy?B(

ò 97*Î$y2t$É*ßÁ²C $gÏ)?UÇ ÍÙ,eöy? DFE $ Çb$ÉC ?B2t?U*iA50b?UE ö7?B( Á@&¨*Î?øÁÛÁt?UÇ
û 9©$gÏÉ?U*ÒD7ÍeÍi&�?U*-C È 2ØDr2j,Ö$3E A<$ÉÈ°ÍÙÇ Eb$y2 *Î?Ä&	?gDr2 È°E32j,ÙÍ�2j0b?B( DFÍÙÍ¹*�?ùË
2jÈ+*ÛE�?UÇ�2t$Ô2j0b?U,Ù*�$É*-,_.1,ÙE>D7Í7&	$7Áj,o2j,Ö$ÉE üP4Fý%Á�(+C Ü�$ÉÍ_Á�þ 47ý©ÿ A50b?U*Î?
� � E È°C Ü�?U*ú$7Õ�*Î$y2t$É*ßÁ��ù9

ýb97,ÙE32t?U* ! 0>DFE .É?gDyÜ¨ÍÊ?�ËúÈ°E+,/2ÒÁ<A<?U*Î? ÁÒ?UE32<Át?B2ÒÁ²$yÕ�*�$©2Þ$3*ÎÁ²,eE D Ü�$��
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½ ±�êì±]³ ¡ ���F 
¿ 8<$y2t$É*ßÁ
Æ�ÕiD .1,oÏ)?UE *Î$y2t$É*Ó,eC &¨ÍÊ?UC ?UE32ÒÁÑD &�?U*ÛC Èñ2ØDr2j,Ö$ÉE � ó DFE+Ç 	�
�,_Á
2j0�?
� 2j0 *�$©2ùD«2Ø,Ê$ÉE &�?U*ÛC Èñ2ØDr2j,Ö$ÉE

	�
Úü���� � � � ��� ��������� �
2j0�?UE 2j0b?�*Î$y2t$É*ßÁ²,ÙC &>ÍÖ?UC ?UE'2Þ?UÇ 2j0b? ! $ÉE ! D«2Þ?UE°Dr2j,Ö$3E $7Õ � &�?U*ÚË
C Èñ2ØDr2j,Ö$ÉE�Ágó ?gD ! 0 D *Î$y2ØDr2j,Ê$ÉEñËw&	?U*-C Èñ2ùD«2Ø,Ê$ÉE1ËÃ,ÙE3Ï)?U*ßÁÒ?ùËÃ*Î$y2ØDr2j,Ê$ÉE
ÁÒ?���È�?UE ! ?'ó),ÙE A50°, ! 0 2j0b?Ó*Î$y2ØDr2j,Ê$ÉE DFE+Ç ,o2tÁ ! $É*-*�?øÁÒ&�$ÉE°Ç+,eE . ,eE1Ë
ÏÉ?U*ÎÁÒ? *�$©2ùD«2Ø,Ê$ÉE ! 0>DFE .É?UÇ Õ[$É*�$ÉE�? $É*�C $É*Î? *�$©2Þ$3*ÎÁ�ÕK$É*Ñ?BÏ)?U*Ú(
&>ÍSD7,eE32t?�� 2 ! 0>DF*ÛD ! 2t?U*%?UE'2Þ?U*Î?UÇ

 



¿ ?�� ! 0>DFE .É? &	?U*-C È 2ØDr2j,Ê$ÉE *Î?Bæ°? ! 2Þ$3*

× ÁÒ&	? ! ,eDFÍ¹Ç°,_Ájö 2j0>D«2"!�È�Á�2 ! $ÉE+Eb? ! 2t?UÇ &¨DF,e*ßÁ $yÕ ! $ÉE32ØD ! 2ÒÁ $3E
2j0b? ÁØD7C ?çÁj,ÙÇb?èDFE°Ç Ç+,eÇ E�$y2�C $gÏÉ?'9

× üN=@$y2t?$#ÌDFE ?��>0>D7E�.É?�&�?U*-C È 2ØDr2j,Ê$ÉE ,_ÁÓ$ÉEb? 2Ø0°Dr25,_Á5,o2ÒÁ�$gA5E
,ÙE3Ï)?U*ßÁt?'ó+,K9 ?'9eó°,_Õ&%�ü�'(� � ) óñ2j0b?UE %�ü ) � � '(�ù9

× * ,/.1E°DFÍ A@D©Á@ÁÒ?UE32ÓÜ;D ! ö $ÉÈñ2çD Ç°,,+	?U*Î?UE32 ! $ÉE32ØD ! 25DFE+Ç 2j0�?UE
2j*ÛDÄÏ)?U*ßÁt?UÇ 2j0�?�*Î$y2t$É*ßÁÓ,ÙE 2Ø0�?�*Î?BÏ)?U*ßÁÒ?�Ç°,Ù*�? ! 2j,Ê$ÉEô9
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½ ±�êì± ¶ .�ªr�©¦>�0/ô¦>�$1%���'¢@´2.
á'9©&>ÍeÈ . Ü�$)DF*-Ç Áj,ÙC ,ÙÍSD7*<2t$ 2Ø0�$FÁÒ?èÈ�ÁÒ?UÇ Ü)( $ÉÍÙÇ 2j,eC ?B( 2t?UÍÊ?Ä&¨0�$ÉEb?
$F&	?U*ÛDr2t$É*ßÁUó

4�9FD7ÍeÍÊ$gA<?UÇ D7E DF*ÎÜ¨,o2Ø*ÛDF*Ú( &�?U*ÛC Èñ2ØDr2j,Ö$ÉE 2t$ Ü�? ?UE32t?U*Î?UÇ Ü�?IÕK$É*Î?
2j0�? ÁÞ,/.1E>DFÍ�2j*ÛDÄÏ)?U*ßÁt?UÇ 2Ø0�?�*Î$y2t$É*ßÁ�D7E°Ç *Î?Bæ°? ! 2Þ$3*ø9
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½ ±�êì±54 ¸ ¦b�¬ª
ö7?B( A@D©Á
á'9 ÁÒ?B2�$7Õ�*Î$y2t$É*ßÁÔ2t$ Ü	?�È�ÁÒ?UÇ
4�9©$3*ÛÇ�?U*ô,eE A50+, ! 0ç2j0b?�*Î$y2t$É*ßÁ�A�?U*Î?�2t$�Ü�?�&>ÍSD ! ?UÇï,eE 2j0b?�C D ! 0+,eE�?
ãb97*Î?Bæ°? ! 2t$É*�2Þ$ È�Át?'ó
ò 97,ÙE°,o2j,SD7Íô&�$FÁÞ,/2j,Ê$ÉE�ÁÓ$7Õì?gD ! 0 $yÕ¤2Ø0�?�*Î$y2t$É*ßÁ@DFE°Ç *Î?Bæ°? ! 2t$É*
û 9©&>ÍeÈ .ÉÜ�$)DF*-Ç Át?B2-2j,eE .3Á
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½ ±�êì±87 £ ��¡ ¡ ¦¨���7ª
:�E+,_.)C D ,ÊÁ@$7Õì,eC &�$É*Ú2ØDFE ! ?ï,ÙE D E È+C Ü	?U*Ì$7Õ�A@DÄ( Á9#
á'9 ! *ÛD ! ö7?UÇ Ü)( Ý $ÉÍÙ,ÊÁÞ0ôó Â *Û,o2j,ÊÁÞ0 DFE°Ç : C ?U*-, ! DFE ! $ Çb?ÄÜ¨*Î?gDFöy?U*ÎÁ
4�9©&>*Î$'Ü;DyÜ>Í/( Ç�? ! ,eÇ�?UÇ 2j0�?Ñ$3È 2 ! $ÉC ? $7Õ¤2j0b?5A@DF*
ãb97,o2ÓÁÞ0b$gAÓÁÓ0�$gA ! DF*Î?IÕ�È°ÍÙÍ/( $ÉEb?�C È�Á�2<2ØDFö7?èDFE3( ! ÍSD7,eC ÁÓ$7Õ<;ÉÈ°EñË
Ü>*Î?gDFö DyÜ>,eÍÙ,/2Ú(�; $7Õ�D ! *Ú(�&�2t$FÁ�(�Á�2t?UC

ò 9©?UÍÊ? ! 2j*Î$ÉE°, !¬! $ÉC &>È 2t?U*ßÁ÷A�?U*Î?�Çb?BÏ)?UÍÊ$'&�?UÇï,ÙE ÁÒ? ! *�?B2¤Ç+È°*-,ÙE�.<Å Å Æ�Æ
?��b&¨*Î?øÁÛÁjÍo(�2t$ ! *ÛD ! öÓ,eE'2Þ?U* ! ?Ä&�2Þ?UÇï:�E+,_.)C Di2j*ÛDFE�ÁÞC ,_ÁÒÁÞ,Ê$ÉE�Á�üN#%$ÉÍÊ$FÁ�Ë
ÁÞÈ�Á²C D ! 0°,ÙEb?øÁ��
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ê >�¦;�dª«�©¦¨� º �7�3ë�� �Fë��7¦
? ,Ù*ßÁ-2Ó*�?Ä&�$É*Ú2t?UÇ Ü)( @@$É*ßÁ�2 ? ?U,ÊÁ�2t?UÍ÷$7Õ�Æ ÂBA ,eE áUâ0Cyã
êð± ½ î ¥�¦>�y¥¬��¦ED
¿ Ü¨D©ÁÒ?UÇ $ÉE ÁÒ$ÉC ?�E È°C Ü�?U*ú$7Õ�*Î$ÉÈ°E+Ç�Á<$7Õì&¨*Î$ ! ?øÁÛÁÞ,eE .
¿ ,ÙEb&>È 2²&¨ÍeDF,eE'2Þ?�� 25,ÊÁ<2j0�?�,ÙEb&>È 2�2t$ 2j0b?5à;*ßÁ�2Ó*Î$ÉÈ+E°Ç
¿ ! ,Ê&¨0�?U*Ú2Þ?�� 2�,_Á<2Ø0�?�ÍeD©Á�2�*Î$ÉÈ+E°Çôä Á²$ÉÈñ2Þ&>È 2
¿ ?UE ! *Ú(�&�2j,Ê$ÉE ö7?B( F ,ÊÁ5È�ÁÒ?UÇ 2Þ$ .É?UE�?U*ÒD«2Þ? D *Î$ÉÈ+E°Ç ö7?B( GH
�Õ[$É*
?gD ! 0 *�$3È°E°Ç �

¿ ?gD ! 0 *�$3È°E°Ç ! $3C &¨Èñ2Þ?øÁ D Ç+,I+	?U*Î?UE325Õ�È+E ! 2j,Ö$3E D Á�ÍÖ$ÉE . D Á�2j0b?
G 
 ä Á�DF*Î?�Ç+,I+	?U*Î?UE32gó

¿ D7E3( E È+C Ü	?U*Ì$7Õµ*Î$ÉÈ+E°Ç�Á@C DÄ( Ü�?�?UC &>ÍÖ$g(É?UÇ
¿ ÁjDFC ?Ñ0°DF*-Ç A@DF*Î?çÕK$É*¹?UE ! *Ú(�&�2j,Ö$ÉE DFE+Ç Çb? ! *Ú(�&�2j,Ö$ÉE

¼,J



Feistel Structure

L_i R_i

F K_i

L_i+1 R_i+1
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êð±�ê b �¤ëi��¢ º �7�'ë��ñ�Fë��7¦
c E ?gD ! 0 *Î$ÉÈ+E°Ç�ó
á'97,ÙEb&>È 2Ó2t$ 2Ø0�? *Î$ÉÈ°E+Ç ,ÊÁ�Át&>Íe,o2ï,ÙE32t$ 4 0>DFÍoÏ)?øÁ�$7Õ¬?�� È>DFÍ¤ÍÊ?UE�.72Ø0�ó

d 
¤D7E°Ç 	�

4�9©$3È 2t&¨Èñ2 d 
^egf � 	�

ãb9©$3È 2t&¨Èñ2h	i
^ejf � k ül	i
nm�GH
5�po d 
wóÄA50b?U*Î? k üq�ô,ÊÁ�ÁÒ$ÉC ?¬$3Eb?ùËdAÓDÄ(
*Î$ÉÈ+E°Ç Õ�È°E ! 2j,Ö$ÉE

¼/é



êð±[³ � ¦>�b�©�¬�¬�F���¤�
r 0b?�Ü	?gD7È 2Ú( $7Õ�2j0°,_Á@Á-2j*-È ! 2jÈ+*�?è,ÊÁ�2j0>Dr2gó¨DFÍo2Ø0�$ÉÈ�.)0 k ,_Á5Ç+,Is ! È°Ío2
2t$ ,eE3ÏÉ?U*Ã2gó+,o2�,_Á�Eb$y2ÓEb? ! ?øÁÛÁØDF*Ú( 2t$ Çb$ ÁÒ$°9
r $ Çb? ! *Ú(�&�2«ó�.1,oÏ)?UE GH
lmt	�
^egf¹DFE°Ç d 
^egfu#
á'9v	 
 ,ÊÁ@?gD©ÁÞ,ÙÍ/( $'Ü�2ØDF,ÙEb?UÇw#

	�
 � d 
^ejf�x
4�9 d 
^egf ,ÊÁ *-È°E 2Ø0+*Î$ÉÈ�.10 k È�ÁÞ,eE . GH
wóú*Î?øÁjÈ+Í/2 ,_Á y c 8<?UÇ A5,o2j0

	 
^egf 2Þ$ $FÜ�2ØDF,ÙE d 

d 
 � k ül	i
nm�GH
z�(� 	�
^egf � k ü d 
^egf�m�G�
5��� 	�
^egf�m

r 0b? Á-2j*-È ! 2jÈ+*�? ÍÖ?UE+Ç�Á ,o2tÁÒ?UÍ/Õ�2t$ È�Át? $7Õ²2j0b? ÁjDFC ? 0>D7*ÛÇñA@DF*Î? $É*
ÁÒ$7Õ 2ÚA@DF*Î?%Õ[$É*�?UE ! *Ú(�&�2j,Ö$3E D©Á�Ç�? ! *Ã(�&�2j,Ê$ÉE Ç+Èb?¹2t$�,/2ÒÁiE>Dr2jÈ+*�?'ó3*-È°EñË
E°,ÙE�. ,o2�A5,/2j0 2j0b?ï*Î?BÏ)?U*ßÁt? $É*-Çb?U*¹$7Õ�*Î$ÉÈ°E+Ç ö7?B( Ág9
{ ? ! *Ã(�&�2j,Ê$ÉE È�ÁÒ?øÁ 2j0b? ÁØDFC ? öy?B(�Á ,ÙE *Î?BÏ)?U*ßÁÒ? $3*ÛÇ�?U*Ió�DFE°Ç A5,o2j0
2j0b?ïÍÖ?IÕ 25DFE+Ç *-,_.10'2�0>DFÍoÏ)?øÁ²$yÕ¤2Ø0�?�ý ò Ü¨,o2ÓÜ¨ÍÊ$ ! ö *�?BÏÉ?U*ÎÁÒ?UÇô9

¼oõ



³ � � º
³µ± ½ î ¥�¦>�y¥¬��¦ED
á'9 û ýrË Ü>,/2Óö7?B(�Á
4�97ý ò Ë Ü>,/2²&¨ÍeDF,ÙE32t?���2�Ü¨ÍÊ$ ! ö3Á
ãb9�á ýrËÃ*Î$ÉÈ+E°Ç ? ?U,_Á-2t?UÍ	Á�2j*ÛÈ ! 2jÈ°*Î?
ò 9�üdÈ�Át?UÍÊ?øÁÒÁ��%,ÙE°,o2j,SD7Í¤DFE+Ç à;E°DFÍ÷&�?U*ÛC Èñ2ØDr2j,Ö$ÉE�Á�$7Õ¤2j0�?ÑÜ>,/2ÒÁ

¼ �



R
ound K

ey G
eneration

64-bit Input

Initial Permutation

Round 1

. . .

Round 16

Inverse Initial Permutation

64-bit Output

56-bit Key

DES Structure

K_1

K_16
. . .

K�L|M}O2QSR é2T�~�� R,QS�P[|[5����\�\^Y_QSOU`aYSO2QSR
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³µ±�ê b �¤ëi��¢ ¸ ¦+� í ¦¨��¦¨�F���F���¤�
*Î$ÉÈ°E+Ç ö7?B(�ÁÓDF*Î? .É?UE�?U*ÛDr2t?UÇ Õ�*Î$ÉC 2j0b? û ýrËwÜ¨,o2�C D Á-2t?U*¹ö7?B( Ü)(
á'9 ÁÒ&¨ÍÙ,o2Û2j,ÙE�. 2Ø0�?�C D©Á-2t?U*%ö7?B( ,ÙE 0°DFÍ/Õ
4�97*Î$y2ØDr2j,ÙE�.�?gD ! 0 0°DFÍ/Õ�?U,/2j0b?U*ð$ÉEb?¹$É*�2ÚA�$�Ü¨,o2tÁ�ÍÖ?IÕ 2ÓüdÍÖ$y.1, ! D7Í ÁÞ0°,/Õ 2p�
ãb9«2j0�?UE Át?UÍÊ? ! 2j,eE . 4 ò Ü>,/2ÒÁ�Õ�*�$3C ?gD ! 0 0>DFÍ/Õ

¼,-



³µ±[³ b �¤ëi��¢ � ¦b�7���P�{ª
ÆNE ?gD ! 0 *Î$ÉÈ°E+Çôó
³µ±[³�± ½ ���¬�i����ªy���¤� �%¦>�3¡ ë¬�7���F�����
á'97*-,/.1032�0°DFÍ/Õ¬,_Á<à¨*ßÁ-2Ó?��b&;DFE+Çb?UÇ Õ�*�$3C ã'4 2t$ òH� Ü¨,o2tÁÓÜ)( ! $3E�ÁÞ,eÇ1Ë
?U*-,ÙE�. ,o25D©Á � E3(�Ü°Ü¨ÍÊ?øÁ ü ò ËwÜ¨,o2���È°DFE32j,/2j,Ê?øÁ��ùó

4�9 ! $F&)(+,ÙE�.ç2j0b? � E'(�Ü°Ü>ÍÖ?øÁì2Þ$�2j0b? ! ?UE32t?U* ò Ü>,/2ÒÁ�$7Õ � ýrËwÜ¨,o2���È°DFEñË
2j,o2j,Ö?øÁU9

ãb97ÍÊ?IÕ 2ØC $FÁ-2 D7E°Ç *Û,/.1032jC $7Á-2 Ü>,/2ÒÁ $7Õ 2Ø0�? ýrËwÜ¨,o2 ��È>D7E32j,/2j,Ê?øÁ DF*Î?
! $F&¨,Ê?UÇ Õ�*Î$ÉC 2j0b?ÑÜ¨,o2tÁ<2j0°Dr2�æ;DFE°öy?UÇ 2Ø0�?�E'(�Ü°Ü>ÍÖ?�,eE 2j0b?Ñ$É*-,_.yË
,ÙE>D7Í�ã34«ËwÜ¨,o2�,eE�&¨Èñ2 ü[A5*ÒD©&°&�?UÇ DF*Î$ÉÈ°E+Ç��ù9

ò 9':<9 .¨9eóFà¨*ÎÁ�2ÌýrËwÜ¨,o2���È°DFE32j,o2Ã( ! $3E�ÁÞ,ÊÁ�2ÒÁú$7Õ Ü¨,o2tÁ¹ãbá'ó�6�óSá'ó�4�ó�ãbó)DFE°Ç ò ó
A50+,eÍÊ? 2j0�?ÑÁÒ? ! $ÉE°Ç ! $3E�ÁÞ,ÊÁ�2ÒÁ²$7ÕìÜ¨,o2ÒÁ�ãbó ò ó û óXýbó,C DFE+Ç � 9

¼ 3



³µ±[³�±Kê b ��ë���¢ /ô¦b� ¦���¦>� �
¿ ò�� Ë Ü>,/2���È°DFE32j,/2Ú( ,ÊÁBy c 8�?UÇ A5,o2j0 2j0�?�*Î$ÉÈ+E°Ç ö7?B(

³µ±[³�±]³ º���� ����¦¨ª
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