
CIS 4360 Computer & Information Security
18B6
1. Catalog Description - Credits: 3; 
This course covers systematic threat and risk assessment; programmed threats and controls in hardware, software, and human procedures; security policies, models, and mechanisms; theoretical limitations and practical implementations; certification and accreditation standards; and case study reviews. Coursework includes projects.   
2. Pre-requisites and Co-requisites: COP 4600 Operating Systems is required.
3. Course Objectives

Students will study the issues involved in defining and assuring the security of information and computer systems.  

Undergraduates are expected to be able to use results from security theory in practical situations. 

Successful students will be able to perform a risk assessment for a given system, and analyze a system for vulnerabilities. They will be able to design policies and controls appropriate for given system requirements.  

4. Instructor: R. Newman

a. Office location: CSE-E346

b. Telephone: 352-505-1579 (best to use email – include CIS4360 in subject)

c. E-mail address: nemo-at-cise-dot-ufl-dot-edu

d. Class Web sites: http://www.cise.ufl.edu/~nemo/cis4360 
e. Office hours: TBA
5. Teaching Assistant: N/A

6. Meeting Times: MWF 6th period (12:50-1:40pm)
7. Class/laboratory schedule: 3 50-minute lectures

8. Meeting Location: CSE-E220
9. Material and Supply Fees: N/A

10. Textbooks and Software Required 

a. Title: "Computer Security" 
b. Author:  Goodrich & Tamasia
c. Publication date and edition: Addison-Wesley 2011
d. ISBN: 978-0321512949
11. Recommended Reading:  
Stallings, Cryptography & Network Security,  Prentice Hall

Pfleeger, Security in Computing,  Pearson Education


Kaufman, Perlman, and Speciner, Network Security 2/e, 


Pearson Education 2002 
ISBN: 9780130460196;

Schneier, Applied Cryptography, John Wiley & Sons
Garfinkel, Practical Unix & Internet Security, O'Reilly 
12. Course Outline:

a. Introduction to Computer Security – 2 wks

i. Fundamental Concepts

ii. Access Control Models

iii. Cryptographic Concepts

iv. Implementation and Usability Issues

b. Physical Security – 1 wk 

i. Locks and Safes

ii. Authentication

iii. Physical attacks on computers

iv. Special purpose machines

v. Physical intrusion detection

c. Operating Systems Security – 2 wks

i. OS Concepts

ii. Process security

iii. Memory and filesystem security 

iv. Application program security

v. Spatio-temporal access control 

d. Malware – 1 wk

i. Insider attacks

ii. Viruses

iii. Malware attacks

iv. Privacy invasion

v. Countermeasures

e. Web Security – 1 wk

i. The WWW

ii. Attacks on clients

iii. Attacks on servers

EXAMINATION 1

f. Cryptography – 2 wks

i. Symmetric Cryptography

ii. Public Key Cryptography

iii. Cryptographic Hashes

iv. Digital Signatures

g. Security Models and Practice – 3 wks

i. Policy, models, trust

ii. Access Control Models

iii. Standards and Evaluation

iv. Vulnerability Assessment

v. Administration and Auditing

vi. Kerberos

vii. Secure Strorage

h. Project Presentations – 3 wks

EXAMINATION 2 – last day of class

13. Attendance and Expectations:

Requirements for class attendance and make-up exams, assignments, and other work are consistent with university policies that can be found at http://catalog.ufl.edu/ugrad/current/regulations/info/attendance.aspx.  

Pop quizzes may be given on assigned reading and on material covered in classes.  

Cell phones and pagers must be silent during class.  Reading emails, facebook, etc. is appropriate at some other time and place.  

Questions are encouraged - raise your hand to be recognized.  Try to formulate the question before asking it, and wait to see if it is answered in a few minutes so we can maintain flow.  Lengthy discussions will be deferred to office hours.

Students are required to check the class web pages at least three times a week (MWF nights) for announcements/updates.  You are responsible for all assignments posted on the web page or announced in class.  

14. Grading – methods of evaluation:

a. Quizzes and Homeworks: 20% 

b. Exams: 40% (midterm and final exams)

c. Projects: 40% (implementation project)

Project grades include scoring for documentation and good programming practice in addition to correct functionality. Writing grades include scoring for organization, clarity, grammar, punctuation, and references as well as content. Projects and papers must focus on computer and information security. Examples include password strength assessment, use of cryptographic mechanisms, on-line anomaly monitoring, malware detection, etc. 

Software and term paper grading rubrics available at 
http://www.cise.ufl.edu/~nemo/Rubrics/Rubric_Software_UG.doc and 
http://www.cise.ufl.edu/~nemo/Rubrics/Rubric_Term_Papers_UG.doc 

15. Grading Scale: 



A >= 90%

90% > A- >= 87%

87 %> B+ >= 85%

85% > B >= 80%

80% > B- >= 77%

77% > C+ >= 75%

75% > C >= 70%

70% > C- >= 67%

67% > D+ >= 65%

65% > D >= 60%

60% > D- >= 55%

55% > E

16. Make-up Exam Policy

Requirements for make-up exams, assignments, and other work are consistent with university policies that can be found at http://catalog.ufl.edu/ugrad/current/regulations/info/attendance.aspx.   

Obligatory Statements
 “A C- will not be a qualifying grade for critical tracking courses.  In order to graduate, students must have an overall GPA and an upper-division GPA of 2.0 or better (C or better). Note: a C- average is equivalent to a GPA of 1.67, and therefore, it does not satisfy this graduation requirement.  For more information on grades and grading policies, please visit: https://catalog.ufl.edu/ugrad/current/regulations/info/grades.aspx
“Undergraduate students, in order to graduate, must have an overall GPA and an upper-division GPA of 2.0 or better (C or better). Note: a C- average is equivalent to a GPA of 1.67, and therefore, it does not satisfy this graduation requirement.  Graduate students, in order to graduate, must have an overall GPA of 3.0 or better (B or better).  Note: a B- average is equivalent to a GPA of 2.67, and therefore, it does not satisfy this graduation requirement.  For more information on grades and grading policies, please visit: https://catalog.ufl.edu/ugrad/current/regulations/info/grades.aspx
17. Honesty Policy – All students admitted to the University of Florida have signed a statement of academic honesty committing themselves to be honest in all academic work and understanding that failure to comply with this commitment will result in disciplinary action. This statement is a reminder to uphold your obligation as a UF student and to be honest in all work submitted and exams taken in this course and all others.

18. Accommodation for Students with Disabilities – Students Requesting classroom accommodation must first register with the Dean of Students Office.  That office will provide the student with documentation that he/she must provide to the course instructor when requesting accommodation.  

19. UF Counseling Services – Resources are available on-campus for students having personal problems or lacking clear career and academic goals. The resources include:

· UF Counseling & Wellness Center, 3190 Radio Rd, 392-1575, psychological and psychiatric services.

· Career Resource Center, Reitz Union, 392-1601, career and job search services.

20. Software Use – All faculty, staff and student of the University are required and expected to obey the laws and legal agreements governing software use.  Failure to do so can lead to monetary damages and/or criminal penalties for the individual violator. Because such violations are also against University policies and rules, disciplinary action will be taken as appropriate.  We, the members of the University of Florida community, pledge to uphold ourselves and our peers to the highest standards of honesty and integrity.  
21. Students are expected to provide feedback on the quality of instruction in this course by completing online evaluations at https://evaluations.ufl.edu. Evaluations are typically open during the last two or three weeks of the semester, but students will be given specific times when they are open. Summary results of these assessments are available to students at https://evaluations.ufl.edu/results/.

