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ABSTRACT

Given a spatial data set placed orman n grid, our goal is to find
the rectangular regions within which subsets of the datexd@bit
anomalous behavior. We develop algorithms that, given aey-u
supplied arbitrary likelihood function, conduct a likedibd ratio
hypothesis test (LRT) over each rectangular region in titk gank
all of the rectangles based on the computed LRT statisticsrer
turn the top few most interesting rectangles. To speed toisgss,
we develop methods to prune rectangles without computiag th
associated LRT statistics.

Categories and Subject Descriptors

H.2.8 [Database Managemerjt Database applicationdata min-
ing, spatial databases and GIS

General Terms
Algorithms, Experimentation

1. INTRODUCTION

Discovering subsets of database data that are spatiabg ¢to
one another and exhibit anomalous behavior is of key impoga
in many application areas.
ing application of mining antimicrobial (antibiotic) resance pat-
terns. Antimicrobial resistance in nosocomial (hospitaiared)
bacterial infections is a key public health problem. Antrobial

drugs are the first and sometimes only means of attacking bac-2

terial infection, but due to use and misuse over time, actioai
bials become less useful as bugs become resistant due ttiaele
pressures. The result is that common, often mild, hosoddmia
fections such as staph can become deadly with no effecthad-tr
ment. The Antimicrobial Resistance Management (ARM) dasab
(http://www.armprogram.com) consists of antimicrobegistance
data for nearly 400 hospitals over a 15-year period, anceptesn
opportunity to study the epidemiology of antimicrobialistance.
Over those 15 years, the trend in resistance rates is ggnepal
ward. However, a key question that we would like to answelsis:

For example, consider our metiva

where a set of hospitals have significantly different trénksow-
ing the answer would provide key insight into the epidengglo
of antimicrobial resistance, indicating, for example, Homobile"
the bugs are, or how the evolution of bugs in a hospital's ggne
region affects local resistance rates. |If resistance sresmbw a
strong geographic affinity, then it might indicate that séance is
a local phenomenon, and so local programs at individualitedsp
aimed at careful antimicrobial stewardship could be usefidw-
ever, if resistance trends are uniform over a wide area,itmeight
indicate that antimicrobial stewardship must be a widesreff

Applying a Spatial Likelihood Ratio Test. Using classical statis-
tics, we can mine the ARM database for regions of the counitty w
anomalous or unique resistance trends. Given a spatiaregie
might treat the number of resistant cases in yeas the result of a
single binomial trial, with an unknown probability of retsiacep,
and the number of experimented isolations of the bug as ahknow
fixed inputn,. Since we are interested in trends, we could link all
of the p, values over time for a given region using a linear model
over the yearsp, = yA + po. Then, using a likelihood ratio test
[12], we could check whether the trerxi for the given spatial re-
gion is significantly different from the trend that would beed for
the entire country. By breaking the country into a grid andash
ing each contiguous region in the grid for a difference inltoal
trend, we will locate any locally anomalous resistancedsen

So, what's the problem?As long as checking whether each con-
tiguous region is anomalous is computationally inexpensilkien
brute-force search is feasible. There @@*) rectangular re-
gions in ann x n grid. For example, ifn = 32, then there are
278,784 regions. This is not too many regions, but the olveost

to search the grid using a brute-force metho®ign*), wherec

is the average cost to check a given area by computing a single
likelihood ratio test. The likelihood ratio test resultifrgm trend-
based search described above may require seconds to ruecfor e
region that is searched, requiring weeks to run on a 32 by 82 gr
Therefore, the problem is not enumerating all of the locglaes

to check;the problem is actually having to run the likelihood ratio
test on all of them

the trenduniformly upward over time, or are there spatial regions  Qur Contributions. The primary contribution in this paper is to
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generalize the set of statistical models that can be usetifosort
of spatial search. We propose using the classic likelihatid test
(LRT) statistic as a score function to evaluate the “anonmiess”
of a given spatial region with respect to the rest spatied.dahe
LRT is quite general: it works with virtually any underlyirsgatis-
tical model. A user of our framework need only supply impleme
tations of a few specific functions to instantiate our frarogw But

a key problem in practice is that computing even one tessstat
value can be very expensive. Thus, we propose a pruning@gyrat



that works for almost any underlying likelihood functiohat can
be used to radically cut down on the number of likelihoodcreists
that must be run when searching for anomalous spatial region

2. BACKGROUND

2.1 The LRT Statistic

The LRT is a hypothesis test that facilitates the comparison
two models: one parametric stochastic model associatedttnet
hypothesis that there is an anomaly, and another assouiétethe
hypothesis that there is no anomaly—the so-called “null eliod
Both parametric models are embodied by identical likelthfwonc-
tions L(0|X), whereX contains the values output by the underly-
ing stochastic process, afids a set of parameters coming from the
parameter spac®. The (restricted) parameter spa®e allowed
under the null model is the complement of the parameter splace
lowed in the case of anomalous data, denote® as©,. To check
for an anomaly using the LRT, two hypothesds : 0 € ©y and
H, : 0 € ©— 0, are compared by computing the statistic:
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This statistic is computed by first computing a maximum like-
lihood estimate (MLE) under both parameter spa@gssand ©,
and then computing the ratio of the likelihoods obtained thia
two MLEs. Wilks [12] showed that the asymptotic distributiof
A(X) —2log A (which we subsequently refer to as thRT
statistig is chi-squared witl{p — ¢) degrees of freedom under the
null hypothesis thad € ©y. p is the number of dimensions (or free
parameters) ii®, andq is the number of dimensions . Thus,
to check for an anomaly at confidence lemglone checks whether
A(X) > ¢, wherec is a non-negative number computed by finding
how far out in the tail of a chi-square distribution one hagaao
find (1 — «)% of the mass.

For a very simple example of the sort of case where the LRT is
applicable, imagine that we wish to test whether the diseaise
within a spatial area is different than the disease rate outside of
the area. We assume that the underlying stochastic prokats t
generates the number of cases of disease is binomial: easbnpe
who lives inA has a certain, unknown probability of becomingill in
a given time period, and we wish to check whether this prdibabi
is different in A than it is outside ofd. For eachA, X = {ka}
wherek 4 is the number of observed diseased individuals inside of
A. The set of model parametgt€ontains an unknown probability
or rate of infectionp 4, and the known number of individuaisa
who live inside ofA. For a givenA, if the null hypothesis holds
andf € Og, thenps = p;z and the disease rates are the same
within and without the given spatial area.

The likelihood functionZ() would then be a binomial function:

L(B|X) o phA (1 — pa)™a~Rapha(1 — pg)na=ha

The degrees of freedom of the null distribution is one, stheee
is one more free parameter alloweddrthan in©,.

One can easily use the LRT as a basis for spatial anomalytsearc
First, all contiguous, rectangular areas in a grid are $eakcand
the value of the LRT statistic is computed over each of thehosé
areas with the greatest value for the statistic are retuntte user
for further examination as potential anomalous areas.

2.2 The Spatial Scan Statistic

The LRT has been used before for spatial anomaly detectim. F
example, the LRT test forms the basis for the spatial scaistita

(SSS), which is useful for detecting a cluster of event aenoes

in a spatial area. The SSS was first proposed in the statiséics
ature [6]. The model underlying the SSS assumes that each sub
region has a Poisson process controlling the number of e@nt
currences within it. SSS-related work in the KDD literatinas
focused on searching for an anomalous area in an efficiembfas

[9, 8, 1].

As we will discuss subsequently, our framework is similar to
the SSS in that it utilizes the LRT to perform spatial anondgy
tection, but it is far more general, admitting a very widegarof
stochastic models, and so work on speeding detection viaiSSS
not obviously relevant. For example, existing SSS algoritlyen-
erally make extensive use of the fact that adding more daganto
area while keeping the ratio of the number of observed euents
the area measure constant must cause the “interestingokets?
areato increase. This is true in the case of a Poisson madelpb
in the sort of general model that we consider. Thus, new ways t
speeding up the computation are required.

3. PROPOSED LRT FRAMEWORK

We begin by assuming that the spatial area over which welsearc
for anomalies has been pre-partitioned intorar n spatial grid.
For each rectangular are4 in the grid, we wish to answer the
question, “DoesA differ significantly from the remainder of the
area in the grid?” This question is answered by computing @ LR
statistic that compared to A. If the value of the LRT statistic is
large, thenA is returned to the user as an anomalous region.

Our framework can be thought of as a generic template, which
requires that a user supplies a few functions which instgan8 par-
ticular anomaly detection problem. We now describe the gssc
that a typical user would undertake in order to apply our )lam
work to a particular problem.

3.1 Choosing a PDF

The first thing that a user must do is to postulate an appropri-
ate stochastic model to describe the data generation greg#sn
each cell. A cell is a minimum spatial unit within which we as®
that there is no spatial variation, and so it does not makeestm
subdivide a cell spatially when performing anomaly detsttiThe
model used on a per-cell basis may be simple, such as a @hbssic
Poisson or Bernoulli model, or it may be an arbitrary, ussfired
model of significant complexity. The stochastic model fored ¢
is characterized by a probability density function (PDFEnadted
by f(Xc|0.). The likelihood of a model given the data is then
L(6.|X:) = f(Xc|6.). In order to make use of the LRT statistic,
we must be able to calculate the likelihood of the entire.gAd-
suming the generative processes within each cell are indepé
of each othé, the likelihood of the entire grid is given by:

L= ] LX)

ceGrid

3.2 Defining the Test Set

Once the likelihood function has been defined, the secomd ste
in employing the LRT framework is specifying two competing h
potheses in such a way that LRT can be used to decide whether a
testing rectangle is a spatial anomaly. Informally, giveest area
A, the two competing hypotheses take the form:

@)

The cell independence assumption is made to keep the scope of
the paper manageable. In practice, this assumption mayerntaob
restrictive. For example, the Poisson model underlying S8S
assumes independence.



e H, : the process generating the data in the cellgla$ not
substantially different from the process generating th@a da
in the cells outside ofi.

e H, :the process generating the data in the cells withiis
substantially different from the process outsidedof

Since the generative process is modeled via a PDF that ismaslsu
to be the same across all cells, determining whether thergene
tive process differs from cell-to-cell is equivalent to etahining
whether the parameters to the process differ within andowiti.

Note the word “substantially” in the definition of the two hy-
potheses. When we are trying to test whether the generative p
cess in two different cells (or two groups of cells) diffense are
not interested in comparing every aspect of the generativeegs
(or every parameter). There will be natural spatial vasiatiin the
generative process that we want to ignore. For example, wigen
are testing whether the trend of antimicrobial resistastke same
inside of an area as it is outside of4, differences in the starting
point of the trend are uninteresting.

As a result, our framework differentiates two types of pagam
ters for a cell's PDF: the “shared parameters” and the “Ipzal
rameters”. The set of “shared parameters” is the subsethudt is
forced to be identical among each member of a group of cefie. T
shared parameters are used to model within-group cellagityi
and it is from within the set of shared parameters where we find
the particular data property or properties that are indieatf an
anomaly. Those shared parameters that the user is actotdly i
ested in testing to see whether they are the same within arregi
and outside of the regioA are called the “test set”, and are denoted

by T'. The test set is a non-empty subset of the shared parameters.

The “local parameters” are those parameters withiat are
customizable to each cell. They generally capture the argsting
or anticipated spatial variation of the data across differeells.
Sometimes, the precise values for local parameters may daerkn
and supplied beforehand by the user (such as the number pliepeo
living in a spatial region). Other times, local parameteisyrne
unknown before the test is run, and their values are infgisedh
as the initial resistance rate when checking for differeands in
antimicrobial resistance rates).

Example. Recall that in our motivating application, we want to
find a spatial area where the trend in antimicrobial rescstan
different inside of the area than it is outside of the area.agfeime
that the observed number of resistant cases in a cell is geder
via a sample from a binomial random variable, where the numbe
of microbes observed in yegris n,, the probability of resistance
in a given yeay is p,, and the linear functiop, = A x y + po is
used to model the trend of antimicrobial resistance rate many
years. In this case, for a given cellf. = {A, po, no,n1,n2...}.
When detecting anomalous regions, we want to know whetleee th
is an aread where the rate of change in resistance over time differs
within A and outside ofd. In this case, the rate of chandeis
a shared parameter that is assumed to be uniform inside ahd
uniform outside ofd. The question is whethek has a single value
for the entire grid. Thus, the test sEt= {A}. In contrastpo is
a local parameter that allows the trend to have a differemtisg
point in each cellp, for each cell is unknown and must be inferred
from the data. The number of microbeg observed in yeay is
also a local parameter, but it is available to the testinghéaork
and need not be inferred.

In this case, the two hypotheses that we are comparing become

° H()IAA:AA

1. For each rectanglel in the grid
2. Let ¢ = MLEo(f(Q))
3.Let (04,05) = MLE\(f(G), A)
4. Let A = —2log L(0c|Xa) + 2log L(0a]| X a)
+2log L(63|X 1)
5. If Aisin the topk found so far, then remember

Figure 1: Naive top-k LRT search (Algorithm 1)
o H,: AA 75 AA

whereA 4 denotes the share within the current rectangld and
A ; denotes the sharel outside of the rectangld.

In general, the framework considers the following two cotnpe
ing hypotheses for each rectangular afea

o Hy:VteT, ta=1j4
e H,: 3t € Twherety #1ty4

3.3 Instantiating the Framework

Once the user has developed a likelihood function and deter-
mined what parameters are in the test set, he or she must-imple
ment four functions in order for our framework to be used. Skhe
functions are as follows:

e Thesummarizing function f(A) that returns the set of sum-
mary dataX 4 for a regionA in the grid, as well as all local
parameters whose values are known constants.

A likelihood function L(0.|X.) that accepts a set of cell
summary statistics as well as a set of cell parameter values,
and returns the associated likelihood.

The null-space MLE procedure M LEy(f(A)) that per-
forms MLE in the null parameter space for an areaThat

is, this MLE procedure accepts the output f(fA): a set

of summary statisticsX4 over some spatial regiod, as

well as any local parameters for cellsihwhose values are
known constants. It then computes the set of non-constant
parameter values ity that maximize the likelihood function
L(04]X4). This maximization is done under the constraint
that for every two cellg; andcs in A, and for every shared
parametes, sc; = Sc,.

Thecomplete-space MLE procedureM LE: (A, f(G)) that
accepts a regioml as well as all data and constant-valued
local parameters from the entire spatial gt and then
chooses the non-constant value# inandé 5 that maximize
the entire grid’s likelihood:L(04|Xa)x L(04|X z). This

is done under the constraint that all shared parametersinot i
the test set must have the same value for each and every cell.
However, parameters in the test geimay differ inside ofA

and outside ofd. Fort € T', we only require that., = t.,

if both ¢1 andc; are inside ofd or bothe; andc; are outside

of A; otherwisef., need not equél., .

Once the user has defined these four functions, our alga@ithm
then look for thek regions that most strongly reject the null hy-
pothesis. Logically, this is done by performing the compata
given in Algorithm 1.

Example. Continuing with our antimicrobial resistance trend ex-
ample, we would instantiatg, L, M LFE,, andM LE, as follows:



1. f(A) would return the number of microbial infections in
each cell inA for each year#{o, n1,...) as well as the num-
ber of resistant microbial infections for each cell in thear
for each of the years(, k1, ...).

2. For a cellc in a spatial aread, L accepts each, andk,,
as well as the rate of infection for the initial yeas and a
change rate\. It then computes the binomial likelihood of
the rates given the cell data:

L(0c|Xe) o< [ JI(po + yA)* x (1.0 — po — yA)™ ]

Y

3. MLE, performs a binomial MLE for an input spatial area.
M LE, is run under the constraint th&t is constant across
all cells in the input area, and thgt, + yA) € [0,1]. If
the input area is the entire grid, this corresponds to the nul
hypothesis that the trend for each cell in the grid is the same
though the starting rate, might be different.

4. Finally, M LE; performs two similar binomial MLEs, ex-
cept that there are two different trends, and A ; allowed
for the areas within and without, respectively.

3.4 So, What'’s the Difficulty?

Running the naive algorithm in Figure 1 can be quite expensiv
but the computational difficulty is not necessarily assedavith
enumerating all of the local spatial regions; even fdi0a x 100
gird this should take only a few seconds. Rather, the computa
tional difficulty is associated withctually computing/ LE; and
MLE, for every candidate area in the gridThus, we will con-
sider pruning strategies that still enumerate all of @) local
spatial areas in the grid, but can often inexpensively ®before
any MLEs are ever computed that it is impossible for the aurre
LRT statistic to have a large or interesting value.

3.5 Remarks Regarding the Framework

First, we point out that this model is exceedingly generaie T
only constraint of any significance is that we require stig$in-
dependence of data generation across cells.

Second, there is the issue of statistical significance afdbiens
returned as the result of the search. Since our framewadsreh
the LRT, the null distribution is known once the likelihoathttion
is defined and it is quite easy to associaealue with each dis-
covered region. The only difficulty is that an appropriatdtiple-
hypothesis-testing correction [4] must be used to accoomthfe
fact thatO(n*) individual hypothesis tests have been performed.

If a user is uncomfortable with either the use of an asymptoti
null distribution (because he or she is suspicious of reglgimasymp-
totics) or the use of a multiple-hypothesis-testing cdroec(be-
cause he or she is worried that this will compromise the pafer
the underlying statistical test), then a Monte-Carlo meétban be
used to associate avalue with each result. Specifically, a large
number of spatial grids can be generated under the null hggis,
and the search for the most anomalous region can be perfammed
each. By counting how many of the grid replicas have a LRTsstat
tic greater than the one obtained on the real data, one sbaain
appropriatep value. The Monte Carlo method makes the pruning
algorithms presented subsequently much more importanteSve
are only interested in knowing how many of the grid replicageh
larger LRT statistic than the one obtained on the real dagawil
supply the largest LRT statistic from the real data as amairmut
off value to the remaining replicas, which may result in tesrtious
speedup comparing to the naive Monte Carlo method.

>|

(a) (b)

Figure 2: lllustration of bounding the maximum likelihood of
region A by the product of the maximum likelihoods of sub-
region A;s. (a) The current testing regionA. (b) The testing
region A tiled by four subregions.

4. BASIC PRUNING MECHANISM

Given the framework from the previous section, the problem b
comes speeding the search through each ofQfe*) possible
regions in the grid. The basic idea that we will pursue is slevi
ing some way of immediately knowing—without performing any
MLE—whether the LRT statistic can possibly exceed a givern cu
off value for an areal.

So, how do we do this? At each iteration of Algorithm 1, we
will consider a regiord4, and wish to know whether the value &f
associated wittl exceeds the cutoff. Normally, to compute we
will invoke both M LE; and M LEy. That is, we would compute
(04,05) = MLE, (A, f(G)),andfc = MLEy(f(G)), and then
compute the quantith = —2log L(0¢|X) + 2log L(0|X4) +
2log L(04|X 1)

Our goal is to somehow avoid running the expensive MLEs and
still obtain some idea about whether or notexceeds the cutoff.
Handlingf is easy. Since the value 8f LE,(f(G)) is the same
no matter what the value of, we can computé/ LE, over the
entire data set once, and then simply re-use this value feryev
iteration of the loop that enumerates all possible rectmg|

However, it is more difficult to avoid runnin§/ LE; (A, f(G)).
Fortunately, we can upper-bound the values of Hgffha | X 4 ) and
L(0 5| X 1) obtained via\/ L E by using the likelihoods associated
with the MLEs that we have computed previously.

To do this, letA = R; U R for non-overlappingR; and Ro,
so thatX4 = Xgr, U Xg,. Letfa = Or, U Or, be the set
of parameter values relevant to arda that were computed via
MLE:(A, f(G)). Now, assume thatp, was computed directly
by calling M LEy(f(R1)). Then we know that:

L(0R1|XR1) < L(9%1|XR1) (3

This must be true since performidg LE, on a subregion oft
has essentially relaxed the constraints for the optinomatisk per-
formed by M LE; on A. Why? Recall that the shared parameters
relevant to a given cell are categorized into two classesskiared
parameters that are not in the test’Betind the shared parameters
that are in the test s@t. 0r, is chosen by the optimization routine
M LE; under two constraints:

1. Allcells on the grid share the same set of values for allesha
parameters not in the test set.

2. Consider the cells withirl as a group, and cells withiA as
another group. Within both groups, all cells must share the
same values for each test parameter, but across groups, test
parameter values can differ.

Inequality 3 holds sincé}, is chosen by\ L, under the relaxed
constraints that:
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Figure 3: lllustration of the second tight bound criterion. (a) ‘; 1
Three subregions evenly cover the target region. (b) Threeub- . @ ,
regions unevenly cover the target region, with one big subre @
gion dominating the other two. [T] 8
L3

i i 2 1 L

1. Allcells within R; share the same set of values for all shared (C)_ . @ o
parameters not in the test set. Figure 4: lllustration of tiling A. (a) Rectangle {n,n, i, j) is
recursively split. (b) The splitting position in each level (c) A is

2. All cells within R; share the same set of values for all shared tiled using three precomputed rectangles. (d) The precomped

parameters in the test set. rectangles that are used (they are circled) to tiled.

Obviously, the former two constraints used gL E; (A, £(G)) parameters. This tends to result in a looser and looser Ugaperd
to choosd g, are more strict than the later two constraints used by 9" L(0a]Xa). ] o
MLEo(f(R:)) to choosel, . As a result, inequality 3 must be The reason that large tiles are preferred—even if it regultsne
true. Likewise L(0r, | Xr,) < L(0,|Xr,). Thus: or two large regions and a few very small regions—is illustrgn

T 2 Figure 3. The data points in this figure are represented by
L(04|X4a) < L(0R,| XR,) X L(0r,| Xr,) O's; the data points represented by X's are generated byeaefit

process than the O’s and so they require different sharedhEer
values to model them than the O’s do. If a number of smalleebox
are used (as in the left of Figure 3), then it is much more Vikieat
the data inside of those boxes are homogeneous and contailymo
X’s or mostly O’s, andM LE, will produce a much looser bound
than the case in the right of Figure 3.

Thus, one can partitionl into two arbitrary subregions, then
invoke M LE, on each of those subregions independently, and use
the result to upper-bound the value bf64|X4) that would be
obtained via a call tad/ LE; (A, f(G)). Taking this to its logical
conclusion, by induction, one can always give an upper bdand
the value ofL(04|X 4) obtained viaM LE; for A = Ry U Ry U
RsU... by invoking M LEo(f(R;)) separately for eacR; (see an
example in Figure 2). A similar argument holds o6 1| X 7). 6. PRECOMPUTATION AND BOUNDING

Our basic tactic will be to pre-compute a number of stratdgie Were we to compute an MLE for everyin the grid, there would
chosen result sets from calls3d L Eo, and use those to attemptto  beO(n*) MLE computations. Our goal is to reduce this by at least
avoid expensive calls td/ LE; by upper-bounding the quantity of ~ a factor ofn by performing onlyO(n*) M LE, pre-computations
the result. If these upper bounds are tight, it will often begible and a handful of actudl/ LE: (X, A) computations for thosd’s

to pruneA without ever callingM LE; . that are not pruned. Also, our goal is to limit those precotation
to smaller spatial regions, so they tend to be less expengiie
5. TIGHT BOUND CRITERIA mization problems. Since our reduced problem is to bount bot

L(604|X4)andL(05|X 1), we consider them separately.
To boundL (0.4 X 4) andL(6 5| X ;) we must be able to tile both (04 Xa) (041X4) parately

A andA with a set of regions for which ah/ L E, has alreadybeen 6.1 Precom putation and Bou nding fora
pre-computed. There are many possible precomputationsiland We devise a method that uses at mblstg 2 precomputed rect-

ing methods, and the manner in whidh(and 4) is tiled can have angles to tile any givemd. The precomputed rectangles are ob-

a ‘Ql':qu:rf;%?iré;eftfﬁg:eug?g tt;g g\lj:r“-tr)i/ d?:];hso?lz? d”g;g?;fm tained as follows. C.Zonsid.er .trtéggegtrectanglg that is enclosed
a region in or'der to bound the value bffA| X »): by a pair of the vertical grid I|_nes. Flgu_re A_f(a) ||Iu_stratBBe such
’ rectangle f, n, j,4). The horizontal grid line which crosses the
center point of the grid is used to split this rectangle imto tden-
tical subrectangles. If we recursively split the resultiudprectan-
2. For a fixed number of tiles, it is generally better to have a gles by horizontal grid lines from their midpoints until weach
high variance in tile sizes than it is to have a low variance in the lowest resolution of the grid, our precomputation set@ins
tile sizes—that is, one big tile and— 1 small tiles are better ~ Z*=1"+U" rectangles, which is in the order 6f(n?).
thann medium-sized tiles. To use the precomputed rectangles to tile any gidemwe use a
divide and conquer method. Figure 5 gives the detailed dlgor
It is easy to argue why adding more tiles than that are strictl The recursive functioffile_A accepts the bottom-left:(, y1) and
needed is generally a bad idea. Undéd Ey, only one value for top-right (2, y2) coordinates of a rectanglé, and a pair of low
every parameter in the shared set is allowed. Howevet,igf cov- and high values (initially, low is set to zero and high is setj}.
ered withn tiles, thenn different values of the parameters in the It splits A in a top-down fashion following the split points used
shared set are allowed, with one parameter value per tileis,Th  during precomputation. This method will always tilewith the
adding more and more tiles has the effect of adding more amd mo biggest possible rectangle in our precomputed set and igiess

1. The region should be tiled with as few tiles as possible.



Procedure Tile_A(z1, y1, 2, y2, low, high)
1. Let mid=(low+high)/2
/Ibase case
2.1f (1 low && y2 ==high)or (y1 ==low && y», ==mid)
or (y1 ==mid && y2> ==high))
3. Return rect(1, y1, z2,y2) /* rect() returns the store|
rectangle log-likelihood */ '
llrecursive case
4. 1f (y2 <mid)
5. Return Tile_A(zx1, y1, =2, y2, low, mid)
6. Else If (y1 <mid and y2 >mid)
7. Return Tile_A(x1, y1, x=2, mid, low, mid)+
Tile_A(z1, mid, z2, y2, mid, high)
8. Else If (y1 >mid)
9. Return Tile_A(zx1, y1, x2, y2, mid, high)

Figure 5: The algorithm for tiling A

we use the smallest number of tiles. Figure 4 (c) and (d)titus
an example where we use two level 2 rectangles (numbered 2 and
3) and one level three rectangle (numbered 7) to tile thengite

6.2 Precomputation and Bounding fora

Now we turn our attention to the tiling methods fdr There are
two different tiling strategies that we employ:

The radial method. As illustrated in Figure 6 (a), in a clock-wise
order, we elongate the edges of a rectanglantil the edges hit
the grid borders. A is then divided into four rectangles denoted
A; to A4, which are used to tilel. We can do the same thing in
a counter-clockwise order, which is depicted in Figure 6 (lv)
order to tile any givem using the radial method, the precomputed
set should contain all the rectangles that share at leastamer
with the grid. This set can be obtained by considering allhef t
intersection points on the grid. We connect each interseqoint
on the grid with the four corners of the grid. This producesrfo
diagonals, each of which creates one rectangle in our preatad
set. Since there ar®(n?) intersection points, there a@(n?)
rectangles in our precomputed set.

The sandwich method.As illustrated in Figure 6 (c), if we elon-
gate the two vertical edges df in both directions until they reach
the borders of the gridd is divided into four rectangles, denoted
A; to A4. We use these four resulting rectangles to flleln the
same fashion, we can do this horizontally as illustratediguie
6 (d). In order to tile anyA using this method, we need to pre-
compute all the rectangles that share two corners with tice gr
Figure 6 (c), these rectangles ate and A4. Notice that these two
rectangles are in the the precomputed set for the radialadeto
we can reuse them. Also, since we want to avoid any additional
precomputations to bound;, we call theTile_A procedure from
the previous subsection to upper bouad. We can upper bound
As in similar fashion. As a result, with no additional precortau
tion, we can obtain the bounds using the sandwich method.

We have discussed four methods to bouh(Fig 6); in practice,
we compute each and choose the tightest bount (6t | X 7).

7. FINAL SEARCH ALGORITHM

The final search algorithm in Figure 7 modifies the naive algo-
rithm. At each iteration, the new algorithm obtains an uggmmd
for the current LRT statistic, and compares the upper bouitid w
the current cutoff related to the” largestA discovered so far. If
the upper bound is less than the cutoff, the current regipruised.
Otherwise, the exact value for the LRT statistic is computed

(b)

(@)

Figure 6: Tiling methods for A. (a) and (b) depict the Radial
methods. (c) and (d) depict the Sandwich methods.

Input: a spatial grid=, f, MLEy,MLE:, L andk
Output: top-k anomalous regions.
1. Precompute th@(n?) rectangles described in Section 6.1
2. Precompute th€©(4n?) rectangles described in Section 6.2
3.Let 0o = MLEy(f(G)).
4. For each rectanglel on the grid:
5. Follow Section 6.1 to get the upper boundlfeg L(04| X 4)
6. Follow Section 6.2 to get the upper boundlfet L(0 5| X 1)
7. Combine the results of step 3, 5, 6 to an upper bound fo
8. If the upper bound is less than th& best, pruned
9. ElsecomputeA 4; if in the topk, rememberA

Figure 7: Top-k LRT statistic search with pruning

8. EXPERIMENTS

8.1 Experiment One: Synthetic Data
Experimental Goal. Our goal is to answer two questions:

1. Does our precomputation actually cut down on the number
of MLEs that need to be run in a realistic setting?

. Second, the LRT framework has a known asymptotic null
distribution. If we use this fact along with a standard Bonfe
roni correction to take into account the multiple hypotkesi
test (MHT) problem induced by running a separate hypoth-
esis test for each area in anx n grid, will we (a) still be
able to detect any subtle anomalies, and (b) be able to cor-
rectly recognize those cases where there is no anomaly in the
underlying data?

Experimental Setup. For our experiments over synthetic data, we
used a simple binomial likelihood model. This model is clmose
because performing the required MLE is fast, so we can regdiat
run and re-run tests over reasonably large grids.

Our setup is as follows. For each celin the grid, we randomly
generate a population size.. Then the number of “successes"
k. in the cell is generated by sampling from a Big, p) random
variable for success raje Given a testing rectanglé, denote the
“success” rate withind by p and within A by ¢. The test set ip,
the local parameter is the number of binomial trials in aipalar
cell. The null hypothesis asserts that= ¢, and the alternative
hypothesis asserts that# q.

Since the complete parameter space only has one more dimen-
sion than the null parameter space, the null distributioghis



Table 1: Average pruning rates and accuracy for 50 trials on a

. ] .. pruned rectangle #
128 x 128 grid. The pruning rate is fotal rectangle # -

Test Avg Pruning Rate Accuracy
Null (standard) 99.9994% no false alarm
Null( city population) 99.9996% no false alarm|
Hot spotp = 0.003 99.9712 % 100%

Hot spotp = 0.01 99.9722 % 100%

Table 2: Average pruning rates and accuracy for 50 random
trials on a 256 x 256 grid.

LRT framework can be used to effectively speed the naive-algo
rithm. There are two primary questions we wish to answer:

1. First, what is the pruning rate of our LRT framework oves th
real data set, with a realistic likelihood model?

2. Second, what is the speedup in wall-clock running time-com
pared to the naive algorithm?

Instantiating the LRT Framework. To make use of LRT frame-
work, and following the notations introduced in the runnieg
ample of Section 3.3, we provide instancesfofL, M LE, and
MLE; as follows:

Test Avg Pruning Rate Accuracy
Null (standard) 99.9999% no false alarm
Hot spotp = 0.003 99.9996% 100%

squared with one degree of freedom. For our tests, we rurid tr
on a grid size ofi28 x 128. To test the scalability, we also consider
a grid size of256 x 256. Our initial cutoff value for pruning was
chosen to correspond to an overall false positive rate of Is%all
tests, we seek the top subregion.

We ran two different sets of experiments where the null hiypot
esis was in fact true. In the first, the underlyingvalues are rela-
tively uniform, wheren. was always sampled from a Normal&
1x10*, o = 1x10%) distribution. The “success” rate for each cell
was set to 0.001. In the second case, there was a single glensel
populated region, or simulated “city”. We randomly seldcte
area of sizel2 x 12, and within this arean. was always sam-
pled from a Normalg = 1 x 10,0 = 5 x 10*) distribution. We
recorded the pruning rate (the number of rectangles prthesttital
rectangles), and checked if there were false alarms.

We also simulated a case where the alternative hypothelsis.ho
The setup was the same as the standard null case, exceptehat w
randomly pick al x 3 region as the “hot spot”. In one set of tests
(the “subtle anomaly case"), the success rate for gengregiohk.
was set to 0.003. In the other (the “extreme anomaly caded), t
success rate was set to 0.01. Results are given in Tables2. and

Discussion.In general, the results shows very high pruning power.
Taking into account the precomputated MLEs, the pruningsrat
realized on thé 28 x 128 grid would on average reduce the number
of tests required by a factor of 31.1 to 31.4 compared to tieena
algorithm. On the56 x 256 grid, our framework would reduce the
number of tests required by a factor of 63.4.

Also, with an overall 0.05 level test, our framework did noicfi
any false alarms in tests where the null hypothesis held. tdhe
tal lack of false alarms (even at a significance level of 0198y
result from our application of a conservative Bonferronireo-
tion. On the other hand, in both the “subtle anomaly” and “ex-
treme anomaly” cases, the framework had 100% detection-accu
racy. Overall, these results show that the framework seerbg t
both safe and effective.

8.2 Experiment Two: The ARM Database

Application Description. 357 U.S. hospitals participate in the
ARM program, where each year, for each (bacteria/antirbieto
drug) combination, each hospital submits the number ofissl
(bacteria instances) tested, as well as the number of tina¢gHhe
bacteria was found to be susceptible to the given drug. Axithesl
in the introduction, our goal is to find local spatial regiomksere
the temporal trendof antimicrobial resistance change within the
region is significantly different than the trend outsidehs tegion.

Experimental Goal. We wish to experimentally test whether our

1. For each cell on the grid, there may be one or more hospi-

tals. Functionf reports the number of aggregate microbial
infections in each cell in a given are& for years 0, 1, ...
(no,n1,...) as well as the number of resistant infections in
each year(o,k1,...) for all the hospitals in the cell over a
fixed five years span. That is, if indexes the cell, ang
indexes the year, thefi reports(ny, k., for everyz and

Y.

. For each cell on the grid, we treat each year's data as a sin-

gle binomial trial. L accepts the cell’'s summary statistics
reported byf as well as the rate of infection for the initial
yearpy and a change ratA :

L(9¢|X¢) = H ( Zz ) (po_l_yA)ky(1.0_p0_yA)ny—ky

Y

Here, we assume there is a linear relationship for eactscell’
yearly infection rates. That i®s, = yA + po, andp, €
[0,1]. Since we are testing if any subset of adjacent cells
exhibits a different trend than the rest of the cells, theses

is A, and the local parameterjig andn,,.

Plugging in the cell's PDF into Equation 2, we have the entire
grid’s likelihood:

reire) = TITI( ) o+ vant= x

€A y
(1.0 = (po)s — yAa)" v~ ov] x
Ny Ty
I1 H[< ko ) ((po)e + yA z)" ¥ x
it Ty

Tz€EA Y

(1.0 = (po)e — yA z)"=v " o] )
In Equation 4,0 = {A, ngy, (po)<}. Assuming that all the
cells within a test regioml share the same treni4, and all

the cells outside regiod share the same trem 5, then we
have the following competing hypotheses:

o Ho: Ay =Aj
e Hy:Aa# A

. M LE, implements a numerical optimization routine for max-

imizing the value ofL in Equation 4. Numerical methods are
required due to the lack of an analytic solution.

. M LE; simply invokesM LE, on f(A) and f(A) indepen-

dently, since each shared parameter is also in the test set.



Table 3: LRT framework time (in days) vs. naive algorithm for

“trend" model.
nxn | LRTtime | LRT pruning | Naive time | Speedup
16 x 16 0.15 96.5286% 2.6 17.3
32 x 32 1.13 97.6303% 35.9 31.8
64 x 64 11.9 98.0431% 544 45.7

Table 4: LRT framework time (in days) vs. naive algorithm for

“wage" model.
nxn LRT time | LRT pruning | Naive time | Speedup
16 x 16 | 0.29 78.8396% 1.28 4.41
32 x 32 [ 2.01 86.1219% 14.0 6.97

Experiment Setup. For the bacteria-antimicrobial combination of
S. aureus and Nafcillin, we extracted data from the ARM datab
for 203 hospitals that provided data in the time period frddd@
to 2004, inclusive. All of the hospitals were organized iaton x

n spatial grid. We first sort the hospitals using the longitafe
their physical locations. They are then grouped intequi-depth
buckets. The placement of hospitals into thbuckets determines
which column of the grid each hospital belongs to. Similang
sort all hospitals on latitude, partition themways, and use the
partitioning to determine the rows.

We tested three different grid sizes: = 16, 32, and64, and use
our framework to find the spatial region that most strongjgcts
the null hypothesis. For each grid size, we recorded botiprie-
ing rate and the wall-clock running time. SindéLFE, requires
one second over the entire data set, there is a strong redhto
between the pruning rate and running time; enumeratingf dfeo
cells in the grid is inexpensive compared to running one oremo
MLEs for each area in the grid. Also, due to the high cost of run
ning the MLE, in order to compare our methods with the naive
method of simply running an MLE over each area, we had to tesor
to sampling. For each iteration of the naive method of Altdoni

1, before we invoke\/ LE, over A and A, we flip a coin having a
1% chance of obtaining a “head” result. If the result is a tiea
we compute the LRT statistic by running the MLE. Otherwise, w
skip the rectangle. While the result of running this sangplimased
algorithm will be useless, the running time is expecte@zy of the
time required to run the naive algorithm to completion. Aults
are presented in Table 3.

Discussion.We observed a speedup of between one and two orders
of magnitude with respect to the naive algorithm, with theespup
increasing with increasing grid size. The results are cgatii&ing.

For example, in th&4 x 64 case, our framework took about 12
days to finish running. On the other hand, the naive methostis e
mated to take 544 days, or about one and a half years! Thussin t
real application, the pruning strategies that the prop&sesework
utilizes can turn a computation that is totally infeasitdehe that
may still be expensive—but is possible in a time frame thiitédy
acceptable in most epidemiological settings.

8.3 Experiment Three: Census Data

Application. Our data comes from a 5% sample of the 2000 U.S.
census data? Each database record contains data describing a
single person, where we know (a) the person’s annual wage, (b
the person’s highest educational attainment level, anthécplace
where the person works. Annual wage is an integral numbeareTh
are eighteen classes of educational attainment, such &eBds
degree, Master’s degree, etc. For privacy reasons, the pfagork
attribute in this data is described in terms of the Public Vse

2http://usa.ipums.org/usa/

crodata Area (PUMA), a Census Bureau-defined area of 108,000
residents; we use the center of each PUMA to place each person
into a spatial grid placed over the U.S.A. Given this datayish

to ask the following question:

Are fluctuations in the level of income across the countrglipt
explained by differences in education levels across thatcguor

are there real differences in income level according to tpatisl

region where people work?

This question can be re-cast in a slightly different way thafuite
amenable to analysis using our proposed framework:

If we condition each person’s income level upon the levetiote-
tion that they obtained, are there spatial subregions ofdbentry
where the income level is significantly different from thet?e

Experimental Goal. We wish to experimentally test whether our
LRT framework can be used to effectively speed a realistigd-
scale data analysis problem—there are 1.5 million recortss set

we consider. Furthermore, the problem is made even moristieal

by the fact that the data are not clean—some of the data have a
missing label for the level of educational attainment, \hic an
issue that must be dealt with in a statistically rigorousifas; we

use an EM algorithm to deal with the missing data.

Instantiating the LRT Framework. To use the LRT framework,
again we need to provide the following components:

1. For each cell on the grid, there may be co-located many
PUMAs. Functionf reports each respondent’s annual wage,
together with the person’s education level whose values is i
{0,1,...18}, where0 indicates the respondent’s education
level is missing. For a cell in ared, denote the set of la-
beled data returned by by X, and denote the set of data
with missing education level (the unlabeled data) usthg
Each element of(;, U Xy takes the fornm(z, y) wherex is
the reported income angindicates educational level.

2. For each cell, we describe the wages distribution using a
Gamma mixture model, where there are 18 component dis-
tributions, each of which represents the wage distribution
an educational class. If a data point has a valid education
label, we use the Gamma component distribution to get the
data point’s likelihood directly. Otherwise, we plug in the
data point into the mixture model. We usgg to denote the
weight of thej*"* component for a cell; this is the probability

that an arbitrary person in the current cell achieves an edu-

cation level ofj. (a;, 3;) denotes the Gamma distribution’s
parameters for thg'" component. Ther, is:

H p(z|ay, By) x

(z,y)€EXL

1 D win(zlay, )

reXy j=1

L(6c|Xe)

Here, we are interested in testing if tbemponent distribu-

tion representing each education class is the same across the
country. The test set includ¢e;, ;) for all possiblej, the

local parameters are the weighis's for each mixture com-
ponent; in a cell.

Again, we can plug in the cell's PDF into Equation 2 to get
the grid’s likelihood functionZ* (6| f(G)). Using: to index
the cells, we havé = {(a', 8]"), (af', B;'), wi; } for every

i andj. Here, the test set igy;, 3;), the local parameter is
Wij.



Assuming all the cells within a testing regiot share the
same education class distribution GanfeijaZ', 3;'), and
all the cells withoutA share the same class distribution
Gammag|aj', 3;') for eachj € {1,...,18} . Then, we
have the following competing hypothesis:

o Hy:af =aftandg = g forall j € {1,...,18}.
o Hy: 3al # altor 3t # Bitfor somej € {1,...,18}.

3. M LEj in this problem is an implementation of the EM al-
gorithm [3], which is chosen so that we can handle the MLE
over the unlabeled data in a statistically meaningful fashi
without simply throwing them away. Since EM only con-
verges to a local maxima, our implementation performs sev-
eral random restarts, though in practice we find that no mat-
ter what the starting point, the end quality df LE, does
not change significantly enough to affect the LRT statistic.
For brevity, we omit the details of the derived EM.

. MLE; is two invocations ofM/ LE, with X4 and X 3, re-
spectively.

Experimental Setup. We extracted data for fourteen, contiguous
U.S. states, forming a rectangle from Arizona to Indianajeco
ing 330 PUMAs. The 330 PUMAs were organized intorax n

grid using a method identical to the one used for the ARM data.
We usedn = 16 and32. We used our framework to look for the
top subregion—that is, the one with the largest LRT statisiue.
SinceM LE, relies on an iterative EM implementation, it is expen-
sive to run. We used sampling to obtain the estimated watikcl
time for the naive method. The results are presented in Table

Discussion.We find that we still achieve good performance com-
pared to the naive method, even in a small grid size. Howéer,
pruning rate and speedup, while significant, are not as drams
with the other two data sets. It appears that there is sonteypar
lar aspect of this application which results in the bound porad

by the framework not being quite as tight as in the other tvaesa
Still, in the case of th82 x 32 grid, the framework is able to reduce
the required time from two weeks down to two days.

9. RELATED WORK

Detecting anomalous spatial regions have been a popukands
topic. Two lines of research have been popular in this aree i©
spatial clustering, which includes CLARANS [10], DBSCAN /5
and STING [11] etc. The other group focuses on the performanc
study on detecting statistical significant spatial or spagmporal
cluster (hot spot) [8, 9, 2, 1]; most papers in this secoreldirwork
are based on Kulldorff’s spatial scan statistic (SSS)[6]TT SSS
is used to detect non-random spatial clusters of event cauce.
Conditioned on the observed event counts, and assuming ieven
dependence, the SSS is expressed in the following form:

lo 7CG —Ca
& Po — Pa

whereC 4 is the aggregate event count for arkzaandC¢ is the ag-
gregate event count for the entire spatial regiBn.and P are the
population sizes for zond and the entire spatial region, respec-
tively. Monte Carlo methods is employed to obtain the enoplri
null distribution of the test statistic.
Since obtaining null distribution is expensive for Kullffas spa-

tial scan statistic, several methods have been proposedifisess-
ing the performance issue [9, 8, 1, 2]. These methods diften f

C C
Calog =2 + (Ca — Ca) — Cglog =&
PA PG

our own in that they aim to actually avoid considering @lin*)
rectangular areas, whereas our goal is to avoid expensiVestaRis-
tic computations. The existing methods in the literatury @p-
ply to those relatively simple density measures that areeoor
monotonic with respect to the ratio of zone population oveire
population and the ratio of zone’s event count over the emtrent
count. For such measures, the scan-statistic-based appraald
be preferred to our own. Unfortunately, existing methodshndb
apply to the likelihood functions used in the trend or wagedeio
considered in this paper; in these cases, our algorithnharenly
option.

10. CONCLUSIONS

In this paper, we have considered the problem of detectiatisdp
anomalies in am x n grid using a LRT with a chi-squared asymp-
totic null distribution. Our focus is on using pruning to vee the
magnitude of the constantin the underlyingO(cn') computa-
tion in the case whereis large due to an expensive LRT statistic.
Experiments in real-life applications show that our metharck ef-
fective at reducing by almost two orders of magnitude.
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