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Abstract—In this research, we first investigate the cross-layer interaction between TCP and routing protocols in the IEEE 802.11
ad hoc network. On-demand ad hoc routing protocols respond to network events such as channel noise, mobility, and congestion in the
same manner, which, in association with TCP, deteriorates the quality of an existing end-to-end connection. The poor end-to-end
connectivity deteriorates TCP’s performance in turn. Based on the well-known TCP-friendly equation, we conduct a quantitative study
on the TCP operation range using static routing and long-lived TCP flows and show that the additive-increase, multiplicative-decrease
(AIMD) behavior of the TCP window mechanism is aggressive for a typical multihop IEEE 802.11 network with a low-bandwidth-delay
product. Then, to address these problems, we propose two complementary mechanisms, that is, the TCP fractional window increment
(FeW) scheme and the Route-failure nOtification using BUlk-losS Trigger (ROBUST) policy. The TCP FeW scheme is a preventive
solution used to reduce the congestion-driven wireless link loss. The ROBUST policy is a corrective solution that enables on-demand
routing protocols to suppress overreactions induced by the aggressive TCP behavior. It is shown by computer simulation that these
two mechanisms result in a significant improvement of TCP throughput without modifying the basic TCP window or the wireless MAC
mechanisms.

Index Terms—TCP, on-demand ad hoc routing protocol, IEEE 802.11, ad hoc networks, cross-layer interaction.
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1 INTRODUCTION

THE IEEE 802.11 wireless LAN is widely available these
days, whereas the multihop topology is frequently

found in ad hoc network applications such as sensor
networks, wireless mesh networks, and home/office net-
works. When being integrated, the IEEE 802.11 ad hoc
network has quite a few features different from the wired
network, for example, shared queues, half-duplex links,
channel noise, and mobility-induced effects. It has been
observed that TCP suffers from poor bandwidth utilization
and extreme unfairness in this environment, and the utility
of TCP in the multihop IEEE 802.11 network has been
seriously questioned. On the other hand, TCP is the most
dominant transport protocol that serves as a basis for many
other protocols in wired and wireless networks. Interoper-
ability with the TCP-dominant wireless or wired network is
often critical to some ad hoc network applications using
IEEE 802.11. For example, the wireless mesh network (as an
extension of the hot-spot-based wireless LAN) has to
support TCP over the multihop topology for wireless
LAN clients. Thus, it is important to work with TCP and

improve its performance in the IEEE 802.11 ad hoc network.
This motivates our current study of TCP behavior and
related cross-layer interaction in multi-hop IEEE 802.11
networks.

Most of previous transport design for ad hoc wireless
networks was based on one common assumption. That is,
the underlying layers (that is, routing and MAC) of
wireless networks affect the transport layer at end hosts.
Thus, many efforts have been made in the intelligent
adaptation of end hosts to wireless channel errors,
varying bandwidth, routing changes, and other wireless
ad hoc networking events. TCP resets its state and
reduces the transmission rate when an end-to-end con-
nection is momentarily broken down due to the route
change in a mobile environment. This observation leads to
the window-freeze strategy, where wireless TCP resumes
its previous transmission rate without resetting the state,
if the event is not caused by congestion. To implement
this idea, TCP-ELFN [1], [2] uses an explicit link failure
notification (ELFN) from the network to distinguish
congestion from routing change in a wireless environ-
ment. ATCP [3], ADTCP [4], and ADTFRC [4] monitor the
change of end-to-end network conditions to distinguish
congestion from other network events.

Recent in-depth studies on IEEE 802.11 have revealed
more fundamental problems of multihop IEEE 802.11
networks rooted at contention-based wireless MAC.
IEEE 802.11 MAC has advanced handshaking options such
as RTS/CTS but cannot avoid signal interference in multi-
hop topologies [5], [6]. It makes the bandwidth-delay
product of multihop IEEE 802.11 networks very small. It
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was observed in [5], [7], [8], and [9] that a TCP with a
small congestion window (for example, 1 or 2 packets)
outperforms a TCP with a larger one in the IEEE 802.11 ad
hoc network. This observation led to a customized TCP for
multihop IEEE 802.11 networks. For example, Chen et al.
[10] suggested enforcing an optimal window limit based on
the hop count of an end-to-end connection, since the
bandwidth-delay product of a connection is proportional to
the hop count of the connection. Fu et al. [5] proposed a
link-layer active queue management scheme called LRED
that exploits explicit congestion notification (ECN) marking
to prevent the TCP congestion window from growing too
much. It was shown by the authors in [11] that the additive-
increase, multiplicative-decrease (AIMD) behavior of the
TCP window mechanism is too aggressive for networks of a
low bandwidth-delay product, resulting in frequent wire-
less link loss. A fractional widow increment scheme, where
the TCP congestion window grows at a fractional rate
(namely, with � < 1 packets per round-trip time), was
proposed to remedy this shortcoming.

In the meanwhile, the utility of TCP and TCP
friendliness in the multihop IEEE 802.11 networks has
long been challenged [8]. When wireless ad hoc networks
are stand alone, it is possible to consider a cross-layer
design [12], where network components across layers are
closely coupled with each other. For example, Chen et al.
[13] proposed a rate-based transport design utilizing the
side information (that is, the bandwidth estimate)
from the underlying wireless link. It was suggested by
Lim et al. [14] that the wireless link layer plays a partial
role in congestion control. This approach deviates from
the traditional layered network architecture model [15]
and does not assure compatibility with TCP (for example,
TCP friendliness).

In this work, we examine this problem from a
different angle; namely, how the transport layer at end
hosts affects lower wireless network layers (for example,
routing and MAC layers). We identify an ideal condition
for IEEE 802.11 multihop networks, which facilitates our
analysis on the impact of the TCP window mechanism
on lower protocol layers. Then, we propose a couple of
simple yet effective ways to reduce the difference
between the ideal and the actual network conditions
and show a significant improvement in routing stability
and TCP performance experimentally without modifying
the basic TCP window or wireless MAC mechanisms.
Our study indicates that the TCP window mechanism is
still a viable solution for IEEE 802.11 ad hoc networks as
long as some key conditions (for example, routing
robustness) are met.

The rest of this paper is organized as follows: We
perform an in-depth investigation of cross-layer interaction
in multihop IEEE 802.11 networks and conduct a
quantitative study on the impact of TCP’s greedy behavior
using the well-known TCP-friendly equation under static
routing in Section 2. Then, we introduce two complemen-
tary solutions, namely, the TCP fractional window incre-
ment (FeW) scheme and the Route-failure nOtification
using BUlk-losS Trigger (ROBUST) policy, in Section 3. We
evaluate these two schemes via computer simulation and

compare their performance with other approaches such as
ADTCP [4] and LRED [5] under various wireless network
topologies in Section 4. The performance improvement is
more evident in resource-limited environments such as
chainlike topologies or networks with crowded traffic.
Finally, concluding remarks are given and future research
directions are pointed out in Section 5.

2 OVERVIEW OF CROSS-LAYER INTERACTION

2.1 Signal Interference and 802.11 MAC
In a wireless medium, the signal is transmitted to all
directions, and it may suffer from interference due to
another node’s transmission. In a multihop topology,
IEEE 802.11 MAC cannot completely prevent the signal
interference problem, a.k.a., the extended hidden-terminal
problem [5], [6], [16]. The classic hidden-terminal problem,
as shown in Fig. 1a, occurs when the transmission range of
each node covers just a single-hop distance, thus making
nodes A and C “hidden” from each other. However, as
node B can see both of them, node B can coordinate the
transmission of hidden nodes A and C using RTS/CTS to
avoid concurrent transmission. The extended hidden-
terminal problem, as shown in Fig. 1b, occurs when there
are some other nodes beyond node B’s transmission range.
Since node D is beyond node B’s control, node D can
interfere with the RTS/CTS exchange of nodes A, B, and C.
In Fig. 1b, the interference range spans two hops, where the
signal is not strong enough to deliver meaningful data yet
strong enough to corrupt data in another’s transmission
range. Consequently, node D keeps interfering with the RTS
reception of node B when it is busy (for example, sending
data to node E or C). As node B does not respond with CTS,
node A keeps retransmitting RTS until it reaches the
maximum count (7 in IEEE 802.11) and eventually drops
the packet. In short, nodes A and D become new hidden
terminals to each other.
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Fig. 1. Signal interference in multihop IEEE 802.11 networks. (a) Classic
hidden-terminal problem. (b) Extended hidden-terminal problem.
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Theextendedhidden-/exposed-terminalproblemreduces
the bandwidth-delay product of multihop IEEE 802.11
networks significantly [5], [6]. The bandwidth-delay
product represents the total number of unacknowledged
in-flight packets between the TCP sender and receiver,
including all packets in the queue and under transmission
in the link. The wireless link loss caused by signal
interference starts before the queue overflow, and it triggers
premature TCP reaction in reducing its sending rate.
Because of little queue buildup, the bandwidth-delay
product of multihop IEEE 802.11 networks is mostly deter-
mined by the number of packets transmitted at the wireless
link. As shown in Fig. 1b, one packet at every four hops
survives from the interference so that the bandwidth-delay
product of the network is about 1/4 of the end-to-end hop
counts [5], [6].

2.2 Multiloop Cross-Layer Interaction Model
On-demand routing protocols such as DSR [17] and
AODV [18] establish a path on demand and monitor the
path throughout the session. If the path is believed to have
failed (typically due to the wireless link loss), the protocol
performs a maintenance/rediscovery operation on the
path. On the other hand, in multihop 802.11 networks,
congestion produces the link loss rather than the queuing
loss due to the extended hidden-/exposed-terminal pro-
blem. This interferes with the route maintenance task of
the routing protocol. The whole process can be explained
by a multiloop protocol interaction model, as shown
in Fig. 2.

First, the TCP window mechanism overloads the
network and intensifies the MAC contention (in steps A
and B). The packet loss at the link layer is perceived as a
routing failure by the on-demand routing protocol (in
step C). Being confused with the routing failure, the
routing agent enters a recovery process by sending
error messages, updating and reestablishing the routing
table, and salvaging some lost packets (in step D). The
recovery process creates network traffic at the critical point
of congestion and link failure (in step E). While the
network overload is not resolved, the MAC contention loss
occurs again (in step B). Meanwhile, due to the routing
failure, the TCP connection is interrupted (in step F) and

then times out (in step G). Since there is no external
packet entering the network during this period, the
network overload is reduced, and the routing and
MAC functions are recovered. However, after time out,
TCP restarts (in step H) and overloads the network again
(in step A).

Basically, Fig. 2 represents the lack of a coordination in
sharing resources between transport and on-demand
routing protocols. TCP, by nature, tries to take the
available network bandwidth as much as possible. Due
to the contention-based 802.11 MAC, TCP’s greedy
behavior leaves little that might otherwise be used for
the other critical functions in different layers (for
example, routing maintenance here). MAC and on-
demand routing protocols suffer from the lack of network
resources at the critical moment when they are most
needed. TCP’s greedy behavior leads to the severe
instability of the whole network, which hurts TCP
performance in return.

In Fig. 2, it is only between steps H and A (that is, before
network overloading) that TCP is given a quality end-to-
end connection. The inner loop (formed by steps B, C, D,
and E) is self-sustaining in the sense that the routing
recovery attempt induced by the link failure results in
another link failure. For a network with a long end-to-end
hop distance, there could be multiple points of link failure,
and the full path may not be easily recovered until the
network load goes well below its capacity. While the inner
loop repeats, the network remains unstable unless a proper
action is taken elsewhere (for example, end hosts) to reduce
the network load.

2.3 On-Demand versus Static Routing
In this section, we examine the multiloop cross-layer
interaction model using the NS-2 simulator (version 2.29)
[19]. It is well known that NS-2 uses the so-called “capture
threshold” model for modeling interference. This model is
known to be inaccurate, and in particular, it accounts for
interferers one at a time, rather than cumulatively, which is
the case in a practical single-antenna system. However, this
shortcoming may be as severe in our current work since any
interference model that produces “link loss” events should
suffice to illustrate the interaction of TCP and ad hoc
routing protocols.

The data rate of the wireless channel was 2 Mbps, and
the radio propagation model was the two-ray ground
model with a transmission range of 250 m, a carrier sensing
range of 550 m, and an interference range of 550 m. We
considered two routing settings: 1) a preconfigured static
routing protocol and 2) the DSR protocol [17], which serves
as an example of the on-demand routing protocol. With the
static routing protocol, routing tables and paths do not
change, and each node simply forwards packets along a
preconfigured path. For the 7 � 7 grid topology, as shown
in Fig. 3a, the static path is configured to be the shortest
path (of six hops) between the sender and the receiver. The
bandwidth-delay product of the six-hop path is theoreti-
cally 6=4 … 1:5 packets [5], [6], and the per-flow bandwidth-
delay product is equal to 0.75 packets as two TCP flows are
tested.
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Fig. 2. The multiloop cross-layer interaction model.
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Fig. 4 shows the change of the path made by the
DSR protocol during a 120-second simulation session in
the 7 � 7 grid topology. There were 130 times of route
changes, whereas the shortest (six-hop-distance) path was
used only for about 50 percent of the simulation session.
This result shows severe routing instability, even though
there was neither node mobility nor wireless channel
errors. We see in Table 1 that on-demand routing yields
lower TCP throughput than the static routing. Their ratio
is 88.1 percent. As explained by our cross-layer interaction
model, this result indicates that some of the network
capacity should be reserved for other purposes such as
routing maintenance.

Fig. 5 shows the TCP congestion window changes over
time for the six-hop chain topology. With the DSR protocol,
TCP congestion avoidance is frequently interrupted. In
contrast, static routing offers a clear and smooth AIMD
pattern. In Table 1, the TCP throughput using the DSR
protocol is about 43 percent of that using static routing.
Although the overreaction of on-demand routing protocols
gives a partial reason for poor performance, the significant
difference in TCP throughput between the chain topology
and the 7 � 7 grid topology needs another explanation. That
is, the interaction between the transport and routing
protocols actually plays a critical role in the overall system
performance. It is also notable that static routing provides
an ideal condition in which TCP behaves well. This

motivates our quantitative study of the TCP behavior given
below.

2.4 TCP Operation Range Analysis
Since the MAC contention loss is elicited by TCP with
static routing, we examine the quantitative relationship
between the TCP window mechanism and the MAC
contention loss in 802.11 multihop networks. The TCP
congestion window defines the number of packets to be
sent at every round-trip time, and TCP is designed to adjust
its congestion window according to the bandwidth-delay
product of the network. Without loss of generality, we
assume the same size for all packets so that the bandwidth-
delay product can be expressed in terms of the number of
packets. Under the assumption of no wireless channel error,
we consider the loss perceived by the end user without
differentiating the MAC contention loss from the queue
overflow loss.

The TCP-friendly equation is a mathematical model to
characterize the steady-state TCP behavior. It describes the
TCP window averaged over a long period of time. Padhye
et al. [20] expressed the average TCP throughput as

X …
1

RTT
�������
2b
3 p

q
þ T0 min 1; 3

�������
3b
8 p

qn o
pð1 þ 32p2Þ

;

where p and RTT are the loss rate and the round-trip time
based on the end-to-end observation, respectively. T0 is the
time-out parameter, and b is the delayed-acknowledgment
(ACK) factor with which the growth rate of the TCP
window at every round-trip time is �W … 1=b [20]. For a
typical configuration of the TCP-friendly equation in the
TFRC protocol, we have T0 … 2RTT and b … 1. We can use
the TCP-friendly equation to calculate the average
window W by

W … X � RTT:
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Fig. 3. Illustration of two simulation topologies. (a) 7 � 7 grid topology.
(b) Chain topology.

Fig. 4. Routing change in the 7 � 7 grid topology.

TABLE 1
TCP Throughput in the Unit of Kilobits per Second

Fig. 5. The TCP behavior in the six-hop chain topology.

Authorized licensed use limited to: IEEE Xplore. Downloaded on November 28, 2008 at 15:39 from IEEE Xplore.  Restrictions apply.


















