1. Key management/ generation to ensure security/ privacy
Authentication and Encryption features use a secret link key, shared by the paired devices, once the pairing has been established. Secure simple pairing uses the Elliptic Curve Diffie Hellman techniques for key exchange and key generation. Two associated devices derive link keys during the initialization phase, when users enter an identical PIN into one or both devices, depending on the configuration and device type. If PIN is less than 16 bytes, the BD_ADDR (Bluetooth device Address) is added to supplement the PIN value used to generate the initialization key. After the initialization is complete, the device automatically and transparently authenticate and initiate the encryption procedure to secure the wireless link. 
Procedure for link key generation using the PIN:
a. An initialization key is generated using the E22 algorithm with the inputs as - PiN code, its length, the BD_ADDR and a 128 bit random number IN_RAND
b. Devices use initialization key to exchange two new random numbers (LK_RAND). each devices generates a random number and sends it to the other device after XORing it with the initialization key. Since both the devices have the initialization key, they know the random numbers too. With BD_ADDR and the LK_RAND as input, the E21 algorithm generates a 128 bit long key. 
c. Once the Key is created, the devices use this shared key to authenticate each other on the next connection attempt. 
Authentication process is based on a claimant verifier based approach which uses a challenge-response scheme to validate devices by verifying the knowledge of a secret key (link key) The steps followed for the Authentication procees are :
a. Verifier transmits a 128 bit random challenge to the claimant (AU_RAND)
b. Claimant uses an encryption algorithm to compuet an authentication response using his 48 bit BD_ADDR, the link key and the random challenge as inputs. Verifier performs the same computation. Only the 32 most significant bits of the output are used for the authentication purpose. Remaining 96 bits of the 128 bit output are known as Authenticated Ciphering offset value. 
c. Claimant returns the 32 most significant bits of the output as the computed response to the verifier. 
d. Verifier compares the computed response from the claimant with the value that it computed. If the two 32 bit values are equal, then the authentication was considered successful, otherwise the authentication has failed. 
Scarfone K., Padgette J. “Guide to Bluetooth security” NIST
URL :http
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2. Difference between backup path route in LAMP and search in RVM 
Routing Vector Method proposed a method for construction of routing path in Bluetooth scatternets between any source and destination device. In RVM, a source node broadcasts the SEARCH packet that accumulates the list of intermediate nodes along the routing path from the source to destination node. When the destination device receives several SEARCH packets, it considers only the first SEARCH packet of the search process and unicasts a REPLY packet to the source along the path used for the SEARCH process. 
However, in Location Aware Mobility based routing Protocol, upon receiving several Route Search Packets through different routes, the destination node collects the location information of the source node and all the intermediate nodes between the source and itself, from the ID and LOC fields of the Route Search Packet. It then transmits the Route Reply Packet to the next hop master/bridge node The destination node maps the ID of nodes with their corresponding hop counts and only considers the packet with least number of hop counts out of all received Route Search Packets. 
Chang S., Sahoo P., Hung L., Chang C., “A Location And Mobility Aware Routing Protocol for Bluetooth Radio Networks” Joint Conference on Pervasive Computing, 2009, Print
3. Response to high error bitrate 
Bluetooth essentially uses frequency hopping and operates in the unlicensed 2.4 GHz ISM band, which is used by other devices like microwave ovens, baby monitors etc. Thus, frequencies in this band are subject to interference from other sources in addition to the vagaries of wireless links. One approach to handling these effects is scheduling packet transmissions and modifying the length of packet transmissions in response to current channel conditions.
Sarkar S., Anjum F., Jain R., “Maximizing efficiency in Bluetooth Piconets using Throughput Optimal Packet Size Selection (TOPS)”, 
URL: http
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To handle link-level transmission errors, Bluetooth provides two approaches - Automatic Repeat Request (ARQ) and Forward Error Correction (FEC). ARQ informs the source of the success or failure of transfer of payload, baseband packets are retransmitted till a positive acknowledgement is returned or until timeout is exceeded. FEC uses a shortened Hamming code on the data payload to combat bit errors and hence reduce the number of retransmissions. 
Das A., Ghose A., Gupta V., Razdan A., Saran H., Shorey R., “Adaptive Link-Level Error Recovery Mechanisms in Bluetooth” 
URL: http
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4. Master selection
To become a master, a device requests a connection with another device. If the called device accepts the connection, the caller device will assume the role of the master and the called device will assume the role as the slave. For dynamic selection of master, the master slave switching must be executed. 
In a piconet, a slave that decides to become the master initiates a new connection with the master forming another piconet, and requests for a role switch in the new piconet. The master in the old piconet broadcasts the role switchover to all the slaves, and all the slaves in the old piconet initiate a connection to the new master by disconnecting from the old piconet. Role switch is notified by the master to all the slaves by broadcasting the Bluetooth address of the node requesting the role-switch. 
5. Route looping, handling loops
There are two forms of routing loops in Bluetooth, transient and persistent. Transient 
Transient loops occur as part of the normal operation of the routing protocol due to different delays in propagation of information to different parts of the network. Persistent loops occur when the packets are forwarded in the optimal direction according to the information in the local routing table. 
A proposed solution is reactive routing protocol AODV. They do not maintain routing information or routing activity at each node. If a node wants to send a packet to another node then this protocol searches for the route in an on-demand manner and establishes the connection in order to transmit and receive packet. 
Perwej Y., Dr. Haq K., Jaleel U., Saxena S., “Some drastic improvements found in analysis of routing protocol for the Bluetooth technology using Scatternet”
URL: http
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6. Synchronisation multiple hops
Bluetooth does not provide time synchronisation as a service to applications even though time synchronisation is needed internally, as medium access is based on Time-Division Multiple Access. However, Bluetooth API provides a few functions that allow limited access to the internal clock that is maintained to control medium access. 
Ringwald M., Romer K., “Practical Time Synchronization for Bluetooth Scatternets”
URL: http
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7. Multiple masters for one slave
If a node is a slave to two or more masters, it is considered a bridge node between the piconets.  The way bridge nodes handle synchronizing between two different masters is that the bridge node alternates between different activity states.  The four different activity states are:
· Active:  In this mode both master and slave partcipate actively on the channel by listening, transmitting or receiving the packets. Master and slave are kept synchronized to each other.
· Sniff:  In this mode slave rather than listening on every slot for master's message for that slave, sniffs on specified time slots for its messages. Hence the slave can go to sleep in the free slots thus saving power.
· Hold/Idle:  In this mode, a device can temporarily not support ACL packets and go to low power sleep mode to make the channel available for things like paging, scanning etc.
· Parked:  When a slave does not need to participate on the piconet channel, but still wants to remain synchronized to the channel. it can enter park mode which is a low power mode with very little activity. The device is given a Parking Member Address (PM_ADDR) and it losses its Active Member Address (AM_ADDR).
By switching from Active to some other state and back again, the bridge node is able to alternate communicating between one piconet and another.  It should be noted, however, that because of this method for inter-piconet communication, the connectivity of bridge nodes decreases as more piconets connect to a given bridge node.
Sources:
R. Gu´erin, J. Rank, S. Sarkar and E. Vergetis; , “Forming Connected Topologies in Bluetooth Ad-hoc Networks - An Algorithmic Perspective”, Department of Electrical and Systems Engineering, University of Pennsylvania, URL:  http://www.seas.upenn.edu/~swati/itcvergetis.pdf
“Bluetooth Baseband”, Palo Wireless Bluetooth Resource Center, URL: http://www.palowireless.com/bluearticles/baseband.asp
8. Switching between master slave
Similar answer to the previous question.  The node that is assuming the role of both master and slave in two different piconets alternates communicating between the piconets by changing its activity state with respect to a given piconet.  The node also adjusts the scheduling of its transmission to correspond to the scheduling of the piconet to which it is currently communicating..
Bray, Jennifer; , “Masters and Slaves: Roles in a Bluetooth Piconet”, informIT, URL: 
http://www.informit.com/articles/article.aspx?p=21324&seqNum=4
