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Abstract: 
 

    As mobility of personal electronic devices becomes more the rule than the exception, ad hoc 

networking is becoming increasingly important.  By definition, ad hoc networking does not rely 

upon an established communication infrastructure, but it can be used either to augment currently 

existing communication infrastructure or to operate in places where the communication 

infrastructure is inoperable (due to natural disaster, terrorist attack, or simply extreme user traffic 

congestion) or nonexistent (a scenario that can arise in remote rural areas).  Two common 

technologies for creating ad hoc networks are Wi-Fi (IEEE 802.11) and Bluetooth (IEEE 

802.15), the latter of which we will be using for our research.  The scenario that we will be using 

for our investigation will revolve around the idea of disseminating alert messages in emergency 

situations in high-population areas (e.g. a professional or collegiate sports venue on game day). 
 

    In ad hoc networking, particularly those established via Bluetooth, the primary issues involved 

include routing, security, and trust.  Generating solutions for these issues becomes even more 

important when the technology is meant to aid those who are in emergency situations.  In terms 

of routing, there have been multiple proposals for developing an efficient protocol.  Some 

examples of routing protocols include: 

 Routing Vector Method (RVM):  Uses packet forwarding to construct a path from source 

to destination.  Upon receipt of the route “search” packet, the destination node sends a 

reply along the established route. 

 Bluetooth Master-Managed Routing (BMR):  Master nodes within the ad hoc network 

use the links of surrounding nodes to build a table that contains routing information. 

 Location Aware Mobility-based Routing Protocol (LAMP):  Combines some of the 

features of RVM and BMR. 

A common feature among each of these protocols is the idea of establishing a route in the 

network prior to sending any non-control packets.  Depending on the complexity of the network, 

this could result in a lot of overhead and there is no guarantee that the delivery path will be valid 

when the source attempts to deliver the non-control packet(s). 
 

    Security and trust are often paired with the issue of routing since users want to be sure that the 

intermediate nodes they use to relay messages are trustworthy.  Projects such as SHIELD and 

iTrust sought to develop methods for establishing trust between devices by using trace analysis 

of encounters between mobile nodes.  The difficult part about using trace analysis is that 

developing a network of trust using trace analysis can take a longer period of time. 
 

    Our proposed routing protocol will attempt to address the issues of both routing and 

security/trust through the use of roles.  Each node in the ad hoc network will be labeled as either 

a Civilian node or an Authoritative node.  Furthermore, each node in the network will have a 

point value that corresponds to the number of neighbors that node has and the role of each of 

those neighbors.  Nodes with a high number of neighbors will have higher scores and those 

nodes whose neighbors are of the target role (i.e. neighbors who are labeled as Authoritative) 

will be given even higher scores.  When a Civilian node generates a message that is destined for 



an Authoritative node, the source node forwards its message to its neighbor that has the highest 

score.  This process repeats from one node to the next until the packet reaches an Authoritative 

node (note that packets in this protocol are aimed at any node whose role is “Authoritative,” not 

one particular node).  The idea behind this approach is that the intermediate nodes with higher 

scores are either near nodes that have the target role or near many other nodes that may in turn be 

near nodes with the target role.  Although this probabilistic approach does not guarantee delivery 

of the packet, it reduces the amount of overhead by eliminating the control packets that are often 

used by other routing protocols for route discovery. 
 

    To tackle the issue of security, the roles will be used in determining the encryption and 

decryption of messages.  When a Civilian node generates a message, the message will be 

encrypted in such a way that it can only be read by using a key that is available only to 

Authoritative nodes.  For all other Civilian nodes that act as intermediate nodes in the packet 

forwarding process, those nodes will not have the proper key and will thus not be able to read the 

message.  The process of forwarding the message to other nodes will be handled in the 

background without requiring user interaction.  As a result of these two security measures, if a 

malicious user receives the packet, not only will they not be able to read the message, but also 

their node will still forward the packet to another node in the network. 
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