
Research and Applications

Identifying and prioritizing benefits and risks of using

privacy-enhancing software through participatory design:

a nominal group technique study with patients living with

chronic conditions

Theodoros V. Giannouchos,1,2 Alva O. Ferdinand,3,4 Gurudev Ilangovan,1 Eric Ragan,5

W. Benjamin Nowell,6 Hye-Chung Kum,1,3 and Cason D. Schmit1,3

1Population Informatics Lab, School of Public Health, Texas A&M University, College Station, Texas, USA, 2Pharmacotherapy Out-

comes Research Center, College of Pharmacy, University of Utah, Salt Lake City, Utah, USA, 3Department of Health Policy and

Management, School of Public Health, Texas A&M University, College Station, Texas, USA, 4Southwest Rural Health Research

Center, School of Public Health, Texas A&M University, College Station, Texas, USA, 5Department of Computer and Information

Science and Engineering, University of Florida, Gainesville, Florida, USA, and 6Patient-Centered Research, Global Healthy Living

Foundation, Upper Nyack, New York, USA

Corresponding Author: Cason D. Schmit, JD, Department of Health Policy and Management, School of Public Health,

Texas A&M University, 212 Adriance Lab Rd, College Station, TX 77843, USA; schmit@tamu.edu

Received 20 November 2020; Revised 1 March 2021; Accepted 29 March 2021

ABSTRACT

Objective: While patients often contribute data for research, they want researchers to protect their data. As part

of a participatory design of privacy-enhancing software, this study explored patients’ perceptions of privacy

protection in research using their healthcare data.

Materials and Methods: We conducted 4 focus groups with 27 patients on privacy-enhancing software using

the nominal group technique. We provided participants with an open source software prototype to demonstrate

privacy-enhancing features and elicit privacy concerns. Participants generated ideas on benefits, risks, and

needed additional information. Following a thematic analysis of the results, we deployed an online question-

naire to identify consensus across all 4 groups. Participants were asked to rank-order benefits and risks. Themes

around “needed additional information” were rated by perceived importance on a 5-point Likert scale.

Results: Participants considered “allowance for minimum disclosure” and “comprehensive privacy protection

that is not currently available” as the most important benefits when using the privacy-enhancing prototype soft-

ware. The most concerning perceived risks were “additional checks needed beyond the software to ensure pri-

vacy protection” and the “potential of misuse by authorized users.” Participants indicated a desire for additional

information with 6 of the 11 themes receiving a median participant rating of “very necessary” and rated

“information on the data custodian” as “essential.”

Conclusions: Patients recognize not only the benefits of privacy-enhancing software, but also inherent risks.

Patients desire information about how their data are used and protected. Effective patient engagement, commu-

nication, and transparency in research may improve patients’ comfort levels, alleviate patients’ concerns, and

thus promote ethical research.
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INTRODUCTION

Digital health records enable more sophisticated comparative effec-

tiveness research (CER), but these advancements come with new pri-

vacy concerns. Digital health records allow researchers to link data

about people that are stored in different systems and collected for

different purposes.1–3 The process of linking person-level records is

referred to as “record linkage” or “patient matching.” Historically,

this process involved the disclosure of all patient identifiers con-

tained in the converging datasets to a trusted party for accurate re-

cord linkage.2,3 While there are substantial social benefits to linking

records for research, there are also understandable privacy concerns

with disclosing the needed identifiers.4–8 Failure to address these

concerns can lead to legal, ethical, and public opinion consequences

that impede the potential collective benefit from health information

technology investment.8–12

Unfortunately, understanding and addressing these privacy con-

cerns is not straightforward. Evidence shows that patients’ priorities

can be contradictory. Patients demonstrate a strong interest in facili-

tating research while demonstrating a strong preference for stringent

privacy protection. Moreover, patients’ preference for privacy does

not always translate into privacy-promoting behavior.13 This latter

phenomenon is known as the privacy paradox.13

This privacy paradox has several important implications, but 2

are relevant to this study. First, the discrepancy between a person’s

preference for privacy and their actual behavior pushes the onus on

data custodians and data users to be ethical stewards of personal in-

formation and to effectuate the protections desired by the public.

Second, public engagement is necessary to ensure that software is de-

veloped and used with appropriate consideration of the public’s

stated privacy concerns. The former consideration supports the use

of privacy-by-design principles. The latter consideration necessitates

public engagement when developing privacy-enhancing software

and technology. Together, these considerations form a strong argu-

ment for a participatory privacy-by-design approach for privacy-

enhancing software. In this study, we provide a case study on how

to engage patients when designing record linkage software for retro-

spective database research with privacy in mind.

Protecting privacy and confidentiality in retrospective data anal-

ysis is complex and requires a holistic approach involving technol-

ogy, statistics, governance, and a shift in culture of information

accountability through transparency rather than secrecy.6,14,15

Transparency in health research using personal data requires effec-

tive communication between patients and researchers about privacy

concerns and mitigating steps.16 However, communication between

data custodians, analysts, developers, and patients should flow

both ways. Privacy by design is most valuable when it effectuates

the protections desired by the population at risk.17 Thus, it is critical

to engage patients when designing privacy-enhancing software and

technology.

Patient engagement provides a richer understanding of patients’

perspectives when designing software. For CER software and sys-

tems (eg, record linkage software), patient engagement can help mit-

igate potential risks, build trust in CER, and build capacity for

continuous research that balances legal responsibilities, patient-

identified priorities, and societal benefits. Nevertheless, communi-

cating the features of privacy-enhanced software to relevant stake-

holders (eg, lawyers, institutional review boards, and patients) is an

important yet difficult task. Education, communication, and engage-

ment with the patients about these new privacy-enhancing software

technologies is important because patients not only benefit from

CER outcomes, but also bear the associated privacy risks.

In particular, the patient perspective is important for key stake-

holders to know. Informaticians must understand and better incor-

porate patient privacy preferences in the balancing of benefits and

risks when designing these new technologies. For data custodians to

be good stewards of personal information, software systems should

incorporate privacy protection principles from the beginning of the

development process to deployment, use, and ultimate disposal (ie,

privacy by design).18

While research has explored patient perspectives on the risks and

benefits of using medical records for research, there is a critical gap

in the literature as it relates to patient perspectives on the technical

protections (ie, software) used by researchers.19–22 Specifically, it is

critical to incorporate the patient perspective when designing

privacy-enhancing software so that the software can accommodate

patients’ desired protection into the software and system de-

sign.21,23–27 Importantly, different patient groups might have unique

perspectives for different types of software systems. For example,

patients with chronic diseases are important stakeholders of record-

linkage software because these patients are likely to have multiple

healthcare providers with distinct electronic health records requiring

linkage for scientific study.

In this study, we aim to demonstrate how patient engagement

can enhance the privacy-by-design process for a novel record linkage

software called MiNDFIRL (MInimum Necessary Disclosure For In-

teractive Record Linkage). Additionally, this study aims to identify

what information about software and retrospective database re-

search is important to patients, and by extension, for transparent re-

search. Record linkage bears unique privacy risks because identifiers

are required to accurately link records from different existing data-

bases. This study builds on previous work examining privacy-

enhancing technology for record linkage using participatory design.

The ultimate outcome of this work is an open source prototype soft-

ware and a set of companion documents (ie, a frequently asked ques-

tions [FAQ] template, a template data use agreement [DUA], and a

template Institutional Review Board [IRB] application) to facilitate

communication about the software to the different stakeholders (eg,

patients, IRBs, privacy officers).28

Objective
This study contributes to the existing evidence on patient perspec-

tives on privacy and research and, importantly, fills a critical gap in

the literature by identifying patient priorities for important risks and

benefits for privacy-enhancing software all with a goal of promoting

transparency in health research using large databases. Our aim was

to assess patients’ perspectives on (1) the benefits of using MiND-

FIRL, a privacy-enhancing software for record-linkage, (2) the po-

tential risks that might still remain despite the use of such software,

and (3) additional information on research with healthcare data that

patients would like to know.28–32 Given the importance of commu-

nication and active collaboration between patients and researchers,

the findings of this research can inform guidelines for priorities of

informing the public about patient data being used in research. This

research will also be useful to researchers who seek to balance

patients’ privacy interests with anticipated societal benefits, to de-

velop optimal and acceptable risk strategies, and to integrate patient

voice in CER, improving communication practices among research-

ers, healthcare entities, and patients.
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MATERIALS AND METHODS

Design
We used the nominal group technique (NGT) to solicit patient input

on a generic study that used record linkage software to match pa-

tient healthcare records.33,34 The NGT method is designed to elicit

ideas from a group by mitigating the effects of dominating members

in the discussions, promoting equal input from participants, and

allowing assessment of the importance of the ideas generated.34,35

We conducted 4 NGT sessions in April 2018 with a total of 27

participants. In each NGT session, we asked participants to generate

and vote on ideas in response to 3 questions related to the benefits,

risks, and additional information they would like to know when their

health data are used for research that requires record linkage.33,34

Each NGT session had groups of 6 to 7 participants, within the opti-

mal size of 5 to 12 participants recommended for an NGT to ensure

the generation of broad and diverse ideas and to reach saturation.36

After the 4 sessions, we deployed an online questionnaire (May 2018)

in which themes from all 4 sessions were consolidated (Figure 1).

MiNDFIRL: Patient-matching prototype software
We provided participants with background information on record

linkage generally, and then we gave them access to a recently

designed privacy-enhancing open source software prototype

(MiNDFIRL), in which they experienced the record linkage process

by actually using the software to link records across databases.28–32

This software supports maximum privacy protection while still pro-

viding access to needed information to support high-quality record

linkage based on (1) incremental disclosure of identifiers on an “as-

needed basis,” (2) minimum disclosure via recoding, (3) transparent

accountability by quantifying the privacy risk due to the disclosure

made, (4) limiting data access via a budget, and (5) separating the

identifiers from sensitive data.28–32 Figure 2 depicts the details of

how the MiNDFIRL interactive record linkage software works. This

introductory information and hands-on record linkage experience

using the software was designed to enrich real-world idea generation

among participants and promote research credibility.

Participants and recruitment
The study was approved by the Texas A&M University IRB. Partici-

pants were eligible to participate if they were at least 18 years of

age, fluent in the English language, had at least 1 chronic condition,

and had more than 3 visits to a healthcare provider within the previ-

ous year. Patients with chronic conditions are important stakehold-

ers in retrospective database research using health data for several

reasons. They have experience with personal healthcare records and

related privacy issues through their regular interaction with the

healthcare system, and their chronic conditions are more likely to be

studied using retrospective database analyses.

We recruited patients using email listservs from 5 Patient-Powered

Research Networks (PPRNs) and listervs of employees and staff at a large

university. The 6 PPRNs were ArthritisPower, COPD PPRN, Health

eHeart, Interactive Autism Network, Mood Network, and PRIDEnet,

which are part of the national Patient-Centered Clinical Research Net-

work. Our main goal was to include patients with diverse conditions and

demographics to the extent possible. Participants received a $40 gift card

at the end of the NGT session as compensation for their participation.

Each participant also entered a raffle to receive an additional $100 gift

card after completing the final combined online survey.

NGT Sessions  (4 sessions; total n=27) 

Individual idea genera�on

26 ideas 14 ideas 20 ideas 19 ideas

Priori�zed (voted) ideas

14 ideas 10 ideas 15 ideas 16 ideas

Session 1 Session 2 Session 3 Session 4

Session 1 Session 2 Session 3 Session 4

Total=79 ideas generated 

Total=55 ideas voted 

Q1: 19 ideas Q2: 15 ideas Q3: 21 ideas

R1: 20 themes iden�fied

Independent Coding by two researchers 

R2: 29 themes iden�fied

Q1: 5; Q2: 4; Q3: 11 Q1: 8 Q2: 8; Q3: 13 

Total: 22 themes agreed upon 

Synthesis and Resolu�on 

Survey of Final  22 Themes 

Q3: 11 themes Q2: 5 themes Q1: 6 themes 

Figure 1. Idea generation and building consensus through nominal group technique sessions and online survey.
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A total of 27 patients participated in the NGT sessions. On av-

erage, participants’ mean age was 48 6 15.5 years, they had a

chronic condition for around 14 613.7 years, and made around 5

6 2.4 visits to their physician during the previous year (Table 2).

The 3 most frequently reported chronic conditions were chronic

obstructive pulmonary disease, mental health, and high blood

pressure, with 19% of the participants reporting multiple chronic

conditions.

(a) 

(b) 

(c) (d) 

Figure 2. (A) During the tutorial, participants select an option in the “Choice Panel” on whether the data in each pair correspond to the same or different people. If

they need more information to decide, participants “click” on different parts of the identifying information to see more before they decide. In essence, the visual

interface for interactive record linkage masks data values and uses icons and color coding to highlight discrepancies in data pairs. Users can interactively reveal

additional data details, but each access event has a “cost” that detracts from a “privacy budget.”30 (B) The main visual interface for interactive record linkage

masks data values decomposed. (C) Visual masking icons used to highlight discrepancies, including matching values, and providing metadata.32 (D) Interactive

on-demand interface. Cells start with no disclosure, then partially open with a click. Cells open fully with either 1 or 2 clicks depending on the nature of the data.30
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Individual NGT sessions
Three NGT sessions were conducted on an online platform to allow

nationwide patient-participant representation, and 1 session was

conducted in person in a computer lab. We piloted initial draft ques-

tions with several patients (not included in the study) to improve the

face, content, and construct validity. We then revised the questions

to incorporate pilot patients’ feedback. The final questions were:

1. Are there things you like about the software that you would

tell your neighbors?

2. Are there concerning things about the software that you would

tell your neighbors?

3. What more would you like to know?

Each session started with a brief study description and informed

consent. A member of our team with legal, privacy, and bio-ethics

expertise led all NGT sessions. Two additional team members pro-

vided technical support and audio-recorded the studies. One addi-

tional researcher provided administrative support and recorded.

Figure 1 shows a summary of the NGT process and the deriva-

tion of themes from participants’ ideas. In all 4 sessions, participants

were given access to an online document with the 3 questions and

predefined sections to enter their responses. Each NGT session fol-

lowed a predetermined structure, which was disclosed to partici-

pants prior to the beginning of each session and was completed in

approximately 120 minutes. In the first phase, the researchers

reviewed the 20-minute online tutorial where participants conducted

record linkage using the software in an attempt to clarify and ad-

dress any questions. Subsequently, participants were given 10

minutes per question (30 minutes total) to individually generate

ideas on each question and type them into an online document. Af-

terward, the facilitator reviewed all ideas and led open discussions

for each question among the group. Common ideas were combined

by the participants into broader themes. Participants were then

asked to vote on the 2 most important themes per question.

Final themes generated across all sessions and online

questionnaire
A final online questionnaire was used to identify consensus across all 4

NGT session participants. Two researchers independently conducted

inductive thematic analyses on the results from each session to identify

the common themes across all sessions. Themes that did not receive

participant votes in any individual sessions were excluded from the fi-

nal list of themes included in the final survey. The final list of themes

was then created based on consensus among the 2 researchers (Fig-

ure 1). Two other researchers validated the final list by matching the

participant-provided ideas with one of the final themes.

In the final online questionnaire, we asked all participants to

rank-order all themes in this list. The themes from the benefits and

risk questions were ranked by significance. The themes related to ad-

ditional information were rated on a 5-point Likert scale to indicate

the level of necessity to disclose the information to patients (eg, as

an FAQ list for a research project using the software).

RESULTS

Across all 4 sessions, participants generated a total of 79 ideas in re-

sponse to the 3 elicitation questions (Figure 1). Of those ideas, 24

did not receive any votes in the final phase of the sessions, resulting

in 55 ideas for thematic analysis. Table 1 displays examples of par-

ticipant responses and corresponding themes. For example,

“researcher conscientiousness” was suggested as a benefit in 2 sepa-

rate sessions, but it did not receive votes in either session and was

thus dropped from thematic analysis. No ideas were dropped from

the risk question. Throughout the process, similarities and common

themes shared across the 4 groups provided an indication of satura-

tion.

Of the 19 ideas related to what participants liked about MiND-

FIRL, the concepts of “minimum disclosure” or limiting data acces-

sible on an “as-needed basis” were indicated as benefits of the

software in all 4 sessions. Similarly, multiple participant-generated

ideas indicated that they saw to “enhanced” or “comprehensive”

privacy protection through improved software support as an impor-

tant benefit.

Participants also raised and voted for 15 ideas related to linger-

ing privacy or software concerns. Most of the ideas fell under 3

themes: (1) remaining potential for some information disclosure, (2)

remaining potential for information misuse by authorized users, and

(3) remaining potential for hacking by unauthorized users. These

themes emerged in 3 of the 4 sessions.

Participants provided 21 ideas for additional information that

they would want to know about the use of the software for record

linkage. Seven of the 21 generated ideas were related to the people

and organizations doing the record linkage, including information

on researcher identities, qualifications, personnel training require-

ments, and background checks. These ideas were combined into a

broader theme about custodianship and control of patient data.

Using this inductive process, participant voting on the 55 gener-

ated ideas resulted in 22 final themes. Table 1 shows these final

themes with contributing responses from participants. The final sur-

vey revealed the most important themes. Among the 6 choices re-

lated to the benefits of using the MiNDFIRL software, participants

considered the software’s “allowance for minimum disclosure” and

for “comprehensive privacy protection that is not currently

available” as the most important benefits with mean rank of 4.9 of

6 and 4.3 of 6, respectively (a rank of 6 indicates most important)

(Figure 3A). Participants were generally most concerned about the

“required checks to ensure privacy protection” and the “potential of

misuse by authorized users” (eg, negligence, malfeasance) with

mean scores of 3.5 of 5 and 3.4 of 5 respectively in the final vote (a

rank of 5 indicates most important) (Figure 3B). Among the 11 addi-

tional information choices that participants deemed necessary to in-

clude in the FAQ, the median responses were “essential” for 1

choice, “very necessary” for 6 choices, and “necessary” for the

remaining 4 choices, indicating that participants were interested in

details of the study in the FAQ beyond the benefits and risks

(Figure 3C).

DISCUSSION

By themselves, software developers are poorly suited to fully design

usable software systems. Experts encourage the use of iterative

cycles of stakeholder engagement, design, development, and testing.

This engagement helps developers align software design options

with varied stakeholder preferences and priorities (eg, researchers,

patients).37,38

In the case of privacy-enhancing software, understanding the

perspective of the data subjects (eg, patients) is critical because the

privacy-enhancing design options are predominantly for their bene-

fit. Moreover, because individuals’ privacy preferences often conflict

with their actual behaviors (ie, the privacy paradox), understanding

which privacy-enhancing design options are most critical cannot be

accomplished without proper engagement.13 This engagement not
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Table 1. Inductive thematic analyses of the responses and voted ideas through the 4 nominal group technique sessions.

Q1: Are there things you like about the software that you would tell your neighbors?

A. Software allows for minimum disclosure; identifiers can be opened on an as-needed basis

“Minimum disclosure—data would be accessible on an ‘as needed’ basis”; “Minimal disclosure of information”; “Minimum disclosure—only

open as needed”; “Ability to get more detailed information as needed”; “Minimum disclosure on an as needed basis”

B. Software allows for comprehensive privacy protection that is not available now

“Better quality privacy protections”; “Comprehensive protection”; “Software adds protection to what is out there now”; “Privacy above utility”;

“Identity theft could potentially be mitigated because not all information is shared”; “Blinding and privacy”;

C. Software allows for participants to feel good about the use of their data in a safe manner while still having confidence in the quality of the results

“Enables safer participation”; “User security; being able to participate and still feeling good about it”; “Patients can expect that privacy is a con-

sideration that the researchers have in mind”

D. Software allows for better accuracy in the record linkage process and the study results

“Framework allows for better accuracy in the record linkage process in that it allows users to click symbols only as needed”; “Better accuracy in

the record linkage process”; “Allows for participants to have more confidence in quality of the data and the study”

E. Software is configurable to optimize safe data use per project

“The software allows for configuration on a project-to-project basis”

F. Software allows for tracking disclosures to enhance accountability

“Disclosures can be tracked and accountability can be enhanced”

Q2: Are there concerning things about the software that you would tell your neighbors?

A. Still requires checks and balances beyond the software to ensure protection (eg, accountability for software configuration, checking for secure sys-

tem setup)

“Still requires checks and balances beyond the software to ensure protection (eg, accountability for software configuration, checking for secure sys-

tem setup) and requirements are needed for safeguards beyond the software”

B. Still potential for misuse of information by authorized users (eg, negligence, not sufficient training)

“Misuse of information: eg, hacking, dishonest personnel. Concerns about identity theft”; “Potential misuse for future research”; “The software is

not the area of concerns, but the concern may remain with human elements”; “Ulterior motives may still be at play”; “There is still the possibility

of unqualified individuals doing the record linkage process”

C. Still potential for some information disclosure which may lead to false sense of protection

“There is still some a possibility for information disclosure”; “Some information disclosure is needed to ensure the accuracy of record linkages”;

“Potential for false sense of privacy protection”; “Checks and balances over the parameters of what can be disclosed during the study”

D. Still potential for hacking (ie, misuse of information by unauthorized users)

“Potential for hacking”; “Misuse of information: eg, hacking, dishonest personnel; Concerns about identity theft”; “Software may not be fail

proof”; “What safeguards have been put in place?”

E. Still potential for errors in the linkage process

“Learning curve for those doing the linkage”; “Still room for errors”

Q3: How necessary is it to include the following items in a frequently asked questions (FAQ) webpage for a research project using the software?

A. Who is the data custodian of the linked data (ie, who has control of the data), where is the linkage taking place (ie, which organization) and who

will be doing it

“Who is doing the linkage and seeing the data? eg, background checks, training, are they following a protocol”; “Institutions or entities that will

be conducting the linkage”; “The number of people that will see the data”; “The person that is analyzing the data is accountable”; “Are the record

linkage personnel trained?”; “Training, experience, and re-certification information about the researchers and whether training differs based on

the tasks of individual researchers on the team”; “Is there trusted third party oversight such as background checks”

B. What is the purpose and scope of the study, including how the data will be used after the linkage?

“Purpose of study”; “Explicitly list why you need these identifiers and the purpose of the research”; “How is data used (How is the data used after

the linkage)”

C. What accountability mechanisms (eg, background checks, training, protocols) exist for persons involved in the research?

“The person that is analyzing the data is accountable”; “Who is doing the linkage and seeing the data? eg, background checks, training, are they

following a protocol”

D. Why are identifiers needed for this research?

“Explicitly list why you need these identifiers and the purpose of the research”; “A bulk of their information will be blinded and only as many

identifiers as needed to make sure that records are linked correctly will be disclosed.”

E. What infrastructure is in place to safeguard the data?

“Infrastructure for keeping data secure”; “What kind of infrastructure will the data be stored in?”; “What security systems and validations are in

place to prevent hacking, to receive data and to reduce ‘passerby disclosure’”

F. Where can I get more information?

“Do you have a patient mentor/navigator?”

G. Will the linked data be used for other purposes?

“Statement about who owns the data and whether the raw data is non-transferable”; “Unless they give further consent, the data used to conduct

the record linkage will not be used for other purposes”

H. What is the protocol in the case of misuse?

“Legal ramifications and accountability for misuse (malicious intent and negligence)”

(continued)
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only leads to better software, but also participatory software design

can importantly increase transparency and trust in privacy-

enhancing software.

This article fills an important gap in the literature by identifying ben-

efits and risks of privacy-enhancing software that are important to

patients, as well as identifying what information about the software is

most important to disclose to them. Moreover, this article provides a

case study for using participatory design in software development.

The results from this study informed the design of the prototype

MiNDFIRL software and its companion documents, specifically an

FAQ to improve patient communication and transparency about

MiNDFiRL.16,39 The findings on the most important perceived benefits

and risks as well as additional information patients want to know in-

formed the creation of our FAQ document in patient voice. Although

this study sought patient feedback on a prototype MiNDFIRL software

for record linkage, we expect that other software developers will find

our qualitative results and our participatory approach informative.

Participants reported that features that minimize identifier disclosure

(ie, “as needed” disclosure and initial identifier masking) were the most

important benefits of MiNDFIRL. Consistent with our results, previous

work found that patients’ opinions toward acceptability and willingness

to share their information are critically influenced by the disclosure or

nondisclosure of certain information, particularly social security numbers,

insurance details, and names.20,21,40 While patients almost unanimously

consent to the use of anonymous data, some are reluctant to share sensi-

tive information when identifiers are not removed.20,40,41 In addition,

transparency efforts (eg, additional information and education programs)

that demonstrate the benefits of using such data have proven critical to al-

leviate concerns and improve uptake of promoting access and linkage of

healthcare data.42 This indicates patients’ desire to support research pro-

vided that safeguards for privacy protection of their information are in

place. Hence, steps to increase privacy protections and mitigate informa-

tion privacy concerns are valued by the patient community.41

However, patients in our study had lingering concerns regarding

the inherent risks of using personal identifiable information in pub-

lic health and secondary databases research that require record link-

age and data sharing. Our study participants were mostly concerned

about additional provisions to ensure protection beyond the soft-

ware and potential misuse of information by authorized users. In

particular, they mentioned that fear of misuse of information and

identity theft driven by ulterior motives and by dishonest or unquali-

fied personnel is a remaining risk in CER that involves record link-

age, despite the features of privacy-enhancing software. This finding

suggests that user accountability and software functionality that

facilitates audits (eg, proper logging) are critically important

privacy-enhancing features to patients. It also suggests that patients’

trust in researchers is fragile and underlines the importance of trans-

parent participatory design for privacy-enhancing software.

This concern of authorized user malfeasance extends results

from previous work that indicate patients’ increased concern about

data breaches and improper access by unauthorized users (ie, hack-

ers).21,43 Concern for unauthorized users was ranked fourth in our

study, below the concern for authorized user malfeasance. Such con-

cerns are negatively associated with consent for health information

disclosure and thus highly correlated with the privacy regulatory

framework that governs such studies.43

Participants identified additional information that might miti-

gate their concerns about future studies that might use privacy-

enhancing software such as MiNDFIRL. Participants predominantly

wanted information on the previous risks related to misuse, the en-

tity that controls the data, the study’s purpose, the reasons for using

identifiers, and the accountability and the safeguard protocols. The

requested additional information suggests that our participants were

willing to rationalize their decision making through patient-oriented

guidelines. Hence, our results support the notion that patients will

agree to disclose their personal information if the perceived benefits

of disclosure are higher than the perceived risks, as long as they are

well informed about the safeguards in place to negate such risks.44

Our results also support the notion that increased transparency

and effective communication with individuals can decrease resis-

tance to the research use of their personal data. Individuals’ inten-

tions and follow-up actions are positively affected by the potential

gain of disclosure and negatively affected by their expected loss

from potential privacy violation.45 The acceptability of sharing in-

formation is also influenced by the nature of the data recipient.9,20

Previous work found that more than 70% of patients were comfort-

able sharing their data for research when informed that data access

was limited to authorized personnel and security measures were in

place, which was almost twice as much patients who were not ex-

plicitly informed about authorization and security measures.20 This

is consistent with our findings regarding the additional information

that patients would like to know (eg, data custodian, study purpose,

accountability measures). Hence, more attention should be directed

toward transparency and communication efforts addressing admin-

istrative controls (eg, institutional policies, ethical oversight, re-

search practices) to address patients’ concerns. Additionally our

findings suggest that privacy is also an organizational issue. Organi-

zations without policies governing appropriate use of personal infor-

mation will likely face increased friction and resistance for data

sharing.45

Because patients bear the risks of sharing personal and sensitive

information, their engagement in health technology design and de-

velopment is important and necessary.17,20,46 Our study highlights

the positive impact of involving and partnering with patients in

early-phase data and information technology projects (such as the

design of the MiNDFIRL software) in an attempt to increase satis-

faction and to obtain quality- and safety-related feedback.20,47 In-

volvement and feedback from patients that reflect the diversity of

the patient community can allow researchers to gain a better under-

standing of the diversity in patient needs.47,48

Limitations
Our study is not without limitations. Although we were able to re-

cruit a sufficient number of patients consistent with the recom-

I. What other information, besides personal identifiers, are used during linkage?

“Is family information available to facilitate linkage decisions?”

J. How will results be disseminated?

“Statement on how dissemination of results will unfold”

K. Has the software been used before for research and has it enhanced protection as well as improve research quality?

“Actual practice in larger scale using software”

Listed are the resulting 22 themes (denoted with alphabetical labels) organized under the 3 elicitation questions (Q1-Q3) along with examples of contributing

participant responses for each theme.
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mended requirements for NGT sessions and we achieved saturation

of themes, we note that most of our participants were primarily

non-Hispanic White, and were educated, commercially insured, liv-

ing with at least 1 chronic condition, and interacting with multiple

healthcare providers per year. Consequently, our results might not

be fully representative of the privacy concerns and generalizable to

the overall U.S. population, particularly because health status di-

rectly or indirectly affects information disclosure intentions.49 In ad-

dition, owing to the qualitative nature of our study, we were not

able to conduct any stratified analyses to assess potential differences

in participants’ viewpoints. However, we note that one of the ulti-

mate goals of this study was to determine the most relevant informa-

tion for members of the public to understand data usage because

such information could be presented in an FAQ. Thus, this study

Q1: Are there things you like about the so�ware that you 
would tell your neighbors? Please rank order the following 
items from least important (1) to most important (6).  

A. So�ware allows for minimum disclosure -- iden�fiers can be 
opened on an as needed basis 

B. So�ware allows for comprehensive privacy protec�on that is 
not available now 

C. So�ware allows for par�cipants to feel good about the use of 
their data in a safe manner while s�ll having confidence in the 
quality of the results 

D. So�ware allows for be�er accuracy in the record linkage 
process and the study results 

E. So�ware is configurable to op�mize safe data use per project 
F. So�ware allows for tracking disclosures to enhance 

accountability
Q2: Are there concerning things about the so�ware that you 
would tell your neighbors? Please rank order the following 
items from least important (1) to most important (5). 

A. S�ll requires checks and balances beyond the so�ware to 
ensure protec�on (e.g., accountability for so�ware 
configura�on, checking for secure system setup) 

B. S�ll poten�al for misuse of informa�on by authorized users 
(e.g. negligence, not sufficient training) 

C. S�ll poten�al for some informa�on disclosure which may 
lead to false sense of protec�on  

D. S�ll poten�al for hacking (i.e., misuse of informa�on by 
unauthorized users) 

E. S�ll poten�al for errors in the linkage process 

Q3: How necessary is it to include the following items in a 
frequently asked ques�ons (FAQ) webpage for a research 
project using the so�ware? Likert:  Essen�al (5), Very necessary,  
Necessary, Somewhat necessary, and Not necessary (1)
A. Who is the data custodian of the linked data (i.e., who has 

control of the data), where is the linkage taking place (i.e. 
which organiza�on) and who will be doing it 

B. What is the purpose and scope of the study, including how 
the data will be used a�er the linkage? 

C. What accountability mechanisms (e.g., background checks, 
training, protocols) exist for persons involved in the 
research? 

D. Why are iden�fiers needed for this research? 
E. What infrastructure is in place to safeguard the data? 
F. Where can I get more informa�on? 
G. Will the linked data be used for other purposes? 
H. What is the protocol in the case of misuse? 
I. What other informa�on, besides personal iden�fiers, are 

used during linkage? 
J. How will results be disseminated? 
K. Has the so�ware been used before for research and has it 

enhanced protec�on as well as improve research quality?

mean     3.5     3.4      2.8     2.7     2.6      
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Figure 3. (A) Ranked benefits from final online survey with "6" indicating most significant (top panel). (B) Ranked risks from final online survey with "5" indicating

most significant (middle panel). (C) Additional information desired by participants from final online survey (bottom panel).
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was only the first step in gathering patient input.16 Finally, although

we provided educational information and practical exposure to our

software before facilitating the study, some responses might have

still been influenced by the limited familiarity of participants with

healthcare technology and record linkage and pertinent only to

MiNDFIRL software features.

CONCLUSION

The paradoxical misalignment between a person’s privacy preferen-

ces and their actual behavior underlines the importance of privacy-

enhancing software. It is incumbent on software developers to effec-

tuate the privacy protections that patients value. Moreover, compre-

hensive privacy-enhancing software is the key to handling the

complicated balance between benefits and risks of using healthcare

records for public health and research.

Our study is one of the first in the literature to engage patients to

actively learn about and experience how well-designed software

may protect privacy while still allowing benefits of using individual

data for public health. There was clear consensus among the patients

in the benefits of using privacy-enhancing software for comprehen-

sive protection while still having confidence in research quality. Yet,

risks that are inherent in record linkage processes still remain—par-

ticularly those related to accountability, misuse of data, and data ac-

curacy. Nonetheless, additional information provided to patients by

researchers might alleviate patients’ concerns and promote future re-

search with important implications at the community level. Our

study highlights the importance of active and effective patient en-

gagement to advance linkage methods, transparency, and acceptable

risk strategies to improve patients’ comfort levels with data sharing.
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