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OVERVIEW

The purpose of this paper is to describe the design of the Communication system of OCEAN.  The Communication system uses the Naming system to pass messages and open continuous communications channels between OCEAN entities (nodes and/or tasks).  It should works with firewalls and proxies without having to bother administrator to reconfigure the address translation on his firewall. It also provides mutual exclusion to support concurrency to maintain the data consistency and atomicity so the resources can be shared.

This paper also gives the review of some technology that I have learned and investigated, and shows some work needed to be done in Fall 2001.

REVIEW OF TECHNOLOGY

This section is to describe some technologies that can be applied to OCEAN which I have learned in this semester.  It is also to distinguish between OCEAN and some major competing systems.

Technology

Simple Object Access Protocol (SOAP)

SOAP is an XML based protocol for exchange of information in a decentralized, distributed environment.  It codifies the existing practice of using XML and HTTP as a method invocation mechanism. The SOAP specification mandates a small number of HTTP headers that facilitate firewall/proxy filtering. The SOAP specification also mandates an XML vocabulary that is used for representing method parameters, return values, and exceptions.

SOAP is not bi-directional communication.  The current SOAP spec describes how SOAP payload can be transmitted via HTTP, but does not address any other protocols. SOAP does not address higher-level issues such as object activation or lifetime management. SOAP does not mandate any particular language for interface description, although the XML Schema specification is a reasonable way to describe interfaces and user-defined types.

As SOAP runs over HTTP, the standard authentication mechanisms that are HTTP-friendly can be used with SOAP. These protocols can authenticate the server (and optionally the client), and can provide a confidential channel over which SOAP payload can travel.

HTTPort

HTTPort allows to bypass an HTTP proxy, which is blocking you from the Internet. With HTTPort you may use the following software from behind an HTTP proxy: e-mail, IRC, ICQ, news, FTP, AIM, any SOCKS capable software, etc.

The basic idea is to set up your Internet software in such a manner, that it considers a local PC to be a remote server it needs. This is where HTTPort enters. It intercepts connection from this software and runs the connection through the proxy - this is called a tunneling.

HTTPort is convenient because create a TCP/IP tunnel through HTTP proxy which the software could use with no additional efforts, just like direct connection.  Moreover, it supports both direct CONNECT and client-server tunneling.

JXTA

Simple Object Access Protocol (SOAP), is designed to enable accessing remote services with other SOAP applications. Like SOAP, JXTA uses XML message exchange. In addition, JXTA provides protocol specifications to enable remote service access. However, JXTA provides additional protocols and services to implement a full peer-to-peer (P2P) application. These include Peer Discovery to enable peers for find each other, Peer Groups to allow organization of Peers and control membership, Peer Pipes to support flexible and secure communications among peers, and Peer Monitors to allow additional management of peers in a network. It is conceivable to send SOAP compliant messages through JXTA pipes to other Project JXTA peers. 

The implementation for Project JXTA uses Java[tm] technology, and requires a platform that supports JDK[tm] 1.1.4 release or later. This includes Windows 98/ME/2000 (using IE 4.0 or later), Solaris[tm] Operating Environment, Linux, and Macintosh. 

In order for JXTA peers to communicate with each other across a firewall, at least one peer in the peer group inside the firewall must be aware of at least one peer outside of the firewall. Furthermore, the peer inside and the peer outside the firewall that are aware of each other, must support HTTP transport, and, the firewall has to allow HTTP data transfers. These HTTP transfers need not be restricted to port 80 though that is the port used by default by most Web browsers and by the current JXTA implementation. A JXTA node can also be configured to communicate via an HTTP proxy server. The two peers described become routers for P2P traffic among the other peers in the peer group. There can be more than multiple peers routing P2P JXTA messages across the firewall.

Comparison between OCEAN and Competing System

Parabon 

· Centralized distributed computing platform
· Node and task cannot communicate each other
· Not real-time processing for tasks
· Use other resources such as hard drive
· Results remain on the server until the job with which they are associated is removed from the clients
· No firewall handling is mentioned

· Developed in Java

Distributed.Net

· Node cannot communicate each other. 
· Centralized distributed computing platform 

· Possible to retrieve and send back work units by email 

· Manually configure a computer which behind firewall to work 

1.    No changes if port 2064 is not blocked by firewalls 

2.    Allow connections through to port 2064 (the port the client uses for communication to the keyservers) either directly or "direct port mapping" 

3.    Use SOCKS support 

4.    Use the http proxy support of the client 

5.    Set up a personal proxy on the machine that runs the firewall 

· SneakerNetting - allows machines that never connect to the Internet to run the client by using a floppy disk to move buffer files between such machines and machines that connect to the Internet and can fetch and flush these buffers

· Developed in Visual C++ 

FUNCTIONALITY

The Communication system should provide the following functions to achieve our goal:

1. Full duplex and point-to-point communication

2. Node/task is able to communicate each other

3. Firewall support

4. Minimize communication overhead

5. Message Passing

6. Mutual exclusion

INTERFACE

This following diagram shows the typical interrelationship between different components and Communication system.


INTERNAL ARCHITECTURE

The Communication System consists of three components: message passing component, concurrency contol component and firewall support Component
Message Passing Component

A message passing component uses the Naming system to pass messages and open continuous communications channels between OCEAN entities (nodes and/or tasks).  

1. Send method – send(address, data)


The send(address, data) method is used to send message to the other node.

address that is a parameter passed by the Naming system using getfromNaming() method.  It is used to locate the destination of the OCEAN nodes that will receive the message. 

data that is a parameter passed by the Security system using getfromSecurity() method.  The Communication system does not care what contains in the data.  It only encapsulates the data to the message (packet).

2. Receive method – receive()

The receive() method is used to receive message from the other node and should be return type method.  This method will return the received data to the Security system. 

3. Get method - getfromSecurity(), getfromNaming()

getfromSecurity() method is used to get the data needed to send from the Security system.

getfromNaming() method is used to get the data needed to send from the Naming system.

4. Pass method – returntoSecurity

returntoSecurity() method is used to return the data received from the other node to the Security system.

Some choices of communication protocols that can be applied are shown in the following:

1. Transmission Control Protocol (TCP)

2. User Datagram Protocol (UDP)

3. Remote Method Innovation (RMI)

4. Simple Object Access Protocol (SOAP)

5. Juxtapose (JXTA)

Concurrency Control Component

A concurrency control component provides mutual exclusion to support concurrency to maintain the data consistency and atomicity so the resources can be shared.

Some choices of algorithms are shown in the following:

1. Locking Algorithm

2. Timestamp

3. Replication Algorithm

4. Distributed Semaphore or Monitor

5. Migration

Firewall Support Component
A firewall support component allows that the OCEAN node works with firewalls and proxies without having to bother administrator to reconfigure the address translation on his firewall.  It can be implemented by using the following choices:

1. Bypass Firewall/Proxy using HTTP tunneling

2. Create a personal proxy on the firewall server.

3. Using Protocols that work with most of firewalls, such as JXTA, SOAP and Java RMI.

FAILURE AND HANDLING

Communication Failures
A variety of communication failures are possible: 

1. A message may be corrupted due to noise in a link; 

2. A link may not function temporarily, causing a message to be completely lost; 
3. A link may be broken for a while, causing all messages sent through it to be lost.  
Undeliverable Messages
A message may be undeliverable because 

1. its recipient is down when the message arrives

2. its sender and recipient are in different components of a network partition. 

There are two options to handle these cases

1. The message persists. The computer network stores the message, and delivers it to its destination when that becomes possible.

2. The message is dropped. The computer network makes no further attempt to deliver it.

Detecting Failure by Timeouts

Timeouts can be used to find which nodes cannot be communicated. For example, there are two nodes, A and B.  Node A sends a message to node B and waits for a reply within the timeout period. If a reply arrives, clearly node A and node B can communicate.  If the timeout period elapses and node A has not yet received a reply, node A concludes that it cannot communicate with node B.
Detecting failure by timeouts may cause problems.  If the timeout period is underestimated, a node may think that it cannot communicate with another when, in fact, it can. Timeout failures are, in effect, communication failures. 

IMPLEMENTATION

No implementation has been done in this semester since  most of the time are spent on learning technology and algorithms that can be applied to OCEAN, discussing the OCEAN architectures and functions, and investigating other competing systems.

WORK TO BE DONE

As we wish to make OCEAN available for public beta test, the following tasks are considered to be done in Fall 2001.

1. Size of the Communication System Design Group should be increased to 2-3 people

.

2. Learn some more algorithms and protocols.

3. Decisions of algorithms and protocols are needed to be made.

4. Verify the design that is correct before implementation

5. Implement the Communication system 

6. Debug and test the program

7. Writing conference papers is very good experience, and if lucky, some funding can be made. 
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