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Abstract— Secure data dissemination in wireless ad hoc and A well received solution to the issue of key management in
sensor networks has recently received a great deal of attention. sensor networks is to distribute a certain number of randomly
A variety of protocols have been proposed in order to ensure gejactad keys in each of the nodes throughout the network.

secure data delivery across these systems; however, the majority ., .
of these schemes assume the presence of public or pre-established NiS Method has been extended by a number of researchers [3],

symmetric keys. Accordingly, the cost of key management has not [4], [S], [6], [9], [13], [18]. Using this approach, one can
been incorporated into secure routing mechanisms in this setting. achieve a known probability of connectivity within a network

This paper considers the expenses incurred by sensor networks while minimizing the resources necessary to implement the

implementing secure routing schemes on top of probabilistic gacyrity system. The specific consequences of this or any other
symmetric key management schemes. Specifically, we examine the

overhead observed from proactive and reactive key establishment approach when applied to routing and data dissemination,
mechanisms for networks using a balanced method of key however, have not yet been explored.
management. Through extensive simulation, we quantify more  In this paper, we make the following contributions:
irﬁzlsrt]'gof?f‘ettswg(éhe application of secure hop-by-hop routing | pgrformance Evaluation: Through extensive simulation,
' we explore the full costs of hop-by-hop secure routing in

Keywords: Sensor Networks, Probabilistic Key Manage-  sensor networks implementing probabilistic key manage-
ment, Secure Routing ment.
L « Keying Strategies:We examine how the timing and fre-

- INTRODUCTION guency of re-keying requests directly affects performance

Wireless sensor networks are _rapidly becoming invaluable and overhead.

tools for the distributed aggregation and processing of datahe remainder of the paper is organized as follows: Sec-

From monitoring inventory and environmental conditions tg,, || giscusses specific related works in the fields of both
vehicle tracking, these systems allow thelr r_:tdmlnlstrators g@zcure routing and probabilistic key management. Section Il
observe remote and or dangerous locations in a cost-effeCtiy@sents the protocol and keying strategies used to establish
fashion. One of the most important challenges facing senspfir \ise secure relationships. Section IV presents and ana-
networks is that of secure data dissemination. The focus Oﬂes performance data for a number of scenarios. Finally,

large pool of literature in recent years, secure data disse@cyding remarks and future directions are offered in Sec-
nation is absolutely essential to network fidelity as nodes gfg, \/.

completely reliant upon their neighbors to forward packets to
their intended destinations. In a setting where individuals must
be skeptical of the activities of their neighbors, simply trusting
that an adjacent node is performing the expected operationSome of the work done in secure routing for MANETS
on our data would be iize. has suggested that a cryptographic interaction between the
Providing security for wireless sensor networks is a paendpoints of communication is necessary to implement secure
ticularly difficult task. Whereas nodes in wired networks ardata exchange. For example, in Papadimitratos, et al. [10],
able to leverage considerable resources in terms of powtse source and destination nodes share each others’ public
processing ability and positive human/administrator interactideys. When the DSR route request (RREQ) launched by the
along with centralized, trusted servers, sensor nodes typicalyurce arrives at the destination, the target node signs the list
lack all of the aforementioned means. Accordingly, securityf nodes used to reach it with its private key. Upon receiving
solutions for sensor networks must typically be distributethe response, the sender can be sure that the RREQ indeed
robust and as efficient as possible. did reach the desired node and secure interaction can begin.
While a number of schemes have been suggested to mak& number of other papers in this domain have proposed the
the interactions between neighbors more secure in MANETse of neighbor-based authentication. When an intermediary
the majority of works have failed to truly translate to aode in the route receives an RREQ in the ARAN proto-
sensor network environment as the key management strategi@lg[12], it examines the certificate and contents encrypted by
implemented by those methods are infeasible in this settinghe private key of the previous hop. If the decrypted value

Il. RELATED WORK



correctly corresponds to the hash value of the packet, the
current node then removes the previous certificate and adds
its own before encrypting and forwarding the packet on to its
next hop.

Ariadne [7], [8] combines the previous two approaches
by having both the target and intermediary participants take
part in the authentication of routing data. Before sending the
RREQ, the source computes an HMAC using a Key,
shared between itself and destination. During route discovery,
each node along the source-destination path authenticates
routing information with its Tesla [11] key. The destination
then buffers the packet until the requisite amount of time
passes for each intermediary to release its Tesla key before
processing the packet.

The above solutions, and a number of additional ap-
proaches [1], [2], [17], make simplifying assumptions when
the issue of key management is raised. The majority of theSe. 1. NodeA, attempting to establish keys with its neighbors, 1) broadcasts

schemes default to the presence and capability of nodes to EA%,E?Y identifiers. NodeB, which has a key that corresponds to one of the
identifiers, 2) responds td’s challenge-response broadcast. After waiting for

public-key cryptography to accomplish their goals; howevelgme time, 3)4 launches a request for assistance message so that it can
such approaches are not possible in sensor networks dsi@blish a key withC. B, already sharing a key withi, 4) establishes a

to the previously discussed limitations of node capabilitie§SSsion key between andC on A's behalf. 5 then 5) contacts A and gives
e .. . .1t a copy of the session key encrypted Bywith the key it shares with.
Those papers not specifically requiring the non-repudiation
characteristics inherent to public-key methods instead typically
state that symmetric keys already exist between nodes but
do not discuss the method in which those keys have been
established. A. Protocol Specification
The probabilistic distribution of keys, which allocates a \We now offer a short overview of the protocol used for
given number of randomly selected keys in each node, makgs distribution. For reasons of space, a full description of
it possible to attain a known probability of connectivity withinthis protocol is available in Traynor, et al [14]. Figure 1 also
a network. The seminal work in this field was presented Iptovides a short tutorial.
Eschenauer and Gligor [6]. In this scheme, a large pool ofBefore deployment, all nodes receikerandomly selected
P keys is generated, from which are randomly selected, keys from a poolP as described in Section Il [6]. Nodes
without replacement for each sensor node. Two nodes mayttempting to establish a secure relationship with their neigh-
communicate to directly establish a session key if they hagers broadcast a set of key identifiers corresponding to their
a key match. Further extensions to the balanced probabilistie-deployed keys. The source node then waits for challenge-
distribution of keys scheme have been proposed by a numbgsponses from its neighbors with which keys are shared.
of researchers [3], [4], [5], [9], [18], [13]. During the challenge-response, session keys are established
The advantages of such probabilistic approaches are numgétween nodes with a key match.
ous. Most importantly, they allow for secure communications Tg establish keys with the nodes without pre-deployed
to be possible in resource constrained platforms while USiﬁﬂatching keys, an indirect key match phase commences.
very little memory for key storage. In a setting with exceedagter the expiration of the direct-phase timer, a node desiring
ingly limited resources, where hop-by-hop authentication f@f secure relationship with its remaining neighboring nodes
secure routing is a desirable goal, such a keying schemeggnches a request for assistance, which includes the node
particularly attractive. IDs with which it desires to establish keys. Nodes that already
Because probabilistic methods of keying are so well suitethye a secure relationship with the source can use their secure
for sensor networks, we investigate the costs incurred BMationships with other nodes on the transmitted list to help
secure routing solutions built upon the balanced [6] methogstaplish a session key. If a node attempting to establish keys
We examine two approaches for establishing shared keyfh all of its neighbors should still lack a key with any of its
between neighbors. In the first, nodes proactively establigBighbors, it could simply launch the indirect key match phase

keys with their direct neighbors; we call this proactive keyingsing the newly keyed nodes as new hops for indirection.
(PK). In the second, nodes only establish keys when they are

required; we call this method reactive keying (RK). ] )
The details of these and the protocols required to establBh Keying Strategies

pairwise keys between neighbors are discussed in the follow-Determining when to initiate the protocol discussed above

ing section. to establish session keys has important effects on performance.
1 A , We define both the proactive keying (PK) and reactive keying
The keys of individual nodes are chosen without replacement to prev:

multiple copies of keys being stored on a node. Each node is able to sei?éﬁ)_ with direct neighbors. With PK, gpon detec'Fion of a
its keys fromP. previously unseen node, a node proactively establishes a key

IIl. OVERVIEW
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Fig. 2. The average delay (sec) to establish a route between two nodes umidigr3. The average initial delay (sec) to establish a route between two nodes
the PK keying scheme. Because key establishment occurs proactively, it doeder the RK keying scheme. Delivery latency is greatly increase because
not directly affect message delivery. keying does not occur until data needs to be delivered.

TABLE |

THE AVERAGE LATENCY TO ESTABLISH KEYS a maximum transmission range of 75m and used an 802.11

MAC layer.

Scenario Latency (sec) - ) ) o ]
200 Nodes| 500 Nodes Routing was accomplished via the built-in implementation
i:lng,illedNode/v'\\/l/ l_\lehlghbors 9196119152 2‘;-17 éggl of the AODV protocol HELLOmessages were launched every
oaes wi elghbors . .
AT Nodes w/ Al Nodes 775880 | 1408232 two seconds for PK and once every 100 seconds for RK. The

timer for transmitting a request for assistance was set to 0.5
seconds. In both the 200 and 500 node density cases, all nodes

so that this node is a viable first hop over which a messa ponded within 0.1 seconds of the initial broadcast of key

can be sent. In effect, nodes always maintain keys with thé& ntifiers. By allowing this extra time, it. was our hopg that
neighbors. PK has the benefit of faster route establishme/§ wquld aIIow_as many nodes as legitimately possible to
and faster local route repairs at the expense of possitﬁ?tab"Sh keys directly. L . .

wasteful key matching exchanges. Under RK, nodes only € €xchange of keying information is designed to allow
establish secure relationships when there exists a need tollfo Sécure routing and delivery application data. Every 100

so. This will lead to higher latencies in establishing routeSEc0Nds, some number of nodes transmit 50, 500-byte packets

but will limit unnecessary overhead over the course of 0.5 seconds. The selection of source and

We first evaluate the performance in an environment ffStination for these exchanges of data are random.
which nodes are not mobile. This provides insight into the Nitial node placements and their subsequent movements
overhead of the basic key matching protocol. We then evalu¥f§re generated by ns-2's included scenario generation utility.
the performance impact of PK and RK on a secure version ¥here applicable, mobile nodes move at between zero and five
AODV using a protocol based on ARAN [19] for the randomMeters per second according to the random-waypoint mobility

waypoint mobility model. model. _ o
We consider cases in which session keys have an infinite! "€ keys stored in each of the nodes were generated a priori
lifetime and in which keys expire after a period of timeUSing the library functionrandom() . Each key scenario
With PK, when neighbors have a key that is about to expirggneratlon was a_\lso seeded with the current t|me. The key
they perform a simple point-to-point handshake to renew tRQCl, P, was of size 10,000 and each node receiked 83
session key. Using RK, nodes that are actively communicatilﬁﬁyS [6]-
(i.e., have exchanged data within 100 seconds) also renew
expiring keys with a simple handshake. Keys established wiAh
nodes that are not in active communication expire and aré
re-established only if required by the key matching protocol In this scenario we determine the average amount of time
described above. required to create secure relationships between nodes in a
static network using the key matching protocol described in
Section Il
We consider two general cases: all nodes establishing keys
We evaluated the effects of probabilistic keying on secureth all other nodes in the network and all nodes establishing
routing using the Network Simulator (ns-2) version 2.27. Eadteys with their neighbors. Although the case in which each
simulation was run over two different field configurations: 20@ode establishes keys with every other node in the network
and 500 nodes in a 500m x 500m test-bed. Nodes were givemot feasible for reasons of scalability, we have included a

Static Network Evaluation

IV. SIMULATION AND DISCUSSION
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Fig. 4. The overhead created by additional packet transmissions for Kelg. 5. The observed packet loss for PK and RK schemes for individual
establishment. mobility. Each run consisted of 500 nodes. There is negligible difference

between the scenarios with infinite versus 500 second key lifetimes.

simulation to demonstrate its complications and understand its ) )
characteristics. two schemes eventually converge given enough traffic. The

r{jecreased latency under PK is the result of placing its costs

Table 1. In a network as small as 200 nodes with an averay® front a_nd.allowing the key establishment to be amortized
of approximately four and worst case of 11 hops per messa g_?_:]the Ilfgtlme of thfe rr:etwork. ks infl kevi
the network requires almost eight minutes to perform complete e static nature of these networks Influences keying over-

n — 1 pair-wise keying. The more dense case of 500 nod&ead' For a system initialized using PK, no new key establish-
with the same average and worst case numbers for hops ts are necessary after the bootstrapping period. Under RK,
W keys will be established until all nodes have keys with

message, takes almost 23.5 minutes to complete. It is cl . ,
g P ﬁnelghbors. Once keys have been established for all nodes,

that it is not possible to use complete pair-wise keying T : ‘ im0 RK PK
network initialization time is a concern. Such latencies f(} e periormance of systems running Versus converge.

key establishment are extremely high and are the result of
contention for the air interface. B. Mobile Network Evaluation

There are benefits to implementing this scheme on a smalBecause mobile sensor networks are being increasing stud-
scale. Once initialization completes, a wide range of secyeqi [15], [16], we examine the effects of probabilistic keying
data dissemination and routing protocols using end-to-eBfl secure routing in dynamic environments. While route
cryptographic operations could be conducted in parallel witiscovery times eventually converge in static networks, latency
hop-based measures. Additionally, by placing the expenserghains at approximately the levels shown in Figures 2 and 3
keying before the mission-oriented operations of the netwofdr both the PK and RK approaches throughout the mobile
take place, the cost of delivering messages end-to-end is eqivnulations. Performance is dampened because intermediary
alent to the examples given in the previously cited literaturgodes are required to establish keys with new neighbors for
The addition of key expirations consequently, would destraimost every route request transmission. It is therefore crucial
any benefits yielded by such an approach. to understand the characteristics of a network of mobile nodes

When bootstrapping the network using the PK strategy, eag$ it moves towards stead-state.
node attempts to begin keying as soon as they become activekigure 4 shows the observed overhead per packet and packet
In the case where there are 200 nodes this process can takel@sst for PK and RK for two different node densities. As ex-
under two minutes. The scenario containing 500 nodes requifggted, PK has significantly higher overhead than RK because
over four minutes. Like the previous— 1 case, the dominant nodes establish keys even if no data is ultimately sent. The
factor contributing to such long key-establishment times #mulations demonstrated that apart from the multiple nodes
contention for the air interface. This competition naturallgdded during the first iteration of the key matching protocol,
worsens with increasing node density. With RK, however, thengw nodes are typically added one at a time. Accordingly,
is no bootstrapping phase as keying occurs on demand. each new neighbor encountered requires a given node to

The routing latency trade-off for PK versus RK for a statitaunch the key establishment protocol. Such an extremely high
network is demonstrated in Figures 2 and 3. The advantageow€rhead is the result of sending such a small amount of
PK, as shown in Figure 2 is that once the bootstrapping phat&ta between nodes. The benefit of this elevated overhead
is complete, hop-by-hop secure routing protocols perforim decreased routing latency. Low-intensity, latency critical
well. Figure 3 shows the initial cost of route requests wheapplications such as reporting the presence or identity of a
using RK. The on-demand nature of RK route discovery takaswly acquired target can be expected to demonstrate such
significantly longer than under the PK approach, although tlebaracteristics. If the nature of the communication is critical,

The results of network initialization testing is shown i
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the steep cost of overhead is more acceptable; however, nsieuld mobility be low and the number RREQs become large,
critical communication with low intensity is expensive enoughn implementation of PK could prove more advantageous to
that the overall life of the network may be reduced. the operations of the network. Before any judgment is made, it
The relationship between traffic intensity and overheat, necessary to consider the consequences of these approaches

as demonstrated in Figure 4, exhibits an important attribub@ packet loss.

of probabilistic keying. The correspondence between theseFigure 5 depicts the effects of keying on the packet loss
two elements is linear, demonstrating that overhead is matio. In the static network simulations, none of the simulations
a function of traffic intensity. As the amount of mobilityexhibited any dropped UDP packets. This result is not totally
increases during a given period, however, so too does tlnexpected as the frequency of keying in both the PK and
overhead. This result is intuitive as nodes encounter mari cases dies off quickly as neighbors are unchanging. When
new neighbors as their mobility increases. Mobility being theodes become mobile, we see that the drop rates for the RK
dominant factor, which was verified by additional testing witBcheme exceed that of PK. There are two main reasons for
increased node velocities, is intuitive as the very nature of RKese losses. The first, and potentially more crucial, is the
requires key establishment with all newly encountered nodessult of routes being broken due to the latency associated

Because the RK approach establishes keys only at tramgth keying RK keying. The route established by the RREQ is

mission time, it incurs overhead at almost a per RREQ rat&ten no longer valid by the time data transmission occurs. The
This data alone may be enough to be the deciding facwecond and more obvious is collisions. While the PK case was
when selecting a keying strategy for a network of mobilalmost constantly attempting to establish secure relationships
sensors. Should the mobility of individual nodes be high andith new neighbors, the effects of high medium access were
the number of destinations for and frequency of data delivegjfectively amortized as the keying traffic at the time of data
be low, the RK approach may be more beneficial; howevdransmission was less than in the RK scenario. Figure 5 also



demonstrates that the expiration of keys has minimal effemly practical scheme that can be implemented in a network

packet loss. that is meant to be long lived. We therefore recommend that
The effect of key expirations is shown in Figures 6 a hybrid method of key management be investigated such

9. Figure 6 shows the number of new keys established timat the positive attributes of the two above schemes can be

an average node (recorded every 50 seconds) when ugingbined to make secure routing in sensor networks as robust

PK and infinite key lifetimes. The trending in this figureas possible.
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node encountered allows the network to eventually reach a REFERENCES

keying steady-state of zero. The ability to implement a SeNSQY| g Awerbach, D. Holmer, C. Nita-Rotaru, and H. Rubens. An On-
network based on such a practice, for reasons of freshness, pemand Secure Routing Protocol Resilient to Byzantine Failures. In
security, and memory constraints, however, is not necessarily Proceedings of the ACM Workshop on Wireless Security V@iggtem-

P . - ber 2002.
realistic. Figure 7 shows the same measurement with unus S. Capkun and J. Hubaux. BISS: Building Secure Routing out of an

key lifetimes set to 500 seconds. The higher steady-state value incomplete Set of Security Associations. Mroceedings of the ACM
for key establishments per quanta (10 for high density Workshop on Wireless Security WiSeptember 2003.

- . . . . H. Chan, A. Perrig, and D. Song. Random Key Predistribution Schemes
scenarios) reinforces that the overhead associated with keyn% for Sensor Networks. IRroceedings of the IEEE Symposium on Security

will always be present in real systems. and Privacy 2003.
RK with and without elapsing keys is demonstrated in4] W.Du, J. Deng, S. Han, and P.K. Varshney. Establishing Pairwise Keys

. . in Distributed Sensor Networks. Proceedings of the ACM Conference
Figures 8 and 9, respectively. The RK method approaches ., Computer and Communications Secyriz903.

steady-state keying much more slowly than PK. The steadys] w. Du, J. Deng, Y.S. Han, S. Chen, and P.K. Varshney. A Key
state values for the RK method with 500 second key lifetimes Management Scheme for Wireless Sensor Networks Using Deployment

. . Knowledge. InProceedings of IEEE INFOCOM2004.
are also much higher than the PK method. While the number ?é] L. Eschenauer and V. Gligor. A key management scheme for distributed

keys established per broadcast closely approaches the averagesensor networks. IRProceedings of the ACM Conference on Computer
value attained PK, RK is not quite able to reduce this number_and Communications Securit#002.

- . . . . [7] Y. Hu and A. Perrig. A Survey of Secure Wireless Ad Hoc Routing.
to that of its competitor during the 1,000 second simulation.” \;. 5004,

Like PK, however, RK exhibits a constant overheadl{ for  [8] Y. Hu, A. Perrig, and D. Johnson. Ariadne: A secure on-demand routing
high density scenarios) of key establishments per data burst. protocol for ad hoc networks. IiProceedings of the International

. . . . Conference on Mobile Computing and Networking (MobiGCa20p2.
Accordingly, any protocol implementing either the PK or RK[9] D. Liu and P. Neng. Establishing Pairwise Keys in Distributed Sensor

approach as the basis of their key establishment mechanism Networks. InProceedings of the ACM Conference on Computer and

must recognize the significant overhead for implementing such Communications Securit003. _ _
a scheme [10] P. Papadimitratos and Z.J. Haas. Secure Routing for Mobile Ad Hoc

Networks. InProceedings of the SCS Communication Networks and
Distributed Systems Modeling and Simulation Confere@2082.
[11] A. Perrig, R. Canetti, D. Tygar, and D. Song. The TESLA Broadcast
V. CONCLUSION Authentication Protocol. IIRSA CryptoBytes/olume 5(2), pages 2-13,

. . . 2002.
Segure routing is an extremely important .ek?ment of S_afﬁZ] K. Sanzgiri, Bridget Dahill, B. Levine, C. Shields, and E. Belding-Royer.
guarding sensor networks; however, the majority of previous A Secure routing Protocol for Ad Hoc Networks. Rroceedings of the

i i i s IEEE International Conference on Network Protocd2902.
works in this area neglect to specifically address the diffic !I.Ls] P. Traynor, H Choi, G Cao, S Zhu, and T La Pofta. Establishing Pair-

task of key man_qge_ment_. Although a number of papers have wise Keys in Heterogeneous Sensor Networks. Technical Report NAS-
explored probabilistic keying schemes, none have applied them TR-0001-2004, Network and Security Research Center, Department of

; ; ; Computer Science, Pennsylvania State University, November 2004.
fo an application such as secure routing and observed H]zﬁ P. Trgynor R. Kumar, H. gin Saad, G. Cao andyT. La Porta. LIGER:

issues inherent to its implementation. Implementing Efficient Hybrid Security Mechanisms for Heterogeneous

We have shown how the use of a probabilistic key man- Sensor Networks. Technical Report NAS-TR-0008-2005, Network and
agement approach affects latency, overhead and the packet \?aer‘;‘;r'tsﬁa'ffzeri\r/‘;?sﬁ”;ﬁb g’ggg“me”t of Computer Science, Pennsyl-
loss ratio in environments where static and independenil$) G. wang, T. La Porta, and G. Cao. Movement-Assisted Sensor
mobile sensors are present. If keying occurs proactively such Deployment. InProceedings of IEEE INFOCON2004.

; [16] G. Wang, T. La Porta, G. Cao, and W. Zhang. Sensor Relocation in
that all new nodes are aummaﬂca‘"y keyed regardless 6? Mobile Sensor Networks. IRroceedings of IEEE INFOCOMO005.

the transience of the pair relationship, the latency of datg&] s. vi, p. Naldurg, and R. Kravets. Security-Aware Ad Hoc Routing for
delivery is greatly reduced, but at a great increase in overhead. Wireless Networks. IrProceeding of the ACM Symposium on Mobile
With reaCtive.‘ keying’ t.he numbe r of unnecessarily eStab"Shﬁfg] édzl-étlzc ’S\l.eévl\j,orsk.lngefilg,dai?ing?tf]t;gd(izOIE)IsTaCtl)%?\?r%é Pair-wise Keys For
secure relationships is minimized, but only at the cost Of ° secure Communication in Ad Hoc Networks: A Probabilistic Approach.
tremendously high latency. This latency is often the reason In Proceedings of the IEEE International Conference on Network
for packet loss when the mobility of individual nodes becomes ~ Protocols 2003.
high. Furthermore, we have demonstrated that the overhead as-
sociated with these methods of key management is a function
of the mobility of the nodes and not of the traffic intensity.

If an emergency were to arise, it may take the reactive
approach too much time to establish a route for its data to
be useful. However, because sensor nodes are absolutely con-
strained by power restrictions, the reactive scheme may be the



