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Abstract—We propose and implement a set of efficient on-  The goal of a DoS attack is to exhaust the resources of a
line algorithms for a router to sample the passing packets and server and consequently inhibit it from performing the nakm
identify multi-attribute high-volume traffic aggregates. Besides ,nctions, The typical offense strategy is to flood the serve
the obvious applications in traffic engineering and measure- . - ..
ment, we describe its application in defending against certain with a SFream of _OverWhelmmg packe;s. The existing defense
classes of DoS attacks. Our contribution includes a reservoir Mechanisms fall in two broad categorié®st-baseddefense
sampling algorithm that employs a biased sampling strategy at the end systems amduter-baseddefense at the routers.
favoring packets from high-volume aggregates. It identifies single Host-based mechanismsMany anti-DoS defense mecha-
attribute aggregates. Another algorithm is designed to combine nisms are designed to restrict the attackers from forgibi ar

single-attribute aggregates into multi-attribute aggregates. We . .
implement the algorithms on a Linux router and demonstrate trary source addresses. Cookies are typically used to foece

that the router can effectively filter out malicious packets in attack sources to complete a cryptographic exchange before
stateful DoS attacks. accessing any resources. SYN-cookie [1] relies on a statele

three-way handshake to defeat the SYN-flooding attack,lwhic
|. INTRODUCTION attempts to overflow the server’s listen queue with excessiv
SYN packets. The client-puzzle approach [2] requires the

A traffic aggregate is a collection of packets sharing somients to solve cryptographic puzzles before establislire
common attributes, i.e., they have the same values in ONEP connections. The attackers could be overwhelmed by the
or more header fields. For example, all packets to the sag®ver since the more connections the attackers initiage, t
destination address form an aggregate. All SYN packetsdo timore computation they need to perform. Cookies can also be
address/port of a server form a more specific aggregate. Tiwd in conjunction with the http redirection messages to de
traffic volume of this aggregate will surge when the server fend against SYN-flooding attacks [3] without the modifioati
under a SYN-flooding attack. of the TCP protocol.

The function of identifying high-volume aggregates pro- The cookie exchange approach fails under a stateful DoS
vides a powerful tool for network diagnosis and engineeattack with the attacker resides on the routing path betwezn
ing. When a router is overloaded, instead of punishing aerver and the forged source addresses. The attacker keeps t
packets, the router can selectively drop more packets fratate information about each forged connection requests sn
the aggressive high-volume aggregates while providingebetthe network traffic for the responding cookie from the server
quality of service to other aggregates that behave normalynd uses the intercepted cookie to complete the connection.
In another example, a global traffic assessment based omRouter-based mechanismsingress filtering[4] requires
the traffic aggregates provides valuable information faffit the edge routers of stub networks to inspect the outbound
engineering. ldentifying high-volume aggregates is al®e i packets and drop packets whose source addresses do not
portant in defending against DoS attacks, which is the focbelong to the stub networks. Therefore, an attacking host
of this paper. In many DoS attacks, the malicious traffimn a stub network can only use its real address or forge
concentrates in certain high-volume aggregates, typiedth source addresses belonging to the same stub net®¥ik-dog
specific destination addresses, ports, and flags in the padkg identifies SYN-flooding sources by installing a software
headers. A router can filter out those high-volume aggregasgent at the leaf routers of the stub networks. The agent
to reduce the collateral damages on the same routing pattentifies the attack source from its stub network based on
Some anti-DoS mechanisms [1], [2] impose restrictions @en tithe difference between outbound SYN packets and inbound
source addresses that the attackers may forge in the madici8 YN/ACK packets. Another router-based mechanism is called
packets. In this case, a router can block out attack packetste-based filtering[6]. The router will drop the packet
within multi-attribute high-volume aggregates with sfgieci received from a link that is not on any routing path between
source/destination addresses to protect legitimate packe the source and destination of the packet.
the following, we will describe the existing anti-DoS defen  IP traceback has been studied extensively in recent years as
mechanisms, review the prior art in aggregate identificatiowell [7], [8]. Its purpose is to identify the origins of padke
and discuss our contributions. with forged source addresses. The aggregate-based comgest



control (ACC) was proposed to rate-limit attack traffic [9ijda packets and record a selected attribute (e.g., source ssjdre

progressively push the limit to some neighbor routers tanforof the samples. Consider a traffic map with size|M|. The

a dynamic rate-limit tree. following basic algorithm is used to maintain the randonsnes
The network-based data streaming methods inspect the pagshe samples from the incoming packets.

ing packets, extract information by using limited storaged

allows queries for the estimated size (rate) [10] of each.flodlgorithm 1 NaiveRandomSampling()

To make the measurement, the flows have to be well defined Insert the attribute values of the first/| packets to)M.

in the first place, e.g., bundles of connections to different: for i = |M| + 1 to oo do

destinations. This paper solves a different problem. Tdrbeg 3:  wait for a new packet to appear

with, the router is not configured with any specification @bou 4.  with probability |M|/i, use the attribute value of to

the aggregates (or flows) to be measured. Instead, it irspect  replace a randomly selected onelif

the passing packets and dynamically form (or identify) thes: end for

boundary of the current high-volume aggregates.

Our contributions. The packets from a DoS-attack form The penefit of the above algorithm is that at any time, the
high-volume aggregates, which are often identified by th@t 1/ is a true, uniformly random sampling of the traffic.
sets of destination address ranges, destination ports, 8agl The biggest problem is that the number of attribute values
source address ranges. For a DoS attack against a spegdi§. number of addresses) stored in the map is limited by
server, the destination of the high-volume aggregate wilhb M.
single address. For a DoS attack against an access link, thgyring the attack, not all packets are required to identify
destination can be multiple address ranges. Many anti-D@® high volume aggregates. Instead, we are more concerned
mechanisms restrict the scope of source-address spoofing\pith those traffic flows that have a high “concentration” over
does not eliminate it. For example, we have discussed th@fimited range of the IP addresses and a high “volume” over
stateful DoS attacks can forge source addresses behind 4fjgsriod of time. In other words, a DDoS attack traffic has the
attackers even when cookies are used. Both ingress filteri@g@owing characteristics:
and route-based filtering allow the forgery of source ads®s  gpatial locality The high-volume traffic aggregates from the
in a narrowed space. Some DoS attacks are launched thropghos attacks will always have a higher density (number of
zombies whose own addresses are used. packets per address/port) from limited address/port siiece

Our goal is for a gateway router to automatically identif¢ ththe normal, isotropic traffic from the entire Internet.
dimensions (attributes) of those high-volume aggregates a temporal locality The high-volume traffic aggregates from
to make the range on each dimension as narrow as possipjgos attacks are more likely to continue in the most recent
To achieve this goal, we propose a set of efficient on-lingsriod of time.
algorithms employing a biased sampling strategy. We designin the following subsections, we describe new algorithms
a base algorithm that identifies a list of single-attribuighh that utilize these localities.
volume aggregates by using limited, fixed memory space. The ) ) ) o .
algorithm is expanded for multi-attribute high-volume egg B. Reservow Sampling Algorithm and Identification of Sigl
gates. The most related work is MULTOPS [11] which usedttribute Aggregates
a completely different technique to identify single-dttrie The attacking traffic is often a collection of high-volume
aggregates restricted to the class boundaries (i.e., dlassaggregates on limited address/port space. By identifyimd) a
B, or C networks). Our algorithms generate multi-attributeontrolling high-volume traffic aggregates at the congegste
aggregates with a finer granularity, allowing arbitrary @dd routers, the networks behind those routers are relievednes
ranges. The experiments based on a Linux implementatiextent from the malicious traffic. In this section, we deseri
demonstrate the effectiveness of the algorithms. a reservoir sampling algorithm. The algorithm automaltcal
converges a master traffic map to the address/port ranges of
the high-volume aggregates based on the attribute statisti

This section presents the algorithms for identifying multithe incoming packets. The attribute can be the source aldres
attribute high-volume traffic aggregates. First we disduss the destination address, the source port, or the destmptid.
to take samples from the streaming traffic passing by a routerTwo traffic maps are used. ##mporary traffic magperforms
We present a naive random sampling algorithm and theamndom sampling and record those addresses (or port numbers
describe our reservoir sampling algorithm to deal with Eng that appear most frequently in recent period of time. Anyentr

II. IDENTIFICATION OF HIGH-VOLUME AGGREGATES

attribute and multi-attribute aggregates. e in the temporary traffic map consists of an attribute value
. ) a (e.g., address) and a counterthat is,e = (a,c). When
A. Naive Random Sampling a is first sampled, the entry is created with= 1. When a

We present the naive random sampling to identify the higpacket sampled later carries the attribute valueis increased
volume aggregates from the incoming packets. Before Vg one. The content of temporary traffic map is periodically
describe the algorithm, a special structure caliedfic map merged into amaster traffic map which keeps those ad-
is introduced. A traffic map take samples of the incomindress/portangesthat have a high traffic concentration. Rather



than representing the attribute values as a collection of fiRe common prefixes with a complexity 6f((\ + b) log(A +
addresses (or port numbers), the master traffic map uses abgetThe complexity of Lines 5-10 is constant. Therefore, the
of prefixes! representing address (or port) ranges. An eatrytotal time complexity of the algorithm i©((A+b) log(A+b)).
in the master traffic map consists of a prefivand a counter  When defending against a DoS attack, a firewall may be
¢, that is,e = (p,¢). We denotelcp(p1,p2) as the longest configured to block all packets that match the prefixes in the
common prefixes 0p; andps. master traffic map. One problem is that the master traffic map
Attribute values of randomly sampled packets are firghay also contain attribute values form normal packets that
placed in the temporary traffic map. After the temporaryficaf happen to be sampled by the temporary traffic map. Once
map is full, the new attribute value that is sampled will e@  those attribute values (e.g., source addresses of norraed)us
the existing map entry that has the smallest counter (he., tare inserted into the master traffic map, the subsequenetsack
least number of matching packets in the past). If multiplearring them will be blocked. To prevent normal traffic from
entries have the smallest counter value, the one whoseaoubeing blocked indefinitely, if the number of packets blocked
has not been increased for the longest time is replaced. by an entry in the master traffic map is below a threshold for a
The entries in the temporary traffic map will be mergegderiod of time, the entry is removed from the map. With such
to the master traffic map periodically. Letbe the size of the a bias, the master traffic map is in favor of retaining those
temporary traffic ma@B and X be the size of the master trafficattribute values that belong to the high-volume aggregates
map M. An algorithm for mergingB into M is given below. the attack traffic due to their higher traffic density.
After inserting B into M, the algorithm repeatedly finds two

. . % Identification of Multi-Attribute Aggregates
entries that share the longest common prefix and replaces tfie ) ]
two entries by the common prefix until the size & returns ~ One of the most important differences between our method

to ). and the ACC method is the ability to identify multi-attrileut
high-volume aggregates. Multi-attribute aggregates afmed
Algorithm 2 UpdateMasterTrafficMap{, B) by more than one attribute, comparing with destination estir
1 M<— MUB only in the ACC method. It is ture that high-volume aggregate
2-for i=1tob do in many DoS attacks share the same destination address,
3 e = (p1,c1),e2 = (p2,c2) « two entries inM that but there are cases where aggregates are grouped by both
share the longest common prefix source and destination addresses, and possibly port namber
40 M — MU{(lep(p1,p2), (c1 +¢2))} — {e1, ea} as well. An example is the traffic aggregates in the stateful
5 end for DDoS attack. Assume a cookie-based approach is enabled

against source-address spoofing. In the stateful DDoSkatiac
malicious host forges source addresses within the same LAN
or downstream LANSs. The cookie information can be obtained
by sniffing the returning traffic from the server. In such an
attack, the aggregates of offending traffic are decided by th
destination IP address of the victim server and the source IP
addresses of the sniffed LANs. Our goal is to identify multi-
attribute high-volumn aggregates that narrowly identifie t
attack traffic. Consequently, the normal, isotropic traffitess
likely to be effected if we want to restrict those high-volem

The time complexity of Line 3 isO(A?) and the time
complexity of the whole algorithm i©(bA2). In the following,
we present a faster algorithm with time complex@®((A +
b)log(A +b)).

Algorithm 3 UpdateMasterTrafficMag({, B)
1. M « sor{ M, B)
2: compute common prefixes between adjacent entridg’in
3: C' + the set ofb longest common prefixes aggregates.

4 for eachp € ¢ do ) The following algorithm iteratively mergéssingle-attribute
5 leter = (pi,c1) andey = (p2,cz) be the Wo entries yaffic maps, which are individually identified by the ressiry

sharingp _ sampling algorithm, to an output multi-attribute magp.
6: if py (or po) is a prefix ofpy (or p;) then
£ removee; (Or ei) Algorithm 4 MergeTrafficMap(/, M;, Ms, ..., M})
8: else 1M —
o: replacee1 andes by (p,c1 +¢c2) in M o for i — 2 to k do
10: end if 3. mergeM and M;, M’ — M x M,
11: end for

4:  from n? entries inM’, selectn entries with the highest

. N o traffic density.
During the sorting in Line 1, each prefix il is treated as . antries inM is replaced with these entries.

a 32-bit number with the appropriate number of trailing 8ero 4. and for
The time complexity of Line 1 i€)((A + b) log(A +b)). The
complexity of Line 2 iSO(A+b). Line 3 can be done by sorting My, M,

..., and M, are the master traffic maps for

1An address prefix specifies the address space of a subnet.tAonedix attributesa, as, " andc_”f* reSp_eCtiVEIV'_ Assum_e their sizes
can be defined similarly. are alln. The algorithm first copies the first traffic mag, to



the output map)/. It then performs the cartesian product of
M and M, to form a new traffic mag/’ with n? entries, each
having two attributes. Among the? entries of M’, only the

i a ==

master

circular configuratior] |

n most dominant entries, i.e., those entries with the highest I Bl L R
traffic density are selected to replace the entries)in The f pereeony ‘
above process is repeated by merging one tiago M at a ro—

time and each time increasing the number of attributed/in ==_ ! e

by one. How to calculate thiaffic densitywill be explained : B s

in the following example.

Consider two attributes, the source IP address and thg...
destination IP address.Two traffic maps,M,,.. and M., (a) Architecture (b) GUI
are built for the two attributes, respectively, by using the
reservoir sampling algorithm. Suppose each map has two
entries. M. includes M,,..; = (128.100.100.0/24,30)

and M2 = (130.100.100.0/24,20). Mges; includes pe injtiated manually through the Java GUI. A snapshot of the
Maese, = (128.100.100.0/24,40) and Mgest2 =  GUI is provided in Figure 1.b.
(130.100.100.0/24,10). The first element in an entry is an  Tpe proposed system in this paper is deployed on the
address range, and the second element is a counter faaters independently at the firewall level. Though we did
recor_ds the number of samples that_are taken so far belongipg discuss the cooperative deployment of the system, it can
to this address range. The cartesian productMf.. and he more effective with the help of other routers across the
Magese will form a new traffic map M’ with four entries: \yhole Internet. One possible cooperative strategy is tokwor
(Msre1, Maest,1)s (Msre,1s Maest2), (Msre,2, Maest1), @1d - with the pushback mechanism where the downstream router
(Mire,2, Maest,2) will send an request to the upstream router. The upstream
The total number of samples in the above example jgyter will build its own traffic map and the restriction on
30 + 20 = 40 + 10 = 50. The percentage falling in {raffic aggregates is more effective here since the totadiptes
(Mire,1, Maest,1) is estimated asig - 55. There are2® - 2% aqqress (or port) space has been reduced to a fraction of the

different address pairs iV rc.1, Macst.1). The traffic density 932 \we will not discuss it in detail since it is out of our scope.
per address pair i0Ms,c,1, Mgest,1) Can be measured by

X i—g . % X ;—ﬁ = 24/2'6 The testbed architecture of our experiments is shown in
) N o Figure 1.a. There are two types of generated traffics. Oreis t
The traffic densities for the other three entries iY are pormgl, isotropic traffic generated by the client machinghwi
6/2'%, 16/2'°, and 4/2'°, respectively. Therefore, the tWorandomly selected source addresses, the other is theiagack
entries with the highest densitieg M c1, Maest,1) and  traffic generated by the attacker machine emulating statefu
(Mire,2, Maest,1), are selected for the output traffic map.  ppos attacks. The source addresses of the attacking traffic i
our experiments are selected by the following configuration
o ) . There is a total of 150 independent attacking sources. 50 of
Our proposed prototype is implemented in a 1GHz PentiYflem come from Class B networks, 50 of them come from
Il machine utilizing Netfilter in Linux Kernel 2.4.20 cumdly.  ~|ass C networks, and the rest addresses come from different
Netfilter is a framework a_llow?ng packet manipulation im‘;idsingle sources. Reserved address spaces (e.g., 127 4re*)
the kernel. As is shown in Figure 1, our prototype togethekciyded. During the experiments, the size of the mastfictra
with the administratia utilities are implemented as seviera map and the temporary traffic map are set as 1500 and 1000
dependent components for distributed runtime configumatio regpectively. In our experiments, the normal traffic is gates
a kernel module registered to the hook points of the Netfiltgf;i, with randomly selected source addresses from the whole
which performs monitoring of the network packets passing Biternet with a cumulative rate of 40,000Hz and taking up to
a user space Java GUI for configuration, and a characteredeigo, of the router’s capacity.
driver that is responsible for logging and communicatinwi  pitferent cumulative rates of the attacking traffic have
the GUI. Those network packets passing by will be checkgglen selected in our experiments to show their influence on
and sampled by the monitoring kernel module. The master agg, system. Figure 2.a are three typical results from our
temporary traffic map are established based on the attrib@?periments. In the top plot, the the attacking traffic has a
values of the sampled packets. To protect the servers &gaiigny|ative rate of 40,000Hz, which means 50% of the packets
DDoS attacks, the system can be initiated automatically ssing by belong to the attacking traffic. In the middle and
drop packetg from spaces in mgster traffic map whenever fi&iom plots, the ratio has been adjusted to 75% and 90%,
network traffic exceeds the maximum allowed rate. It can al?@spectively. As is shown, most packets in normal traffic are

2Although IP addresses are used as examples, the attribetesiimited _contlnuously passmg by our S_yStem without being mserte_d
to IP addresses. They can be port numbers as well. into the master traffic map, while more and more packets in

Fig. 1. System Architecture and Administratia GUI
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Fig. 2. Experimental Results

attacking traffic are identified and recorded, therefore lman the ratio of the attacking traffic facilitates the estabiismt
dropped to protect the public server. The complete addraxsthe master traffic map more accurately, the final accepted
space of the attacking traffic is able to be covered by tm®rmal traffic has been decreased.

master traffic map in minutes during the experiments.

Figure 2.b are the results showing the ratio of the normal

packets that successfully pass the router during the DDoSMNe propose a new system implemented on the router to
attacks. In our experiments, the system is triggered tmparf protect public servers from DDoS attacks by identification
the targeted filtering based on the master traffic map as loagd restriction of the high-volume multi-attribute aggress

as the incoming traffic rate exceeds the capacity of the routd the packets passing by. The goal is achieved by utilizing
and will continue until the rate drops back within the roigter the spatial and temporal localities of the traffic aggregate
capacity. The results in these three plots demonstrateotitat DDoS attacks. In the proposed algorithm, only those packets
system is able to allow most of the normal packets passing With the most interests are recorded in order to reduce the
while blocking the majority of the attacking traffic in fajrl overhead. Our experiments demonstrate the effectivenkess o
small amount of time after DDoS happens. By comparirthe proposed system. The system may also be implemented
Figure 2.b with Figure 2.a, we conclude that, while incregsi with other approaches, e.g., the pushback mechanism, to

V. CONCLUSION



protect the public servers from DDoS attacks more effelgtive
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