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Abstract. Many complex networks are discovered to follow the power-
law distribution in degree sequence, ranging from the Internet, WWW to
social networks. Unfortunately, there exist a great number of threats to
these complex systems. In this context, it is crucial to understand the be-
haviors of power-law networks under various threats. Although power-law
networks have been found robust under random failures but vulnerable
to intentional attacks by experimental observations, it remains hard to
theoretically assess their robustness so as to design a more stable complex
network. In this paper, we assess the vulnerability of power-law network-
s with respect to their global pairwise connectivity, i.e. the number of
connected node-pairs, where a pair of nodes are connected when there is
a functional path between them. According to our in-depth probabilistic
analysis under the theory of random power-law graph model, our results
illustrate the best range of exponential factors in which the power-law
networks are almost surely unaffected by any random failures and less
likely to be destructed under adversarial attacks.
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1 Introduction

One of the most remarkable discoveries in complex networks is the power-law
distribution in their degree sequences, ranging from the Internet [I0], WWW [5]
to social networks [I7]. That is, the number of nodes of degree ¢ in these complex
networks is proportional to i —? for some exponential factor 3. The property of
degree heterogeneity indicates that there are only few nodes with a large number
of connections in power-law networks, which are often referred to as ‘hub’ nodes.
Some questions are raised naturally: Are power-law networks more vulnerable
to intentional attacks or random failures? If so, can we accurately assess the
robustness of power-law networks under various threats, thereby designing more
stable power-law networks by controlling a constant parameter 37

There are a great number of studies regarding the tolerance of power-law net-
works against failures and attacks, in which the authors measured the damage of
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attacks in various ways. The most popular measurements include the number of
removed edges, average path length or betweenness [12I3], clustering coefficients
[14], or degeneration of link latency [I3], the available number of compromised
s —t flows [I], or vibration of the network [9]. Other researches focus on local
nodal centrality, i.e. degree centrality, betweenness centrality or closeness central-
ity. However, since all these measurements cannot precisely reflect the network
fragmentation, they may not reveal the accurate breakdown and damage of the
power-law networks although they are usually efficiently computable.

To enhance the assessment accuracy in various real networks, a lot of works
emerge mainly based on two measurements, the diameter and the size of the
largest component in power-law networks. Albert et al. [4] first observed that
many power-law networks can tolerate failures to a surprising degree but their
survivability decreases rapidly under attacks. That is, the performance of com-
plex systems reduces sharply because of the quick increase of the diameter and
the fragmentation in these networks. Holme et al. [I1] further investigated the
degree of harms to power-law networks under different strategies of attacks.
Cohen et al. [7] showed the resilience of Internet to the random breakdown of
the nodes based on percolation theory. In [16], Satorras et al. showed that the
random uniform immunization of individuals does not lead to the eradication
of communications in the whole complex social networks. However, these works
did not propose any approaches to investigate an appropriate exponential factor
[ so as to improve the robustness of power-law networks to the greatest extent.

To this end, our work is the first attempt from a theoretical viewpoint in
the literature to assess the impact of random failures and intentional attacks
on power-law networks based on a more effective measurement as stated in [§],
global pairwise connectivity. Compared with the measurements mentioned above
and in the survey [I4], global pairwise connectivity illustrates more accurate as-
sessment of network robustness to the threats by reflecting functionality between
all node-pairs in the network. Thereby, it demonstrates the network fragmenta-
tion precisely. According to this measurement, we did an in-depth analysis using
probability theory on power-law networks under various failures and attacks and
derive two significant conclusions: (1) A complex network can tolerate random
attacks if its exponential factor is larger than 2.9; (2) Power-law networks with
smaller exponential factor 8 are more robust under all threats.

The rest of paper is organized as follows. In Section 2] we introduce the
random power-law model, the measurement of network vulnerability and failure
and attack taxonomy. Some useful results in the literature and fundamental
results are presented in Section [3l The analysis of the vulnerability of power-
law networks under random failure, preferential attacks and degree-centrality
attacks are proposed in Section [4 Section [l and Section [6] respectively. At last,
all main theorems are further visualized in Fig. Il

2 Models, Measurement and Threat Taxonomy

In this section, we first introduce the power-law random graph (PLRG) model,
one of the most well-known models. Then we propose an effective metric —



global pairwise connectivity, to measure the vulnerability of power-law networks
under various failures and attacks in the next part. Our analysis throughout the
whole paper is based on the PLRG model.

2.1 Power-Law Random Graph Model (PLRG)

Given a network represented by an undirected graph G = (V, E) with |V| =n
nodes and |E| = m edges, the graph is referred to as power-law graph G, )
(PLG) if it follows the important property of complex network, power-law degree
distribution. The definition of G, g is as follows.

Definition 2.1 ((a, ) Graph G(,3)). A graph Gaz = (V,E) is called a
(o, B) power-law graph where the maximum degree is A = Leo‘/ﬂj and the number
of nodes of degree i is:

vi = L%J, ifi1>1 or Zle L%{:J s even 2.1)
! le*] +1, otherwise '

where the number of nodes n and edges m are almost surely (a.s.) e“((B)
and e“((8 — 1) respectively. Here ((t) = >_;~, % is the Riemann Zeta function.
Notice that since n = e“(j(ﬁ)—i—O(n% —1) and m = e*((B— 1)+O(n% —1), there
is only a very small error o(1) when B8 > 2. For simplicity, we define n = e*((5)
and m = e*((8 — 1).

Definition 2.2 (PLRG Model). Let d = (di,ds,...,dy,) be a sequence of
integers corresponding to (1,...,1,2,...,2,..., A) where the number of i is equal
to y;. The PLRG model generates a random graph as follows. Consider D =
S di mini-nodes lying in n clusters of each size d; where 1 < i < n, we
construct a random perfect matching among the mini-nodes and generate a graph
on the n original nodes as suggested by this perfect matching in the natural way:
two original nodes are connected by an edge if and only if at least one edge in the
random perfect matching connects the mini-nodes of their corresponding clusters.

2.2  Vulnerability Measurements

In order to assess the vulnerability more accurately, we study the global pairwise
connectivity PP in residual power-law networks after the failures and attacks, i.e.
the number of connected node-pairs. Clearly, there are a.s. no large connected
components when P decreases to some degree. To this end, the fragmentation
of the whole network can be accurately assessed by global pairwise connectivity
instead of other connectivity measurements [I14].

2.3 Threat Taxonomy

Taking most threats into account, we study the vulnerability of power-law net-
works under uniform random failure and two types of intentional attacks, pref-
erential attack and degree-centrality attack.



Definition 2.3 (Uniform Random Failure). Each node in G gy fails ran-
domly with the same probability.

Definition 2.4 (Preferential Attack). Each node in G, g is attacked with
higher probability if it has a larger degree.

Definition 2.5 (Degree-Centrality Attack). The adversary only attacks the
set of centrality nodes with mazimum degrees in G (q,g)-

The residual network of the power-law network G, gy is defined as G, G),
and G, after the occurrence of uniform random failure, preferential attack and
degree-centrality attack. Their corresponding expected degree sequences are de-
noted as d,, d,, and d., where the number of d!', d and df are referred to as y!,

P and y¢
y, and yf.

3 Preliminaries

In this section, we first present some useful results in the literature. Then we
derive some fundamental results in power-law networks, which can be used to
evaluate the vulnerability of power-law networks in the rest of paper. The follow-
ing two lemmas illustrate an important relationship between the size of largest
connected components and the degree sequence in random networks.

Lemma 3.1 (M. Molloy and B. Reed [15]). In a random graph G with Ain
nodes of degree i where Zle Xi = 1 with mazimum degree A, Q =3 .~ (i —
2)\; is a metric to decide whether there is giant components in G. The giant
components exist if Q > 0 and A < n'/* — e. Otherwise, there is a.s. no giant
component if Q < 0 and A < n'/® —e.

Lemma 3.2 (F. Chung et al. [6]). The giant component a.s. exists if the
expected average degree d is at least 1, and there is a.s. no giant component if the
expected second-order average degree d is at most 1. Furthermore, all components
have volume at most \/nlogn with probability at least 1 —o(1) if d < 1. Here the
expected average degree d and second-order average degree d are defined as

i=1

_ 1 & ot d2 S d?

dzﬁzdi, d= S = =1

=1

where d; is the elements in the degree sequence.

Note that most results in the paper follow from Lemma unless the as-
sessment of network under random attacks since Lemma is comparatively
stronger than Lemma Bl Specially, from Lemma 3] we know

Q=) i(i—2)\=C) _d; —2d; = Cd(d - 2)
i>1 i=1

That is, there is a.s. no giant component when d < 2 but the size of largest
connected component can be a.s. decided only when d < 1. Then, we propose
our following fundamental results.



Corollary 3.1. All connected components a.s. have size at most %\/ﬁlogn +1
ifd < 1.

Proof. Consider a connected component containing a subset of nodes S, the
volume of S'is defined as Vol(S) = ), g di. Since there are at least [S|—1 edges

in a connected component of size |S|, we have 2(|S| — 1) < Vol(S) < v/nlogn.
Therefore, the size of S is upper bounded by %\/ﬁlogn + 1.

Lemma 3.3. Suppose that the maximum size of connected components in a
graph G = (V. E) is £, the pairwise connectivity P is at most @.

Proof. To prove the upper bound, we consider the worst case that the whole
network consists of all connected components of size £ except some leftover nodes.
Suppose that there are ¢; connect components of size £ and the number of leftover
nodes is ¢, we have n = ¢1£ 4 co. Therefore, the pairwise connectivity P is

o) (3) <o ()50 -t ()25

Theorem 3.1. In a (o, 3) graph G p),

— If B < 3.47875, the pairwise connectivity P is O(n?);
— If B > 3.47875, the range of pairwise connectivity P is a.s. at most

in (c(ﬁ)n% logn — 1).

2
where ¢(B) = 16/ [C(B) (2 — ggg:?g)} is a constant on any given 3.

Proof. When 8 < 3.47875, according to Lemma[3.]] since Q > 0, there exists one
giant component of size ©(n). Therefore, the pairwise connectivity P is ©(n?).
When 8 > 3.47875, according to Aiello et al. [2], a connected component S

in the («, 8) graph a.s. has the size at most c(ﬂ)n% log n. Then the upper bound
of P follows straightforward from Lemma [3.3]

4 Uniform Random Failures

In this section, we study the global pairwise connectivity P in G, i.e. the residual
power-law networks under uniform random failures. In other words, each node
has the same probability p to fail. Before proving the main theorem (Theorem
7)), we show the expected degree distribution in G, as follows.

Lemma 4.1. The expected degree distribution of graph G, is

() = (1 - p)*! Z ( )t

where degree i is 1 < i < A.



Proof. Consider some node v of degree k in G (4,): if k < 4, it is clear that v has
probability py = 0 to become a node of degree i in G,; if kK > i, v will become
a node of of degree i in G, if and only if v itself does not fail but k — i of its
neighbors fail. Hence, the probability py that a node v of degree k > i in G4 )
becomes a node of degree i in G, is (¥)(1—p)[p*~I(1—p)7], ie. (V)pF~H(1—p)i*t.

Thus, according to the basic definition of expected value, the expected num-
ber of nodes of degree i in G, is

A e
D=2 = ’“Z( )kﬁp B
k=1

Theorem 4.1 (Main Theorem). In a residual graph G, of G, gy after uni-
form random failures,

~ If B < PBo, the expected pairwise connectivity E(P) is a.s. O(n?);
- If B > Bo, the range of pairwise connectivity P is a.s. at most

in (cr(ﬂ)n% logn — 1).

where By satisfies that (1 — p)¢(Bo —2) — (2 —p)C(Bo — 1) = 0 and ¢.(B) =
2
16/ [¢(8) (2-p- -0 EEH)] -

Proof. Consider Lemma [3.2] unfortunately we cannot apply it here since the
second-order average degree d = p+ (1-p) E.Eg 13 is always larger than 1 for any
p and 3. Then we use Lemma [3.] to find a threshold Sy based on its expected
degree distribution and analyze the pairwise connectivity of residual graph G,
in the case of 8 > §y and 8 < [y respectively. To compute 5y, we calculate Q,

in Lemma [B.1] for G, as follows:

Q= _A i(i —2)(1 ZHZ ( )kﬂp (4.1)
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=e*(1-p)*[(1=p)C(B—2) = (2—p)C(B - D) (4.4)

where step (@3] follows similarly from the expected value and variance of bino-
mial distribution.

Consider the threshold (g satisfies (1 — p)¢(8 — 2) — pl(8 — 1) = 0. When
B < Bo, we have @, > 0. Thus, the expected pairwise connectivity E(P) is a.s.
O(n?) according to Lemma 311

When 8 > By, we use the following branching process method (Algorithm
) according to the expected degree sequence E(y}). E; and L; are the set



Algorithm 1: Branching Process Method

1 7+ 0;

2 Eo = Lo = {v} by picking an arbitrary node v;

3 while |L;| # 0 do

4 i i+ 1

5 Choose an arbitrary v from L;_; and expose all its neighbors N (u);
6 E; =FE;,_1 UN(u);

7 | Li=(Li\ {u}) U (N (w) \ Bimy);

8 end

of exposed nodes and live nodes in iteration i respectively, where live nodes
are referred to as the subset of exposed nodes whose neighbors have not been
exposed. Note that |L;| = 0 if and only if the entire component is exposed. For
simplicity, we define random variables & = |E;| and £; = |L;|. Let T denote the
whole number of iterations in branching process, that is, 7 also measures the
size of connected component since exactly one node is exposed in each iteration.
We further define an edge to be a “backedge” if it connects u and some node in
E;_1. We denote D; = |N(u)| and B; = |[N(u) N E;_1]| — 1 measuring the degree
of the node exposed in iteration ¢ and the number of “backedge”. By definition,
we have £, — L;,_1 = D; — B; — 2.

Then we calculate F(D;), E(B;) and E(L;) respectively. Consider one edge
in original graph G, it still exists if and only if both endpoints are not failed.
That is, the expected number of edges |E,| in G, is (1 — p)?|E|. Therefore,

E(D;) = 2, (1 —py T ()5
(D) =2 =B
=1

1
- P) oy TP
¢B-1) ¢B-1)
Since |N(u) N E;_1] > 1, we have E(B;) > 0. By substituting E(D;) and
E(B;) into L; — ﬁi—li: D; — 2 — B;, we have ;

E(Li)=Ly+ Y E(L;j—Lj1)=do+» E(D; —B;-2)

j=2
¢(B-2)
(B-1)
where A(p,8) =2—p— (1 — p)% and the initial node is supposed to have
degree dj.
Since |£; — Lj_1] < A = e#, according to Azuma’s martingale inequality,
_72

Pr|C; — B(L:)| > T] < 227

DYALETUES IR

i=1

<do+(i-1) ((1p> +pz>doA<pvﬁ><z‘1>

where 1 = ﬁe%& logn = c,«(ﬁ)n% logn and T = A(p, B)i/2. Since we know

E(L;)+T <do—Xp,B)(i — 1)+ @z <0



for any dy. Therefore,

16 20 )
Pr|T > Weﬁ logn| = Pr[T > i < Pr[L; > 0]
—72

2a 2
< P’I‘[ﬁi > E(ﬂz) +T)] < 2¢2ie B = ﬁ

Therefore, the probability that there is an non-failure node v in a connected
2
component of size larger than ¢, (8)n? logn is at most n% =o(1), i.e. graph G,

has the largest connected component of size a.s. c,«(ﬁ)n% log n. Thus, the range
of pairwise connectivity in P, follows from Lemma straightforward.

5 Preferential Attacks

In this section, we study the global pairwise connectivity P in G, i.e. the residual
power-law networks under preferential attacks. In preferential attacks, each node
in the network is attacked with different probability according to its degree.
By defining p; to be the probability of a node of degree i to be attacked, we
study the global pairwise connectivity IP of complex network under two following
preferential attack schemes: interactive attacks and expected attacks, where their
corresponding residual graphs are denoted as Gé and Gf respectively.

o

5.1 Interactive Attacks (p,' =1-- )

In this scheme, the intruder can attack the network interactively according to
their own preferences. By choosing a different parameter 3’, the network will
be attacked in different degrees. Specifically, a node of degree i in G(,,g) has
probability 1 — l/% to be attacked in this context. It is easy to see that a node of
larger degree, often referred to as a “hub”, has more probability to be attacked.
Before proving the main theorem (Theorem [B.1l), we prove the expected degree
distribution in Gé as follows.

Lemma 5.1. In graph G, g), the probability that a node v of degree i incident
to another node u of degree x is #271)

Proof. Consider a node v of degree 7, in the matching of mini-nodes, at least one
of ¢ mini-nodes for v connects to another one of x for node u of degree x. We

have .
QOfN=-2) iz iz 1 ix

R B A Era Y

where f(n) = (n—1)!! representing the number of perfect matchings for NV nodes
and N = e®((f8 — 1) denotes the number of mini-nodes.

Lemma 5.2. For a node v of degree i, the expected number of non-failure neigh-

bors E(NL(i)) of v is z%



Proof. According to Lemma [5.]] node v has probability % to connect to
node u of degree x. Since node u of degree x has the non-failure probability ﬁ,
then we have the expected non-failure neighbor of v to be

Lo i 1 (BB -1
EN,0) =) aer D T

=1

Lemma 5.3. The expected degree distribution of graph Gé 18

E(y;) = ( mela) )B+B’

LB -T)

: CBHB'~1) 5¢(B+B'—1) ¢(B+8'-1)
whereze{ D ,2 RCESY s, A D }

Proof. Consider the set of nodes of degree ¢ in G, they are correspondent to the
nodes of degree z in the original graph. Hence, the expected unattacked nodes
in this set is %ﬁ = —%5 . From Lemma 5.4 we know the relation between i
and z is i = x% Therefore, we have the expected number of nodes of
.. I @
degree 7 1 Gp to be W.
CB+A 1)

Theorem 5.1 (Main Theorem). In a residual graph G£ of G(a,p) after in-
teractive preferential attacks,

— If B+ ' < 3.47875, the expected pairwise connectivity E(P) is O(n?);
— If B+ B’ > 3.47875, the range of pairwise connectivity P is a.s. at most

in (C(B)n% logn — 1).

2
where ¢(B) = 16/ [C(B) (2 — gggﬁ%)} is a constant on any given [3.

Proof. The proof follows the same as Theorem [3.11

=t
5.2 Expected Attacks (p, = ceac(ﬁ—l))

In expected attacks, the intruders are usually interested in investigating the size
of expected number of nodes to attack such that the network can be almost
surely fragmented. To this end, we consider that the probability of each node
to be attacked is proportional to its degree, i.e. a node of degree i is attacked
with probability p; = CWE—D’ in which the expected failure nodes is equal to

) o
csince ), p; = c.

Lemma 5.4. For a node v of degree i, the expected number of non-failure neigh-

bors E(NJY (i) of v is i (1 — %)
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Proof. According to Lemma [5.]] node v has probability % to connect to
node u of degree x. Since node u of degree = has the non-failure probability
1-— cﬁ, then we have the expected non-failure neighbor of v to be

A

E(Np(i))'Z%@ﬁ)%”(l%)

r=1

Lemma 5.5. The expected degree distribution of graph Gf s

e” <1 cC(B—2) ci

B
E(y?) = — 7) 1-
W E ) U ) (- )

; c¢(8-2) ¢(cB—2) c¢(8-2)
where i € {(1*@) ,2(1*@) ,,A(l* W)}

Proof. The proof follows similarly as the proof in Lemma 5.3

Theorem 5.2 (Main Theorem). In a residual graph Gf of Ga,py after ex-
pected preferential attacks,

— The pairwise connectivity P is a.s. O(n?)

] R )<x<17 ccw—2)2))
. . = > —1 @ —
ch < min{ ] =22l e e*d(B-1) e*¢(B—1) >15;

n—c

— The pairwise connectivity P is a.s. at most %n% logn

_ —2) ) {(B-2)- iy
> 1 (B 2)) BCENRP N
fe max{c< B ) (-1 %82

Proof. In the proof, we first calculate the expected average degree yf as

A o : c¢(B-2)
D Py (1*%) (ﬂf (“W))
Yp =

n—=c

and second-order average degree gf as

ﬂEiZf_lg(l_%)(x(l_%»z

p Zf:l%ﬁ‘%)(x@_%))
'<1 «(B—-2) >C(52)%
eC(B-12) ((5-1) - 22

According to Lemma [3:2] and Corollary 3], there exists one giant component
if y,’f > 1 and all components have size at most %\/ﬁlogn + 1 if gf < 1, the
proof follows from Lemma



11

6 Degree-Centrality Attacks

Unlike the above random threats, in degree-centrality attack, the intruders inten-
tional attack the “hubs”, that is, the set of nodes with highest degrees. Suppose
that all nodes of degree larger than xg are attacked simultaneously, we have the
following results.

Lemma 6.1. For a node v of degree i in original graph G, p), the expected

1

number of neighbors of degree larger than xg is C(B T ZZ wotl T

Proof. According to Lemmal5.4] the probability that a node v of degree i incident
to a node u of degree x is Wﬁﬁ‘_l) Therefore, we have the expected number of

neighbors of degree larger than zy to be
A

E(N(i)) = )

r=xo+1

1 e*

7 1
e C(B—1)af — ((B-1) >

r=xo+1

Lemma 6.2. The expected degree sequence in G, is

xo

B
o . €% 1 1
E(yi):i_ﬁ<<(51)zxﬂ 1)

1

whereiG{(Cw 1)21 1 77- 1), (4(5 1)21 1 26— 1),- » L0 (4(5 I)Zz 1;5511)}

Theorem 6.1 (Main Theorem). In a residual graph G. of G4,y after degree-
centrality attacks,

— The pairwise connectivity P is a.s. O(n?)

. . L ()L
if xo >m1n{ac0 LIV v >1¢;

— The pairwise connectivity P is a.s. at most in% logn
if xo < max{xo‘g(ﬂ ) Yt = < 1}

The proof of Lemma [6.2] and Theorem [6.1] follows from Lemma [G.1] and the
proof of Theorem B2 respectively.

Discussion: Fig. [I] visualizes the above results for main theorems corre-
spondent to the vulnerability of power-law networks under various threats.
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